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Virtualization Update 

Virtualization is all the rage. But where do you 
get started? Or, if you've already implemented 
virtualization, how can you improve? We answer 
those questions and more. 
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Top Mistakes To Avoid 

Data center projects always come with the 
possibility for mistakes that can mean the 
difference between success and failure. 
We identify a few of the most common 
mistakes— and how to avoid them— with 
everal key projects. See page 24. 



PHYSICAL 

INFRASTRUCTURE 

■ In the data center space, audits can work to actually 
relieve stress and save money over the long haul because 
of their innate ability to identify problem areas and dis- 
cover opportunities for improvement page 15 

■ The MovinCool Office Pro 12 Portable Air 
Conditioner from Atlas Sales & Rentals is designed 
specifically for the data center, offering 1.1 tons of cool- 
ing capacity in a small package page 15 

■ Increasing capacity needs and the evolution of under- 
lying technology are pushing more enterprises to consid- 
er the concept of high-density data centers .... page 16 
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Virtualization 
Overview 

This Innovative Technology Continues To Build 
A Path For A Brighter Data Center Future 



■ Numerous components go into data center construction, 
from cabling and infrastructure to cooling and lighting. But 
before plans get drafted, an enterprise first needs to pick 
where the data center will actually be located .. page 17 

■ The MovinCool CM25 ceiling-mounted air condition- 
er offers a high sensible cooling capacity and a variety of 
features designed to save on energy costs page 1 7 

■ Product Spotlight: Data Center Furniture.... page 18 

■ Product Spotlight: Rack-Based 

Power Distribution page 20 

NETWORKING & VPN 

■ Radware's LinkProof OnDemand Switch appeals to 
SMEs because it lets them use a product that is technically 
suited for enterprise-class performance but can be set at a 
capacity and price more in tune with an SME page 22 

■ When creating a network monitoring plan, you 

need to define your priorities, implement the hght tools, 
and fine-tune your system. We'll help guide you through 
the process page 23 

STORAGE 

■ Occupying the relatively recession-proof niche of 
backup and disaster recovery has been one of the 
factors behind the steady growth of StorageCraft 
Technology page 28 
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by Christian Perry 

As VIRTUALIZATION technology continues 
to mature, it now gives even the most 
diminutive data center the abihty to morph 
into a sihcon-fueled juggernaut capable of 
tackling almost any task. Today, virtualiza- 
tion' s value is undeniable for data centers 
looking to cut costs, scale back on space, or 
simply do more with less. 

"We're seeing aggressive adoption of 
virtualization all the way down to small 
enterprises," says Kevin Brown, CEO of 
CORAID (www.coraid.com). "Server con- 
solidation is a major driver, but increas- 
ingly, these customers are realizing the 



Key Points 



• Virtualization is no longer a prized pet of 
large corporations, as it has found a conn- 
fortable home in small and midsized enter- 
prises that are looking to cut costs and 
increase data center performance. 

• Companies involved in technology-focused 
business are inevitably more aggressive 
virtualization adopters, but non-technical 
companies are also jumping on board. 

• Security, infrastructure management, and 
licensing are current concerns likely to be 
addressed by virtualization vendors in the 
near future. 



benefits of IT management features built 
into the hypervisor. For example, virtual- 
ization gives users the ability to quickly 
clone a complex configuration, facilitate 
disaster recovery, or manage storage 
resources, all from the same interface. 
Previously, SMEs would have had to buy 
multiple different software packages or do 
without that functionality." 

Virtualization For All 

The concept of virtualization found its 
roots decades ago in the realm of massive 
mainframes and big enterprises. But as 
the performance of processors and other 
hardware increased exponentially as sizes 
and prices plummeted, even small data 
centers eventually discovered they had 
plenty of spare processing power. Those 
idle cycles present an ideal opportunity 
for virtualization, which can boost the 
depth and range of data centers without 
requiring new hardware. 

"Virtualization may have started in larger 
firms with dedicated data center facilities 
and staff, but it isn't staying there," says 
Dan Olds, founder of Gabriel Consulting 
Group. "We see small and midsized firms 
using virtualization at roughly the same rate 
as their larger cousins. We probably see it 
most in firms that are technology oriented — 
for example, companies whose products are 
technology-based or for whom technology 
Go to Page 8 



Worth The 
Effort? 

SMEs Must Consider 
Benefits Of New Features 
& Migration Issues 

by Kurt Marko 

Ask the typical office worker and 
Microsoft Outlook is email. Its corporate 
ubiquity has translated into similar domi- 
nance by Exchange in backend infrastruc- 
ture. Industry surveys put Exchange's 
enterprise market share in the 60 to 
90% range, with Info-Tech Analyst Tim 
Hickernell citing a figure of 79% in its lat- 
est survey. While individuals and home 
users long ago switched to Web mail, and 
indeed innovative cloud collaboration ser- 
vices may represent the future of enterprise 
email, traditional client server email still 
rules the corporate market. 



Given such market realities, the recent 
release of Exchange 2010 presents IT man- 
agers with yet another upgrade decision: bite 
the bullet and move to the latest technology, 
stick with what's already working, or change 
paradigms and look to the cloud for online 
email and collaboration services. The dilem- 
ma is particularly acute for those Microsoft 
shops that skipped the Exchange 2007 
release, almost two-thirds by Hickernell' s 
count, and are on software platforms dating 
back seven years or more. 

Significant New Features For 2010 

Like any major application release, 
Microsoft heralds Exchange 2010' s arrival 
Go to Page 8 



Key Points 



• Exchange 201 introduces new features 
designed to facilitate cloud-based, online/ 
on-demand email hosting. Large, multina- 
tional enterprises and service providers will 
find much to admire, from the ability to use 
low-cost, commodity storage to administra- 
tive, resilience, and reliability improvements. 

• Users will notice client-side enhancements 
such as integrated archiving. Mail Tips, and 
conversation view. 

• For existing Exchange installations, migrat- 
ing to 2010 is not a simple server upgrade. 
It entails installing a new set of servers and 
moving user accounts and data to the par- 
allel infrastructure. 
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STORAGE CONT. 

■ CMS Products BounceBack Server provides instant, one- 
button backup to an external SATA or USB drive .... page 29 

k Solid-state drives offer a number of benefits com- 
pared to traditional mechanical drives, but they might not 
be right for all enterprises page 30 

■ When a disaster hits your enterprise, you need to 
implement your disaster recovery plan right away to 
get your enterprise back up and running page 31 

SECURITY 

■ Product Spotlight: Antivirus Appliances page 32 

■ Clickjacking uses common, benign Web techniques 
to lay an invisible malign page over the top of a trusted 
yet hijacked page. Don't let your daily secure Web 
browsing turn into a malware nightmare page 34 

■ Entrust provides security solutions for strong 
authentication, email security, data protection, Internet 
security, identity management, and PKI, in addition to 
developer APIs and standards page 35 

■ Online banking Trojan horses are a very real threat 
that has hurt SMEs. They are not hype. Follow experts' 
tips for safeguarding online transactions page 36 

MESSAGING 

& TELEPHONY 

■ Microsoft's Exchange 2010 email server adds 
features targeted at large enterprises and online 
hosting providers page 1 

■ Sendmail's primary solution for email infrastructure 

management is its Sentrion appliance, which comes in 
several flavors for organizations of all sizes page 37 

■ At some point, enterprise employees who use mobile 
devices are likely going to want Apple's iPhone. Aside 
from security issues, IT managers will need to consider a 
number of other factors if they are considering bringing 
iPhones into their enterprises page 38 

CLIENTS 

■ Product Spotlight: Notebooks page 40 

DATA CENTER 
MANAGEMENT 



As the cloud becomes more affordable and easier to 
use, many data centers are opting to outsource some of 
their functions. These tips will help you move from your 
local data center to the outsourced community., page 42 

■ How can ClOs use IT effectively when dealing with a 
budget? We'll tell you how Lean Thinking Principles come 
into play and how to use them in your SME page 43 

■ SMEs struggle with ROI and TCO and how to calcu- 
late the values every time they embark on a new IT pro- 
ject. Current costs of operation represent just one side of 
ROI. To find the benefits, you must know what those 
costs mean for the enterprise page 44 



News 



I Spaniards Arrested 
For Running Botnet 

Three Spanish men accused of 
heading up one of the largest bot- 
nets ever were arrested in Spain in 
early March. The botnet, named 
Mariposa, which means butterfly in 
Spanish, is believed to have spread to 
nearly 200 countries and to have con- 
tained upward of 12.7 million PCs 
that helped steal credit card and 
banking login information and infect PCs 
in scores of Fortune 1 ,000 companies and 
dozens of banks. Those arrested have only 
been identified thus far by their Internet aliases— 
"netkairo," "jonyloleante," and "ostiator"— and 
face up to six years in prison if convicted. 
Mariposa appeared in December 2008 but is 
no longer operating. Speaking about the 
three men arrested, Cesar Lorenza of Spain's 
Guardia Civil says, "They're not like these 
people from the Russian mafia or Eastern 
European mafia who like to have sports cars 
and good watches and good suits— the most 
frightening thing is they are normal people 
who are earning a lot of money with cyber- 
crime." 

I IBIVI To Lay Off Workers 

IBM has given layoff notices to at least 400 
workers, says Alliance® I BM/CWA Local 1701, 
an IBM employee organization. The alliance 
historically has been the main source for infor- 
mation about job cuts at IBM. Alliance national 
coordinator Lee Conrad says he believes the 
job cuts are due to the fact that IBM continues 
to cut jobs in the United States while increasing 
the number of overseas employees. IBM cur- 
rently employs about 399,400 workers, with 
about 100,000 of those in the United States. 
The cuts represent less than 1 % of the total 
number employed. 




I Study: IVIost Organizations 
Victims Of Cyber kWack 

Three-fourths of organizations have reported a 
cyber attack in the past year, according to a 
security study by Symantec. The survey was 
conducted among 2,100 enterprise ClOs, 
CISOs, and IT managers from 27 countries. 
More than 40% of respondents cite cyber secu- 
rity as their No. 1 priority, while 29% say attacks 
have increased over the past 12 months. All of 
the respondents say they experienced some 
sort of loss related to a cyber attack last year. 
The most common losses were intellectual 
property, credit card information, and per- 
sonal data. 

I VIVIware Acquires IVIanagement 
Software, Expertise From Parent ElVIC 

For $200 million, virtualization company 
VMware will acquire IT management soft- 
ware and expertise from its parent company, 
EMC. The companies announced that 
VMware will obtain products from EMC's 
lonix IT management business as part of the 
deal. This will include the FastScale, Appli- 
cation Discovery Manager, Server Config- 
uration Manager, and Service Manager 
solutions. These programs help virtualized 
data centers improve on the management 



WATCH THE 

STOCKS 



is information provides a quick glimpse of current and historical stock 



and trends for 13 major companies in the technology market. 



Company 


Symbol 


Year Ago 


Feb. 18$ 


March 5 $ 


% change from 
previous issue 


AMD 


AMD 


$2.16 


$7.95 


$8.50 


A 6.92% 


OA 


CA 


$15.40 


$22.47 


$22.51 


A 0.18% 


Cisco Systems 


CSCO 


$14.55 


$24.28 


$24.95 


A 2.76% 


Dell 


DELL 


$8.39 


$14.43 


$13.67 


T 5.27% 


Google 


GOGG 


$305.64 


$543.20 


$554.59 


A 2.1% 


HP 


HPQ 


$27.08 


$50.81 


$51.51 


A 1 .38% 


IBM 


IBM 


$87.48 


$127.81 


$126.72 


T 0.85% 


Intel 


INTC 


$12.31 


$20.84 


$20.53 


T 1 .49% 


McAfee 


MFE 


$28.99 


$40.31 


$39.13 


T 2.93% 


Microsoft 


MSFT 


$15.27 


$28.97 


$28.63 


T 1.17% 


Oracle 


ORCL 


$14.53 


$24.52 


$24.76 


A 0.98% 


Red Hat Software 


RHT 


$13.69 


$29.18 


$29.88 


A 2.4% 


Symantec 


SYMC 


$13.12 


$17.12 


$16.73 


T 2.28% 



and deployment of servers and applications. 
However, the deal states that EMC will con- 
tinue to hold the reseller rights to lonix and 
its brand. The deal is expected to close dur- 
ing the second quarter. 

I Apple Sues HTC 
Over i Phone Patents 

Apple filed lawsuits against Taiwan-based 
HTC, saying the company has infringed 
on patented technology used in 
the iPhone. HTC makes the Nex- 
us One and G1 mobile phones. 
The suits accuse HTC of infring- 
ing on 20 patents in several areas, 
including touchscreen technology, gesture 
recognition, power management, and scrolling. 
Apple's suit, which was filed with the United 
States International Trade Commission and 
the United States District Court in Delaware, 
asks for an injunction against HTC that would 
prohibit the company from selling phones that 
infringe on the patents in question in the 
United States. 

I Server Shipments Grow 

Worldwide server shipments continued their 
recovery in the fourth quarter of 2009, 
according to the latest figures from Gartner. 
About 2.2 million servers were shipped dur- 
ing the quarter, up 4.5% from the 2.1 million 
shipped during the same quarter a year 
earlier. HP led the way, shipping 717,212 
servers for a year-over-year growth of 3.8%. 
Dell came in second, shipping 484,702 serv- 
ers (up 4.4%), and IBM came in third with 
shipments of 320,007 servers, up 10.5% 
from a year ago. Overall server revenue was 
down 3.2% for the quarter, however. IBM, 
No. 1 in terms of revenue, saw its server rev- 
enue fall 5.9% year over year. Asia-Pacific, 
the Middle East and Africa, and the United 
States saw the biggest growth in terms of 
servers shipped. 

I Apple Releases Report 
On Suppliers 

Apple's most recent evaluation of its suppliers 
identified 17 core violations, including eight 
for excessive recruitment fees, three for hir- 
ing underage workers, three for using noncer- 
tified vendors to dispose of hazardous waste, 
and three for providing falsified reports. Apple 
released the findings in its "Supplier Respon- 
sibility: 2010 Progress Report." Apple also 
found violations regarding working hours (Apple 
requires suppliers to use a maximum 60-hour 
work week with at least one day off per seven 
days of work) and for pay, where suppliers 
either weren't paying minimum wage or had 
miscalculated overtime pay. The company's 
inspectors visited facilities in several coun- 
tries, including China, Malaysia, South Korea, 
and Taiwan. 



NOTE: This information is meant for reference only and stiould not be used as a basis for buy/sell decisions. 
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News 




I Study Shows The Internet 
Can Make You Smarter 

A survey of 900 experts, including scientists, 
business leaders, and technology developers, 
from Pew Internet found that most think the 
Internet is making the overall population 
smarter. In particular, 65% of those surveyed 
say that the Internet improves our reading, 
writing, and overall grasp of knowledge on 
subjects. About 76% of respondents agreed 
with the statement "Google won't make us stu- 
pid." In a look to the future of the Internet, 
80% believe that the hot gadgets and applica- 
tions in 2020 will come "out of the blue" and 
will not have been anticipated by today's 
savviest inventors. 

I Strong Year Predicted For Chip Sales 

Gartner has come out with its predictions for 
the chip industry this year, and they're bullish. 
Gartner sees strong demand from semiconduc- 
tor and memory chip manufacturers and pre- 
dicts a 20% rise in PC production from 2009 
levels, which, Gartner says, could result in a 
glut without industry correction. Revenue from 
semiconductors should reach $276 billion this 
year, up from $231 billion in 2009. This level of 
confidence exceeds what some other industry 
marketers have recently said. World-leading 
chipmaker Taiwan Semiconductor Manufactur- 
ing in January said it expects 18% growth, 
while at the same time Samsung foresaw a 10 
to 20% gain. 

I Greenpeace 
Calls Out 
Samsung 
On Toxins 

Other than a few 
mobile phones, 
MPS players, 
and components, 
Samsung contin- 
ues to use BFRs 

(brominated flame retardants) in all its prod- 
ucts, Greenpeace recently stated, despite 
being the first company to publicly commit in 
June 2004 to eliminate their use from all new 
products. Greenpeace claims Samsung specifi- 
cally pledged in 2006 to phase out BFRs by 
early 2010 and in 2007 pledged to phase out 
PVC by 201 0's end. Samsung "loses face and 
ground to competitors such as Apple, HP, 
Nokia, and Sony Ericsson who have long deliv- 
ered products free of these hazardous sub- 
stances, proving that this can be done," says 
Greenpeace's Iza Kruszewska. Although other 
companies Greenpeace ranks in its regular 
"Guide To Greener Electronics" have fulfilled 
similar promises, "Samsung only admitted to 
Greenpeace weeks before it was due to deliver 
new greener products that it would break its 
promise," Greenpeace says. The "delaying tac- 
tic" helped Samsung avoid losing points in 
Greenpeace's current guide, though Samsung 
will likely lose points in the next edition if it fails 
to show significant progress on toxics phase- 
out, Greenpeace says. 

I Chrome Up; IE, Firefox Down In Share 

Google's Chrome browser continues to gradu- 
ally grow its market share at the expense of its 
open-source rival Firefox and Microsoft Internet 
Explorer. According to research firm Net Appli- 
cations, Chrome netted a 5.61% chunk of the 
browser market in February, marking its next 
step in a slow climb that has continued since its 
debut. IE, on a downward trajectory since last 
June, nevertheless retains 61 .6% of the mar- 
ket. Firefox (24.2%), Safari (4.5%), and Opera 
(2.4%) round out the top five. 

I Physicians Plan Move 

To Electronic Medical Records 

Nearly six out of 10 (58%) of the doctors in the 
United States whose offices don't currently 
have an electronic medical records system say 
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that they'll make such a purchase in the next 
couple of years. So says a recent report from 
consulting firm Accenture, which surveyed 
1 ,000 practitioners in small offices with fewer 
than 10 doctors. Of course, having EMR equip- 
ment and fully implementing it are two different 
things. Currently, Accenture says, quoting fig- 
ures from the Centers for Disease Control, only 
6% of American doctors' offices have fully 
operational EMR setups. 

I New York City 

To Consolidate Data Centers 

The New York City DoITT (Department of IT 
and Telecommunications) commissioner will 
consolidate the city's IT system by modernizing 
operations in more than 40 companies. The 
goal is to save $100 million over five years by 
merging 50 data centers into a single shared 
system. Currently, numerous facilities are run- 
ning obsolete technologies, which had prompted 
the DoITT to endorse the CITIServ (Citywide IT 
Infrastructure Services) program, which en- 
ables DoITT to develop a standardized IT 
infrastructure to improve services in several 
departments, including buildings, finance, 
housing preservation and development, edu- 
cation, and sanitation. 

I Novell Receives 

$1.8 Billion Takeover Offer 

Elliott Associates, a hedge fund and current 
Novell stakeholder, delivered a letter of 
acquisition to Novell's board of directors 
offering to buy out the company for $1 .8 bil- 
lion, or $5.75 per share. Elliott Associates 
already owns about 8.5% of Novell's out- 
standing shares. Novell has 
struggled in its growth in the 
past 10 years and experienced 
its sixth consecutive sales 
decline. Industry insiders say 
Elliott's bid for Novell could potential- 
ly prompt offers from other companies, 
including Cisco, HP, or Microsoft. 

I Microsoft Works To Stop Botnet 

A 10-month effort by Microsoft to put 
an end to the botnet Waledac has 
resulted in success. The Microsoft 
Digital Crimes Unit was granted a 
temporary restraining order for 277 
domains that operated command 
and control servers hosting mali- 
cious spam. The campaign, which 
was internally called Operation b49, put a stop 
to a massive spam scheme that reportedly 
sent more than 1 .5 billion malicious emails per 
day. Waledac sent out pharmaceutical spam, 
as well as other fraudulent spam emails, in 
order to infect computers. 

I Study IDs Most Serious Cloud Threats 

A joint study conducted by the Cloud Security 
Alliance and the IEEE found that, when it 
comes to cloud computing, respondents are 
most concerned about data privacy, security, 
and encryption. The development of cloud 
security standards in the future is also impor- 
tant. According to the study, 82% of respon- 
dents say the industry urgently needs to 
implement cloud security standards, while 93% 
say it is important. The survey, which is a 



collection of responses from hundreds of IT 
personnel, also found that nearly 45% of 
respondents are currently working on creating 
cloud computing standards. 

I Judge Dismisses 
Microsoft Downgrade Lawsuit 

A lawsuit filed in February 2009 accusing 
Microsoft of antitrust violations regarding its 
downgrade policy for Windows Vista and 
Windows 7 has been dismissed. U.S. District 
Court Judge Marsha Pechman found that 
Emma Alvarado, the Los Angeles resident 
who filed the complaint, could not support her 
claim with any evidence of wrongdoing by 
Microsoft. Alvarado originally claimed that 
Microsoft forced users to purchase Vista or 
Win7 first, before being allowed to downgrade 
to Windows XP. Alvarado was charged a fee 
to downgrade her notebook from Vista to 
WinXP; however, this charge is not associat- 
ed with Microsoft, but rather the computer 
manufacturer. 

I Medical ID Theft On The Rise 

The Ponemon Institute released its "National 
Study On Medical Identity Theft," which reports 
that your medical records may be just as 
coveted by identity thieves as your bank infor- 
mation. According to the survey, 5.8% of 
American adults have had their names and 
medical insurance information used by thieves 
to receive medical services, which cost an 
average of $20,160 per victim. The report esti- 
mates that 1 .42 million adults in the United 
States may have experienced some type of 
medical ID fraud. The Ponemon Institute also 
claims that it took more than a year for 29% of 
the victims of medical ID theft to find out about 
the problem. For 21%, more than two years 
had passed before they found out. About 48% 
of medical ID theft victims ended up losing 
their coverage; 75% had trouble resolving the 
issues that arose because of the theft, but a 
quarter of those affected say they had little 
trouble resolving the issues. 

I Report Shows Increase 
In IT Jobs In India 

According to a "Quarterly Quick 
Employment Survey" report from 
India's Labour Bureau, the country 
added about 570,000 
jobs in the IT/BPO 
sector from Sep- 
tember through 
December of last year. 
Employers include Indian 
companies such as Tata 
Consultancy Services and 
Infosys Technologies, but also 
international operations such 
as IBM and Accenture. 
Primarily, the jobs are 
exporters, which is a mar- 
ket sector expected to 
rise 5.5% by the end of 
the fiscal year on March 
31. This is well below 
the growth rates for 
2008 and 2009, but an increase of 13 to 15% 
is expected in 201 1 . 

I Taiwanese Government 

Cancels Intervention For Chipmakers 

The Taiwanese government has scrapped a 
politically contentious plan to help save some 
of the country's biggest chipmakers. The gov- 
ernment was looking to revitalize the country's 
sagging DRAM industry, especially in light of 
the global economic recession. Lawmakers 
have now rejected the proposed cash infusion 
to the industry, stating that the worst of the 
economic downturn is over and that the gov- 
ernment should not be building companies. 
The DRAM industry in particular is rebounding 
strongly, which bodes well for the future suc- 
cess of chipmakers. 
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Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you have an event you'd like 
listed, please send an email to 
feedback® processor.com. 



- MARCH - 

AITP Pittsburgh 
March 15 
Slovak Catholic Sokol 
205 Madison St. Road 
Venetia, Pa. 
www.aitp-pgh.org 
AITP's Association 
Outstanding Ciiapter Award Winner 



AITP Southwest Missouri 
March 16 
Springfield, Mo. 
aitpspringfield.org 



ISSA St. Louis Chapter 
March 16 
St. Louis, Mo. 
stl.issa.org 



Oklahoma City 
AITP Chapter 
March 16 
Oklahoma City, Okla. 
www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=40 



AFCOM Central Ohio 
March 17 
Columbus, Ohio 
www.afcomcentralohio.org 



AITP Lehigh Valley 
March 17 
Fleetwood, Pa. 
www.lv-aitp.org 



AITP Northeastern Wisconsin Chapter 
March 17, 4:15 p.m. 
Holiday Inn Select 
150 S. Nicolet Road 
Appleton, Wis. 
new.aitp.org 



AITP Atlanta 
March 18, 5:30 p.m. 
Crowne Plaza Atlanta Perimeter NW 
6345 Powers Ferry Road NW 
Atlanta, Ga. 
www.aitpatlanta.org 

AITP Greater Boston 
March 18 
Phillip's Old Colony House 
Dorchester, Mass. 
www.bostonaitp.org 



ISSA Upstate 
South Carolina 
March 19 
NuVox 

301 N. Main St., Suite 5000 
Greensville, S.C. 
www.upstate-issa.org 



What's New 
In SQL Server 2008 R2 

March 19, 2 p.m. 
New Horizons Dayton 
1890 Commerce Center 
Fairborn, Ohio 
www.nhcomputerlearning.com 

ISSA Des Moines 
March 22 
3920 SW Camden Circle 

Ankeny, Iowa 
www.issa-desmoines.org 



AITP Long Island 
March 23 
www.aitp-li.org 



ISSA New England 

March 23 
Weymouth, Mass. 
www.issa-ne.org 



ISSA Baltimore 
March 24, 4:30 p.m. 
Sparta Inc. 
7110 Samuel Morse Drive, Suite 200 
Columbia, Md. 
www.issa-balt.org 



AITP California Southland 

March 24 
www.aitpcalsouthland.org 



For more Upcoming IT Events, see page 6. 
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The Processor Product Releases section 
includes brief overviews of data center products. 

All products listed have been released recently, so use this section to get 
up-to-date with what's new on the market and to find products you need. 



Clients 



■ AppDynamics 2.0 

AppDynamics released version 2.0 of 
AppDynamics, which was created specifi- 
cally for cloud, virtual, and SO A environ- 
ments. It's designed to deliver problem res- 
olution for highly distributed applications. 
The company says AppDynamics helps IT 
staff support distributed, revenue-critical 
applications in production environments. It 
also features transaction flow monitoring 
and deep on-demand diagnostics. 

■ DCF Technologies SafePeak 1.3 

DCF Technologies launched SafePeak 
1.3 for SQL Server. This plug-and-play 
program is designed to speed up the data 
access and retrieval processes by gathering 
results immediately and eliminating the 
need to modify current databases or appli- 
cations. Through the Web-based GUI dash- 
board, you can configure and add cache 
policy rules and manage rules. 

■ DNF Storage VC9300 Video-Monitoring 
Centre Workstation 

DNF Storage announced the release of its 
VC9300 Video-Monitoring Centre Work- 
station. The VC9300 is a video viewing 
console that doubles the power of transmis- 
sion in order to maximize resolution, and it 
allows video management servers to decou- 
ple video streaming and viewing from video 
recording and archiving. The VC9300 can 
support up to 12 monitors and includes two 
hot-swappable disks used for caching video 
or exporting to the JPEG or Microsoft 
Media player formats. The VC9300 also has 
an open-platform design that gives it greater 
compatibility with popular cameras and 
video-management software. 

■ EDSA Paladin DesignBase 3.0 

EDSA announced Paladin DesignBase 
3.0, its power system design and simula- 
tion modeling software. The suite includes 
more than 50 programs for consulting 
engineers and facility designers, and it has 
several enhancements, including arc flash 
program improvements, ANSI libraries 
with additional devices, and power flow 
function reporting. 

■ Eizo Nanao DuraVision FDS1701 

Eizo Nanao released the 17-inch Dura- 
Vision EDS 1701, a monitor geared toward 
the security and surveillance market. 
Designed for 24-hour secure use, the 
EDS 1701 supports 1280 x 1024 resolution 
and features a 160-degree viewing angle. 
An analog D-Sub 15-pin input connects to 




Eizo 



DuraVision FDS1701 



a computer, and a composite input can con- 
nect to CCTVs and security cameras. The 
8-bits-per-channel display simultaneously 
produces 16.7 million colors. Compatible 
with VESA-compliant mounting devices, 
the EDS 1701 has a 100mm height adjust- 
ment range. Additional features include 
built-in 0.5-watt speakers, 30-degree tilt 
adjustment, 70-degree swivel adjustment, 
100% underscan, and 95% overscan. 



■ Good Technology Good For Enterprise 

Good Technology has partnered with 
Quickoffice to develop the Quickoffice 
Mobile Office Suite Viewer and Editor as 
part of Good For Enterprise, which is a 
mobile collaboration and management 
suite. The offering will be an integrated 
component of the company's smartphone 
client, which lets users archive, view, and 
edit Microsoft Word, PowerPoint, and 
Excel documents and archive and view 
PDF documents. 

■ Honeywell Dolphin 6500 Mobile Computer 

Honeywell announced the Dolphin 6500 
Mobile Computer, designed to be used for 
price-checking, product lookup, inventory 
control, and customer assistance in retail 
and supply chain environments. The 6500 
has a 3.5-inch touchscreen and can collect 
data and 2D barcodes with its Adaptus 
Imaging Technology. 

■ Micro Focus Modernization Workbench 3.1 

Micro Focus announced Modernization 
Workbench 3.1, featuring the Micro Focus 
Application Portfolio Management tech- 
nologies. Modernization Workbench 3.1 
combines Micro Focus Revolve and En- 
terprise View to provide a consolidated 
view of a company's applications portfolio. 
Features include single platforms for man- 
agers and assessments, expanded language 
coverage, and relational database support. 

■ Parallels Server For Mac Bare Metal Edition 

Parallels released the Parallels Server for 
Mac Bare Metal Edition. This enhanced 
edition lets companies standardize on the 
Apple platform and offers what Parallels 
says is the first "bare metal" hypervisor for 
Intel-powered Apple systems. Users will be 
able to run Windows, Linux, and Mac OS 
X simultaneously as isolated virtual 
machines on a single physical server. 

■ SAP AG BusinessObjects Bl OnDemand 

SAP AG announced SAP BusinessObjects 
BI OnDemand, a suite of BI tools for casual 
BI users. Designed to be easy to use and flex- 
ible, the tool features SAP BusinessObjects 
Explorer software, access to all on-demand 
and on-premise data, and the ability to create 
on-demand ad-hoc reports. 

■ Wyse Technology E01 Zero Client 

Wyse Technology introduced the Wyse 
EOl Zero Client designed to pair with 
Windows Multipoint Server 2010. Benefits 
include simultaneous access for up to 10 
users, automatic configuration, built-in 
management, and energy efficiency. The 
Wyse EOl Zero Client supports a fully flex- 
ible Windows 7 desktop and USB peripher- 
als. Pricing starts at $99. 



Messaging & Telephony 



■ Intermedia Unison 

Intermedia announced Unison, a hosted 
unified communications service designed 
to deliver reliable and powerful service to 
SMEs. Unison combines phone, email, 
instant messaging, presence, and calendar 
into a single Internet-based service. The 
service is designed for easy setup and man- 
agement and features 24/7 support; mobile 
synchronization of contacts, email, and cal- 
endar; and migration tools. Unison Desk- 
top, which is comparable to Microsoft 
Outlook 2007, is the user interface; both 
Linux and Windows versions are available. 
Unison is designed to make company-wide 



communication more efficient and less 
expensive than it would be with multiple 
systems to maintain. 

■ Kroll Ontrack PowerControls 6.0 

Kroll Ontrack released version 6.0 of its 
PowerControls software. The company 
says the release fully supports Microsoft 
Exchange Server 2010 as well as efficient 
migrations to Exchange 2010. Additional- 
ly, the release offers primary mailbox. 
Personal Archive (search, restore, export, 
and report functions supported), and 
Recoverable Items mailbox management. 

■ Polycom Touch Control 

Polycom released the Touch Control 
interface for Polycom room telepresence 
systems. It features a 7-inch color touch- 
screen that supports dialing, content shar- 
ing, contact location, video calls, and USB 
connectivity. The interface uses universally 
recognizable icons and provides access to 
advanced features through finger gestures. 



Networking & VPN 



■ AirMagnet Spectrum XT 

AirMagnet released Spectrum XT. The 
USB -based spectrum analyzer offers both 
in-depth RE analysis and real-time WLAN 
information; it is designed to help IT staff 
discover and troubleshoot performance 
problems. It features professional RE spec- 
trum and Wi-Fi graphing and analysis as 
well as a single- screen view of RE interfer- 
ence or interference sources. 

■ Blade Network Technologies RackSwitch 
G8000-DC, G8124-DC 

Blade announced top-of-rack switches fea- 
turing DC power, which gives them an edge 
in energy conservation. The RackSwitch 
G8000-DC ($5,795) boasts 48 IGbps Ether- 
net ports in a lU rackmount form factor, plus 
four lOGbps uplink/stacking ports. The 
RackSwitch G8124-DC ($12,550) features 
ultra-low latency, 24 SFP+ ports, and loss- 
less lOGbps performance. 

■ Brocade FCX Series Ethernet Switches 

Brocade announced the Brocade FCX 
series of 10/100/1 ,000Mbps with 10 
Gigabit Ethernet uplink top-of-rack switches. 
These are designed to offer data center- 
class performance and easy management. 
The Brocade FCX switches, which come in 
24- and 48-port models, can be stacked 
horizontally across server racks to make 
one logical switch. 

■ CloudShare Pro 

CloudShare announced CloudShare Pro, 
a version of its cloud service that enables 
users to create and share multiple copies 
of complex IT environments. The service 
is designed to eliminate the need for ship- 
ping hardware or sending workers to end- 
user sites. Features include point- and-click 
simplicity and preconfigured, all-inclusive 
IT environments. 

■ Flexera Software Install Anywhere 2010 

Flexera Software unveiled the latest ver- 
sion of its application installation lifecycle 
management software, InstallAnywhere 
2010. InstallAnywhere 2010 features 
expanded platform support, maintenance 
mode, install rollback, uninstall phase expo- 
sure, build configuration, and instance man- 
agement. InstallAnywhere 2010 is available 
globally, and a free evaluation version is 
available from Flexera Software's Web site. 



■ IGEL Technology UMS 

IGEL Technology added the Asset 
Management solution to its UMS (Univer- 
sal Management Suite) software. The solu- 
tion is designed to automatically scan and 
discover hardware data, licensed features, 
and installed hot fixes and then manage 
them efficiently. The Universal Manage- 
ment System also includes a firmware 
update tool and support wizard. 

■ LogLogic 4.9 & Appliances 

LogLogic announced a new line of log 
management appliances powered by its 
updated LogLogic 4.9 software. The LX, 
ST, and MX families of products are 
designed to provide better scalability, more 
capacity, and a reduced carbon footprint 
while delivering improved message pro- 
cessing, log message storage, connectivity, 
and resiliency. 

■ Lumeta IPsonar 5.0 

Lumeta announced the latest version of 
its IPsonar network discovery and security 
management tool. IPsonar 5.0 features a 
new engine for improved analytics and 
reporting that is cognizant of both constant 

iPKSonanr 

and variable system attributes. Also new 
are enhancements to the tool's policy man- 
agement system. Specifically, IPsonar 5.0 
lets users measure the current network state 
against custom policies in an automated 
fashion. Even newly connected or managed 
devices are proactively covered by the utili- 
ty' s management. Should any aspect of the 
network exceed a risk threshold, admins 
will be alerted in real time. 

■ ManageEngine Applications Manager 

ManageEngine announced a new ver- 
sion of Applications Manager, its server 
and application monitoring software. The 
newest version incorporates Anomaly 
Detection, which alerts users to potential 
application performance threats so that 
they can maintain optimum performance. 
It also features integrated application and 
SAN monitoring using ManageEngine' s 
OpStor connector. 

■ ManageEngine Desktop Central 

ManageEngine announced an upgrade to 
Desktop Central, its desktop management 
software. With Desktop Central, any asset 
data collected across multiple LANs or 
WANs will be automatically shared with 
ManageEngine' s help desk application, 
ServiceDesk Plus. Other features include 
user and role management capabilities that 
give administrators additional control over 
user privileges. 

■ Net Optics 40G Fiber Tap 

Net Optics announced the 40G Fiber 
Tap, which improves network performance 
and promotes greater IT efficiency. The 
40G Fiber Tap offers full-duplex monitor- 
ing and is designed to help reduce business 
risk and protect customer investments by 
providing a seamless transition from lOG 
to 40G networks. 

■ OTRS::ITSM 2.0 

OTRS announced OTRS::ITSM 2.0, 
which is designed to track and support 
change management processes and roles as 
defined by ITIL. The open-source program 
supports ITIL processes including Incident 
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Management, Problem Management, 
Service Asset and Configuration Manage- 
ment, Request Fulfillment Management, 
Knowledge Management, and Change 
Management. 

■ Stampede Technologies FX Series 1000 
Remote Office Appliance 

Stampede Technologies introduced the 
FX Series 1000 Remote Office Appliance. 
It is engineered to provide remote offices 
with 3 to 15Mbps bandwidth connectivity 
to headquarters, NOCs, or head-end facil- 
ities that use FX Series 2000 or 4000 
appliances. Additonally, the FX Series 
1000 offers a dual-core Intel processor 
and 2GB of memory. 

■ VSS Monitoring vSlice 

VSS Monitoring introduced vSlice, a 
packet slicing technology in traffic cap- 
ture systems for network monitoring. 
vSlice boosts the efficiency of network 
monitoring devices by enabling packet 
slicing closer to the point of capture, 
which decreases the amount of traffic sent 
to network monitoring devices. It also 
helps enterprises comply with data securi- 
ty and privacy regulations. 



Physical Infrastructure 



■ Aten Technology TAA Compatibility 

Aten Technology states that its entire 
line of KVM and connectivity products — 
including LCD, IP, and DVI KVMs; series 
devices; console extenders; video switches/ 
splitters; and data communication prod- 
ucts — now meet country-of-origin require- 
ments outlined in the Trade Agreements Act 
of 1979. Aten now has more than 125 prod- 
ucts available for customers and resellers 
doing business with federal agencies. 

■ Emerson Network Power Economizers 

Emerson Network Power announced 
a series of industry- standard fluid-side and 
air-side economizers, all using Liebert iCOM 
control-providing intelligent monitoring and 
control abilities. The releases include the 
Chiller Plant system, which provides 40 to 
60% energy savings; the Liebert Glycool 
System, which provides 20 to 50% savings; 
and the Liebert Air Economizer System, pro- 
viding 30 to 60% savings. 

■ MovinCool CM25 

The MovinCool CM25 self-contained, 
ceiling-mounted air conditioner offers the 
highest cooling capacity in its class at a 
lower cost than conventional solutions. The 
$6,995 CM25 has a total coohng capacity 
of 25,000BTU/h and a sensible cooling 
capacity of 18,900BTU/h. The CM25 is 
only 20 inches high — designed to fit above a 




drop ceiling — and it includes a built-in 
mounting bracket, flanges, and vibration iso- 
lators. A wall-mounted controller offers 
advanced communications, monitoring, and 
self-diagnosis capabilities. Plus, the CM25 is 
green and environmentally friendly, using R- 
41 OA refrigerant and an energy-saving, vari- 
able-speed inverter compressor and fan 
motors to obtain a seasonable energy effi- 
ciency ratio of 14. For more information on 
this product, see page 17. 

■ SubZero Polar Cap 

SubZero released its Polar Cap, a flat 
roof system that attaches to the top of the 



racks and forms a ceiling that prevents the 
mixing of hot and cold air. The Polar Cap 
also features a retractable roof, which will 
retract in the event of a fire so the sprinkler 
pattern is not interrupted. 



Security 



■ 3Com Secure Network Fabric 

3Com announced four products (Tipping- 
Point Secure Virtualization Framework, 
1500S, and ThreatLinQ 2.0 and H3C 
S9500E) from its TippingPoint and H3C 
portfolios to extend the Secure Network 
Fabric to next-generation data centers and 
virtual networks. The Secure Network 
Fabric, which integrates TippingPoint IPS 
technology and H3C enterprise network and 
security solutions, helps reduce network 
security risks, management complexity, and 
infrastructure costs. 

■ Activldentity SecureLogin 
Single Sign-On 6.2 

Activldentity released version 6.2 of its 
Activldentity SecureLogin Single Sign-On, 
software that implements password man- 
agement. Activldentity SecureLogin Single 
Sign-On is combined with Activldentity 
4TRESS Authentication products to sup- 
port stronger forms of authentication. 
Version 6.2 includes an advanced wizard 
that automates the scripting of many appli- 
cations and Windows 7 support. 

■ American Portwell Technology NAR-7102 

American Portwell Technology an- 
nounced the NAR-7102 network appliance 
featuring dual six-core Intel Xeon 5600 
processors with integrated AES encryption 
and decryption. The lU NAR-7102 can 
support up to 24 threads. It's suitable for 
UTM, AV, IPS, and other security applica- 
tions. Also available is a version with dual 
Xeon 5500 quad-core chips. 

■ Centrify DirectSecure & DirectManage 

Centrify released two additional solu- 
tions for the Centrify Suite — DirectSecure 
and DirectManage. DirectSecure imple- 
ments endpoint protection and authenti- 
cates computers and data center servers. 
DirectManage adds centralized discovery, 
management, and user administration of 
Unix and Linux systems by incorporating 
Active Directory-based elements. 

■ Courion Access Assurance Suite 8.0 

Courion announced the availability of the 
latest version of its Access Assurance 
Suite, an identity and access management 
solution. Version 8.0 helps enterprises pro- 
tect sensitive data by integrating informa- 
tion from data loss prevention, security 
incident and event management systems. It 
then automates the discovery, validation, 
remediation, and reporting of that data. 

■ Entrust Entelligence Security Provider 9.1 

Entrust expanded the features and capa- 
bilities of Entrust Entelligence Security 
Provider 9.1. Users can now create a self- 
signed digital ID to communicate with 
other Entrust or Solo users. Entelligence 
Security Provider 9.1 supports Microsoft 
Windows 2000, Windows XP Server 2003, 
Windows Server 2008, and Windows Vista. 

■ HealthCast eXactACCESS & Quest 
vWorkspace 

Quest Software, in collaboration with 
HealthCast, released its single sign-on end- 
to-end clinical desktop and workflow solu- 
tion designed to leverage virtualization to 
make it easier for healthcare providers to 
securely access protected healthcare infor- 
mation. HealthCast eXactACCESS with 
Quest vWorkspace is designed to optimize 
performance and secure access to critical 



electronic health, order entry, and clinical 
documentation systems. 

■ Mykonos Software Mykonos 
Security Appliance 

Mykonos Software announced the My- 
konos Security Appliance, a "counter-hack- 
ing" appliance designed to give system 
administrators and security staff insight 
into a hacker's activity. The tool profiles 
hackers in real time, delivers data such as 
their location and skill level, and helps IT 
personnel to launch protective measures. 

■ Network Box USA S-Series 

Network Box USA released the S-Series 
line of UTM appliances (models S-25, S- 
35, and S-85) for branch offices and 
SOHOs. The fanless, Intel-based appli- 
ances have no moving parts thanks to solid- 
state storage and innovative cooling. Each 
model features five Ethernet ports, plus 
support for Network Box QoS, load balanc- 
ing, and policy-based routing services. 

■ Sensory Networks HyperScan 

Sensory Networks announced that it has 
extended the HyperScan engine, its soft- 
ware-based content scanning/pattern 
matching solution, to include support for 
several security applications, including data 
loss prevention and data parsing for securi- 
ty information and event management. The 
HyperScan engine runs on x86, MIPS, and 
PowerPC architectures; it also supports 
Linux, FreeBSD, VxWorks, and Windows 
operating systems. 

■ TippingPoint 1500S 

TippingPoint released the TippingPoint 
1500S SSL appliance, which delivers hard- 
ware-accelerated SSL offloading and bridg- 
ing. It is designed to guard Web servers and 
Web applications against encrypted attacks. 
The TippingPoint 1500S helps enterprises 
comply with requirements without sacrific- 
ing network performance or availability. 

■ TippingPoint & Reflex Systems 
Joint Offering 

TippingPoint and Reflex Systems have 
joined forces to integrate Reflex's Virtu- 
alization Management Center solution with 
TippingPoint' s Intrusion Prevention Sys- 
tem. The joint solution will enable users to 
secure and manage both physical and virtu- 
al network infrastructures and deliver a 
comprehensive view of the environment for 
security and compliance purposes. 

■ TippingPoint vController 

TippingPoint introduced the TippingPoint 
vController (Virtual Controller), software 
that extends the company's network securi- 
ty into virtual environments. vController 
uses security research from TippingPoint' s 
Digital Vaccine Labs team and the Zero 
Day Initiative to provide comprehensive 
data center security for both the virtual and 

Digitalliii: 
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physical infrastructure. The software will 
enable organizations to pass virtual machine 
traffic, including host-to-host traffic, 
through a TippingPoint Intrusion Preven- 
tion System. TippingPoint' s vController 
includes integrated management capabilities 
that are compatible with VMware's VMsafe 
API via the Reflex Systems vTrust tech- 
nology and Virtual Management Center. 
Thus, you'll have a more granular level of 



visibility and control for communication 
with the VMware virtual environment. 



Services 



■ CXtec LIFECYCLExpress 

CXtec announced LIFECYCLExpress, a 
service that offers IT asset disposal and 
technology remarketing. Aspects of the ser- 
vice include equipment sanitization and 
secure data destruction. A customer can fit 
1,000 pounds of e-waste into a CXtec 
Green Cube recycling container. For needs 
of over 1,000 pounds, CXtec offers addi- 
tional services. 



Storage 



■ Adaptec Series 1 Unified Serial Host Bus 
Adapter Family 

Adaptec updated its Series 1 Unified 
Serial Host Bus Adapter family. Available 
at the company's Web site, the updates 
include the addition of open- source Linux 
drivers starting with kernel 2.6.24 and in- 
the-box kernel support starting with kernel 
2.6.33 for the Adaptec 1405 ($160) and 
1045 ($190) cards. The 1405 includes four 



Adaptec 




internal ports, while the 1045 has four 
external ports. The updates also include 
WHQL-certified drivers supporting Win- 
dows 7 and Windows 2008 Server R2 as 
well as a quick-boot BIOS feature aimed at 
cutting the time a controller requires to 
scan for devices and then initialize. 

ATTO FibreConnect 8300 

ATTO released the FibreConnect 8300, a 
series of high-end 8Gbps Fibre Channel 
SAN switches. When combined with the 
company's 8Gbps Celerity Fibre Channel 
host bus adapters, ATTO says it now has a 
complete Fibre Channel SAN connectivity 
offering. The 8300 series offers switches 
with 8, 16, or 24 ports in a lU form factor. 

■ Bus-Tech Mainframe Data Library 7.0 

Bus-Tech released version 7 of its Main- 
frame Data Library, which provides a com- 
bination of Intel Server and Bus-Tech's 
Virtuent 7.0 virtual tape technology. Bus- 
Tech says the release simplifies configura- 
tion and administration responsibilities so 
that adding storage to a VTL as needed is 
easy. Also included is z/OS support, RSA 
key management, and enhanced phone- 
home abilities. 

■ CloudBerry Lab CloudBerry Backup 1.4 

CloudBerry Lab announced CloudBerry 
Backup 1.4, a disaster recovery tool 
designed to let users back up data to their 
Amazon S3 accounts. Features include 
integration with the Windows Home 
Server console, the ability to configure 
backup to multiple Amazon S3 buckets, 
enhanced backup notification, and opti- 
mized memory usage. 

■ CMS Products ABS Instant Server 
Recovery Solution 

CMS Products introduced its family of 
Instant Server Recovery solutions for small 
to medium-sized enterprises running 
Go to Page 6 
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AITP Akron 
March 30 
Akron, Ohio 
www.akron-aitp.org 



ISSA Inland Empire 
March 30, 11:30 a.m. 
Coco's Restaurant and Bakery 
60 West Foothill Blvd. 
Upland, Calif. 
ie.issa.org 



VMware vSphere: 
Install, Configure, Manage Class 
March 30, 9 a.m. 

Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 

- APRIL - 

AITP Washington D.C. 

April 8, 6:30 p.m. 

Alfio's Restaurant 

4515 Willard Ave. 

Chevy Chase, Md. 
aitpwashdc.ning.com 



ISSA Northeast Ohio 
April 8 

Cuyahoga County Library-Parma South 
7335 Ridge Road 

Parma, Ohio 
www.neoissa.org 



SQL Server Society of Las Vegas 
April 8 

The Learning Center of Las Vegas 
777 North Rainbow 
Las Vegas, N.V. 
sssolv.com 



ISSA Blue Ridge 
April 12, 6 p.m. 
USCG Operations Systems Center 
408 Coast Guard Drive 
Kearneysville, W.Va. 
issa-blueridge.org 



AITP Garden State 
April 13 
Jim Johnston's Steakhouse 
58 Eisenhower Parkway Mountain Plaza 
Roseland, N.J. 
tech.groups.yahoo.com/group 
/aitpgardenstatechapter 



AITP Richmond 
April 13 
2015 Staples Mill Road 
Richmond, Va. 
www.aitprich.org 



PASS Wisconsin 
SQL Server User's Group 
April 13, 4:30 
Microsoft Office 
2176 Woodcrest Drive 

Green Bay, Wis. 
wisconsin.sqlpass.org 

Greater Wheeling AITP 
April 14 
Wheeling, W.Va. 
www.aitp-wheeling.org 



ISSA San Diego 

April 14 
www.sdissa.org 



Southern New England 
SQL Server User's Group 
April 14 
www.snessug.com 



AITP Atlanta 
April 15, 5:30 p.m. 
Crowne Plaza Atlanta Perimeter NW 
6345 Powers Ferry Road NW 
Atlanta, Ga. 
www.aitpatlanta.org 



AITP 
Greater Boston 
April 15 
Phillip's Old Colony House 
Dorchester, Mass. 
www.bostonaitp.org 



ISSA Upstate South Carolina 
April 16 
NuVox 

301 N. Main SL, Suite 5000 
Greensville, S.C. 
www.upstate-issa.org 
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Continued from Page 5 
Microsoft's Foundation or Small Business 
Server. The two ABS Server solutions con- 
sist of a single drive desktop unit in 1TB 
and 2TB capacities and a two-drive desk- 
top unit with RAID 1, available in 1TB and 
2TB capacities. 

■ Crossroads ReadVerify Appliance 3.1 

Crossroads updated its tape backup mon- 
itoring ReadVerify Appliance to version 
3.1, which adds the ability to monitor mul- 
tiple libraries from one viewpoint in the 
same data center. In addition to improving 
monitoring abilities, the addition will 
decrease costs related to failing or ineffi- 
cient tape systems, the company says. 

■ EMC Atmos1.3 

EMC released an enhanced version of its 
Atmos cloud infrastructure solution, which 
is an on-premise cloud storage platform 
that lets users utilize and leverage rich, 
unstructured, and widely distributed data 
within the enterprise. The plaform features 

EMC? 

where information lives® 

EMC's new GeoProtect functionality, 
which lets customers secure their content 
using the most fitting performance and 
protection level, based on a number of 
factors, including the current content life 
cycle, importance of the content, and how 
available the data needs to be. Intel Xeon 
processor 5500 series support provides a 
significant performance boost, and 2TB 
disk drives enable users to make their 
servers more scalable. EMC Atmos 1.3 
will be available by the end of the 
first quarter. 

■ Exar BitWackrB1605R 

Exar introduced BitWackr B1605R, the 
data deduplication technology designed 
to provide data reduction for applications 
and nearline data for implementation into 




servers and storage appliances. BitWackr 
B1605R offers inline, block-level dedupli- 
cation, enhanced security, compression, 
and thin provisioning for Linux and 
Windows NAS appliances and strategic 
Microsoft applications. Additionally, it 
supports Microsoft Windows Server 2003 
and 2008. Using backup-to-disk storage 
with a data reduction technology will pro- 
vide organizations (such as OEMs, system 
integrators, and value-add resellers) with a 
quicker ROI and savings for capital and 
operational costs. 

■ Nimbus Technology 
Cloud Storage Service 

Nimbus Technology announced the 
Nimbus Cloud Storage Service. Powered 
by the Mezeo Cloud Storage Platform and 
hosted by ThinkGrid, the service features 
accelerated time to market, advanced file 
sharing and collaboration, and content tag- 
ging. It offers access to stored files via 
WebDAV, Windows desktop, a rich Web 
browser client, and BlackBerry and Win- 
dows Mobile smartphone clients. 



■ Overland Storage NEO E Series 

Overland Storage announced that its 
NEO2000E, NEO4000E, and NEO8000 
backup and archive solutions are now 
available with LTO-5 technology, offering 
improved capacity and throughput. 



Overland 
Storage 




NEO LTO-5 libraries offer capacities rang- 
ing from 45TB to 3PB and data transfer rates 
of up to 24TB per hour. LTO-5 technology 
provides a 2x improvement in capacity and a 
20% improvement in data throughput com- 
pared to previous-generation NEO libraries. 
The NEO line offers superior data density, 
consuming no more than 14 square feet of 
space. NEO's highly flexible, scalable design 
lets you grow with your storage as your data 
storage needs change. Features such as redun- 
dant robotics and power ensure constant 
access to data, and NEO's unique remote 
management feature provides the ability to 
conveniently manage the backup and archive 
process from anywhere around the globe. 

■ Promise & PMC-Sierra SuperTrak 6G SAS 
RAID Controller Cards 

Promise Technology and PMC-Sierra 
unveiled their high-performance SuperTrak 
6G SAS RAID controller cards that let users 
take advantage of several enterprise-level 
features, including up to 512MB of DDR2 
memory, and are capable of delivering over 
2GB of bandwidth. They also include a fea- 
ture-rich Web Management Tool. 

■ Raxco Software PerfectDisk 1 1 

Raxco Software has taken disk defrag- 
mentation to the next level with its Per- 
fectDisk 11, which is designed to boost 
the performance of PCs, notebooks, and 
servers. PerfectDisk 11 sports a greatly 
improved disk analyze speed of up to several 
hundred percent, depending on your drive, 
files, and sizes, and new algorithms en- 
sure support for even the largest of 



PferfectDiskll 




drives. An enhanced user interface, complete 
with better graphics and layout, makes 
PerfectDisk 1 1 easier to use, plus new Space 
Reports provide vital information about your 
files and drives. Other new features include 
BlockViewer, which helps you visually 
identify and eliminate fragmentation, and a 
new Advanced SMARTPlacement optimiza- 



tion technology, which can eliminate most 
fragmentation before it occurs. 

■ Sans Digital TowerSTOR TS4CT 
&EliteRAID ER104CT 

Sans Digital announced two 4-bay storage 
options with FireWire 400/800Mbps, 
eSATA, and USB 2.0 support for Mac, PC, 
and Linux environments. The TowerSTOR 
TS4CT ($399) embedded tower and the lU 
rackmount EliteRAID ER104CT ($499) fea- 
ture hardware RAID 0, 1, 0+1, 3, and 5; alu- 
minum chassis; thermally controlled fans; 
and hot-swappable drive trays. 

■ Seagate 3.5-inch Constellation ES 

Seagate announced its 3.5-inch Constel- 
lation ES drive, which is ideally suited to 
multi drive nearline storage environments. 
The 7,200rpm SAS enterprise-class drive 
comes in 500GB, 1TB, and 2TB capacities 
and supports speeds of up to 6Gbps. Other 
features include PowerChoice optimized 
power and cooling technology and a gov- 
ernment-grade security option. 

■ SIIG SuperSpeed USB To eSATA 
3Gbps Adapter 

SIIG announced its debut adapter for con- 
verting 3Gbps eSATA to SuperSpeed USB 
3.0. Part number JU-SA0412-S1 makes it 
possible to attach an eSATA external storage 
drive to a system's USB 3.0 port. The 
adapter supports hotswapping and is back- 
ward-compatible with legacy-enabled USB 
ports and past versions of eSATA drives. 

■ Sonasoft SonaVault 

Sonasoft announced the availability of 
SonaVault, its latest email archiving soft- 
ware, designed for Microsoft Exchange 
Server 2000, 2003, 2007, and 2010. 
SonaVault' s features include efficient stor- 
age management, continuous and secure 
email archiving, regulatory compliance 
with Sarbox and HIPAA, and a PST utility. 

■ StoneFly StoneFusion 

StoneFly launched an upgrade to its 
StoneFusion operating system. The im- 
provements include upgraded mirror 
encryption capabilities, which send en- 
crypted data from the local IP SAN over 
the WAN during replication, rather than 
encrypting it a second time. StoneFusion 
uses the AES 256 encryption algorithm, 
ideal for applications in medical, financial, 
and governmental fields. 

■ Toshiba MBF 

Toshiba's SDD (Storage Device Division) 
announced 2.5-inch, 6Gbps SAS hard drives 
for enterprise use. The MBF series features 
SED (self-encrypting drive) options and a 
10,025rpm rotational speed that can be 
reduced when the drive is idle for up to 28% 
power savings. Drives are available in 
600GB, 450GB, and 300GB versions. 

■ Virsto Software Virsto One 

Virsto Software introduced Virsto One, a 
hypervisor-based storage solution that sup- 
ports Windows Server 2008 R2 Hyper-V and 
is designed to be storage- and hypervisor- 
agnostic. The company says it allows users 
to virtualize storage-intensive workloads, 
maximize server and storage hardware con- 
solidation, reduce storage management com- 
plexity, and reduce overall storage costs. 



Do you have a new product 
that data center/IT managers would 
be interested in learning about? 

Send your press release or related product information 
to press@processor.com. 
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CyberView™ 



Cat6 KVM access over IP from anywhere around the world 




PS/2 dongle 



DVI dongle 



USB dongle 




• Cat6 cable from KVM port to server end up to 40 meters 

• Cat6 cable up to 300 meters to remote access server 

• 8 / 16 / 32-port available 

• IP-based remote access function available 

• Matrix KVM allows simultaneous users for efficient system management 




Gate IP KVM 8 / 16 / 32 port Matrix CatG IP KVM 16 / 32 port 



1U 17"/ 19" 
LCD KVM Drawer 



Full range KVM integration 
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LCD KVM Drawer 
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Continued from Page 1 \ 
is an outsized part of their business model. 
For firms like this, using virtualization has 
had a big impact on their bottom line, 
allowing them to reduce costs and increase 
IT flexibility at the same time." 

According to Olds, the use of virtualiza- 
tion occurs in split fashion among data 
centers at SMEs. For technology-centric 
companies, such as small ISPs, application 
providers, and hosting companies, virtual- 
ization has become a key technology that 
lets them extract as much as possible from 
their technology investments. Companies 
involved with traditional businesses, on the 
other hand, are typically further down the 
virtualization adoption curve. Olds says. 

"The differences between these two types 
of customers also extend to how they're 
virtualizing," he says. "Technology-centric 
smaller firms are more likely to be using 
tools like VMware, Xen, and KVM. The 
non-technology firms are more likely to 
be using Microsoft's Hyper-V virtualiza- 
tion. These aren't hard-and-fast rules, but 
general descriptions of what we're seeing 
in the market." 

Despite the ever-increasing use of virtu- 
alization among SMEs, that segment still 
hasn't experienced the widespread, for- 
malized adoption of the technology that's 
happened among large enterprises, says 
Scott Morrison, CTO at Layer 7 Tech- 
nologies (www.layer7tech.com). In fact, 
he says that SMEs are still approaching 
virtualization in an on-off or ad-hoc man- 
ner, but virtualization is nonetheless 
enjoying regular use by QA groups and IT i 



Continued from Page 1 ' 
with a litany of new features and enhance- 
ments, but according to Burton Group 
Analyst Bill Pray, the focus is on making 
Exchange SaaS-ready. In essence, he sees 
it as "Microsoft's response to Google's 
consumerization of email and a move to 
beat others to the punch." 

Whereas Exchange 2007 targeted IT 
administrators with performance and 
availability improvements, Forrester 
Senior Analyst Christopher Voce sees 
broader appeal for 2010 with new features 
in three main areas: backend infrastruc- 
ture, user (client) experience, and archiv- 
ing. If one goal is making Exchange a 
viable SaaS backend, improving server 
performance, robustness, and operating 
costs are paramount, but probably the 
biggest infrastructure enhancement is the 
new storage options. 

Earlier Exchange versions required a 
SAN for high availability, but 2010 now 
supports direct-attached SATA drives, 
while simultaneously improving I/O per- 
formance. Microsoft estimates storage 
costs can be reduced by up to 85%, so 
gone are the days of 100MB quotas — 
Voce says it will be much easier for IT to I 
offer Gmail-like 1 to 2GB mailboxes. 
Another feature guaranteed to please 
users and administrators alike is the abili- 
ty to move mailboxes online, minimizing 
server downtime. 

Aside from better availability and a larg- 
er inbox, users may notice little difference 
with Exchange 2010, especially if they're 
already on a 2007 server. The biggest 
client- side feature is integrated archiving 
(more on that later), but other enhance- 
ments users may appreciate include Mail 



services, which use it for core infrastruc- 
ture such as VPN servers or backup 
servers for critical systems such as mail 
or DNS. 

The Virtual Future 

The future looks bright for virtualiza- 
tion, but potential changes to the technolo- 
gy and the way it' s marketed could impact 
data centers that use it. For example, basic 
virtualization features could become more 
commoditized by the large vendors, says 
Scott Feuless, principal consultant with 
Compass Management Consultancy, who 
adds that simply running multiple server 

Back To Business 



Tips (built-in reminders to prevent people 
from replying-to-all, sending to large dis- 
tribution lists, or sending sensitive infor- 
mation to outside addresses), conversation 
view (an enhancement to Outlook's mes- 
sage threading that reduces inbox clut- 
ter and includes a Mute option to opt-out 
of a never-ending email thread), and what 
Voce terms "a full-fidelity messaging 



experience" when using three major 
browsers (Internet Explorer, Firefox, or 
Safari) to access Outlook Web Access. 

2010' s integrated archiving — no need 
for dedicated servers or third-party soft- 
ware — includes enhancements both end 
users and administrators will appreciate. 
Individuals can create a searchable, auxil- 
iary, personal archive and move messages 
either manually or via an automated reten- 
tion schedule, while administrators gain 
the ability to set blanket retention policies 



instances on a single physical box is 
already considered basic functionality that 
should have little or no software cost 
beyond the basic operating system, and 
that's a good thing for IT shops. 

"There are performance factors that can 
always be improved and compatibility 
issues to deal with, and debate over who 
has the best hypervisor is sure to continue, 
but differentiation today is more about 
what you can do with the technology, such 
as rapid deployment and reprovisioning of 
resources, to deal with unexpected events 
like system failures, high-priority projects, 
or exponential business growth," Feuless 
says. "The perspective on virtualization is 
also beginning to change as the technolo- 
gy is being looked at less as an end in 
itself and more as an enabler for cloud 



or message holds to comply with regulato- 
ry requirements or legal holds. 

Upgrade & Migration Issues 

Exchange shops attracted by 2010' s 
new features face significant migration 
hurdles because, as with Exchange 2007, 
systems running earlier versions cannot 
simply be upgraded to the latest release. 
Instead, the email infrastructure must go 
through what Microsoft terms a transition 
that Pray notes is expensive and complex 
because it entails building new, parallel 
Exchange environment and moving user 
accounts and data from the old to new 



servers. All of this leads him to conclude, 
"This isn't an automatic upgrade, but 
rather a time for enterprises to revisit their 
entire email strategy." 

The temporary coexistence of two 
Exchange infrastructures is only part of 
the migration because, as Hickernell 
points out, with Exchange 2010 incorpo- 
rating five distinct server roles — Edge 
Transport, Hub Transport, Mailbox, Client 
Access, and Unified Messaging — spread 
across at least two separate systems, IT 



computing solutions, where IT services 
are delivered on-demand in an entirely 
new service model." 

Morrison notes that better underlying 
security for virtualization is important and 
that vendors will look to implement inno- 
vations to bolster security in multitenant 
environments (for example, abilities such 
as automatically wiping disk and memory 
images after use and blocking images 
from going into promiscuous mode on the 
network). Security touches such as these 
are particularly critical in a shared envi- 
ronment, where other tenants might be 
hostile, but they're also beneficial within 
internal, relatively "safe" environments, 
he says. 

"Management of infrastructure is also 
critical," Morrison says. "All of the virtu- 
alization vendors provide technology to do 
this at the high end, but this really needs to 
trickle down to the lower-end market." 
According to Morrison, infrastructure 
management covers everything from 
image management, including versioning, 
rollback, and tools to manage VM sprawl, 
to utilization, including automatic deploy- 
ment across commodity processors, opti- 
mized use of multicore architectures, and 
automated and transparent failover. 

Morrison admits these features aren't 
I glamorous and already exist for larger 
deployments, but they need to be available 
at reasonable price points for SMEs. 
Another challenge surrounding virtualiza- 
tion that could be addressed in the near 
future is licensing, because nobody — 
including the users, virtualization vendors, 
and application vendors — is satisfied with 
the current structure of application soft- 
ware licensing as it pertains to virtualiza- 
tion, he says, ji 



must make some architectural decisions. 
Even if an in-place server upgrade were 
possible, it's unlikely older systems would 
meet Microsoft's recommended minimum 
hardware requirements: 4GB RAM and 
two cores for each role. 

Alternatives 

With such "lofty" hardware and archi- 
tectural requirements, Hickernell recom- 
mends organizations with fewer than 500 
mailboxes not even consider the move, but 
rather stay with existing internal systems 
while planning an eventual move to a host- 
ed or on-demand solution. Pray contends 
that email has become a utility, offering no 
strategic advantage to an enterprise, "It's 
only conspicuous when it is absent." As 
email is but one component of a larger 
enterprise collaboration strategy. Voce 
says it's important companies not overpro- 
vision internal infrastructure. Echoing that 
sentiment. Pray recommends larger enter- 
prises that don't find a wholesale migration 
to online services feasible consider a 
hybrid architecture, using the cloud for 
most employees and internal systems for 
executives or those subject to regulatory or 
security requirements. Exchange 2010 is 
well-suited to this hybrid strategy because 
it's designed to interoperate between on- 
premises and online instances — supporting 
federated message delivery, shared calen- 
dars and directories, and a consistent mail 
experience for employees whether they 
are using an internally-hosted server or 
online service. 

Exchange 2010 is Microsoft's latest 
technology weapon in the online collabora- 
tion wars, and for SMEs its arrival necessi- 
tates a re-evaluation of email strategies. 
Companies should consider whether inter- 
nally-provisioned mailboxes make busi- 
ness sense or can be more cost-effectively 
replaced with online, subscription-based 
services offering the latest 2010 features 
without the upgrade headaches. 



Exchange 201 0: 

Is It Worth The Effort? 



Virtualization fills a wide range of needs for data centers, but those that use the technology for 
different reasons are headed for a future collision, explains Scott Feuless, principal consultant 
with Compass Management Consultancy. In particular, Feuless predicts a collision between 
those that are generating demand— corporate business units that need the ability to add 
resources quickly and easily— and those that want to manage that demand to maintain or 
improve cost efficiency. 

"If you talk to the people who hold the purse strings for the company, the last thing they want to see is 
demand for IT solutions being filled in a rapid and unlimited way," Feuless says. "They've spent too 
many years finding ways to cut costs to let a new technology undercut their controls. I think — and I 
hope— that attention is going to shift to management tools that effectively assess available resources 
and integrate a streamlined process for allocating, approving, and deploying those resources." 

Such tools, Feuless adds, will provide key measurements around elements such as resource 
utilization, trends, and service levels that are required for effective management and continual 
improvement of the environment. Although it remains to be seen whether the tools come from vir- 
tualization vendors or third parties, it's apparent that virtualization will become much less about 
solving technical problems and more about integrating with business processes, Feuless says. 



Upgrading Depends On A Company's Size 



Number Of Employees Recommended Deployment 



< 500 mailboxes Off-premise (SaaS) 



> 2,000 mailboxes On-premise (IT-hosted) 



500 to 2,000 mailboxes Calculate TCO to guide deployment 



According to Info-Tech, "Small enterprises should go off-premise. Email is a commodity. While 
mission critical, in most cases email is not a core business differentiator. Develop a utility view- 
point toward email." 

Source: "Exchange Server 2010: Off-Premise or On- Premise?;" Info-Tech Research report by Tim Hickernell; February 2010. 
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Server Racks • Server Cabinets • Wallmount Racks • LAN Racks 
Network Racks • Portable Rackmount Cases • Accessories 
GSA Schedules • Custom Racks Manufactured As Needed 

Our products are a solid value for your time and money. We pride ourselves 
in providing quality customer service. Please call us at (866) 207-6631 and 
let us know how we can solve your rackmount needs or visit 
www.rackmount5olutions.net. 
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WEB BASED CDU INTERFACE 




Sentry: POPS Switched CDU 

With Device IVIonitoring 

> Rack Level Power Management 

> Outlet Power Monitoring (POPS) 

> Input Power Monitoring 

> Environmental Monitoring 

> Outlet Groups 

> Alarms 
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Prepare For The Unexpected With Room Alert 



o one knows when or how disaster will 
strike. We just know the potential is always there. 
So preparation is crucial to minimizing its impact 
on computers, networks, users & business. 

When disasters occur, there are significant 
costs in areas that go far beyond the simple 
replacement of damaged hardware. This is 
because what happens in the data center or other 
facility effects the entire oi^anization. If disaster 
strikes your facility, how will it impact business? 
Who will gel the blame? Could it have been 
prevented? What will it cost? 
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Room Aierf products can monitor: 
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• Room Entry, Motion 

• IP Network Cameras 



Air Flow 
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Switch Sensors 
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AVTECH has a full line of powerful, scalable 
Room Alerf solutions for real-time 
environinent irionitoring in a computer mom, 
data center or other facility. All models 
arrive assembled with easy to install 
hardware, cables, sensors, easy-to-use 
logging & alerting software, primed 
documentation, unlimited technical support 
and a * 30-Day Satis factit>n Guarantee'. Users 
can t}'pically install in under 10 minutes. 

Room Alert products monitor critical 
environment conditions like temperature, 
power, humidity, flood, smoke, room entry, 
air flow, motion and more, alert staff by any 
method and can take autoiTiatic corrective 
action. There is a model that is right for any 
organization and budget... yours too! 

Call or Visit Us Online Today 
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Desktop Virtualization 

A Virtual Option Worth Looking At 



by Chris A. MacKinnon 

Desktop virtualization is becoming a 
common term in the enterprise, but is it 
truly a viable technology? How does the 
technology work, and how is it different 
from other forms of virtualization? Are 
small to midsized enterprises reaping the 



Key Points 



• The goal of desktop virtualization is to 
provide the same desktop and application 
experience that a user would have fronn a 
traditional or physical desktop. 

• Desktop virtualization differs from other 
types of virtualization in that it directly 
affects the end-user experience. 

• Benefits of desktop virtualization include 
reduced hardware costs, smaller data 
centers, lower power bills, faster deploy- 
ment, and higher uptime. 



benefits of this technology? In addition, 
what should your enterprise be doing in 
this area? 

Desktop Virtualization Defined 

Calvin Hsu, director of product marketing 
with the XenDesktop product group at 
Citrix (www.citrix.com), says desktop 
virtualization can be interpreted in different 
ways. "Some people equate desktop virtual- 
ization with VDI (virtual desktop infrastruc- 
ture), but that is a rather narrow definition, 
and it doesn't cover all the bases," he says. 
"We tend to agree with the industry analysts 
that take a broader view and think of desk- 
top virtualization as being inclusive of mul- 
tiple architectures that isolate and insulate 
the OS from applications and from hard- 
ware changes." 

Jon Rolls, vice president of product 
management with the Quest Desktop 
Virtualization Group (www.vworkspace 
.com), says desktop virtualization covers a 
range of technologies designed to reduce 



the cost and complexity of managing a net- 
work of desktop systems, especially those 
running Windows. The essential goal of 
virtualization is to provide the user with 
the same desktop and application experi- 
ence he would have from a traditional or 
physical desktop system, yet deliver it 
using different technologies behind the 
scenes in a way that is easier to manage, 
maintain, and deploy. 

Rolls says that in the case of VDI, the 
desktop operating system is not run on the 
physical desktop hardware sitting on the 
user' s desk but is run on a virtual machine 
in the data center, and the video display is 
taken from the data center and delivered to 
the user's access device, whether it is a 
thin client, a laptop, a desktop computer, 
or a mobile device. 

Desktop Differences 

Desktop virtualization is different from 
other forms of virtualization, Hsu says, 
because technologically it may, in some 
cases, use server virtualization and storage 
virtualization as parts of the infrastructure. 
"But since it reaches out of the data center 
and directly impacts end users, desktop 
virtualization is operationally different in a 
few ways," Hsu says. "Take scale, for 
instance: You may have many thousands 
of virtual desktops but only a few hundred 
servers or disks to virtualize. The impacts 
to management, IT roles, and support have 
potential for a lot of benefits, but the scale 
means that you can't expect your server 
and storage virtualization best practices to 
directly translate to desktops." 

Hsu also cites user experience as a dif- 
ferentiator. "While server and storage vir- 
tualization are largely only visible to IT, 
desktops directly impact the productivity 
and operations of end users," he says. 
"The performance, network bandwidth, 
peripheral interoperability, etc., all need to 
be given priority in order for users to 
adopt virtual desktops." And from a cost 
benefit perspective, he says server and 
storage virtualization are largely judged on 



a hardware consolidation basis for ROI 
(return on investment). "Desktop virtual- 
ization is usually about operational savings 
for desktop and application management, 
security, support, change management, 
and workplace flexibility," he explains. 
"Different metrics need to be considered 
to capture these benefits." 

So why should IT and data managers 
care about desktop virtualization? Ac- 
cording to Rolls, the benefits of server vir- 
tualization are well-established, which 
lend themselves to desktop virtualization 
benefits. "Consider reduced hardware 
costs, smaller data centers, lower power 
bills, faster deployment, higher uptime, 
and so on," Rolls says. "The goal of desk- 
top virtualization is to bring these same 
benefits to the expensive, troublesome 
world of Windows desktop management." 

Rolls says the difference is that virtual- 
izing servers generally consists of taking 
one set of boxes in the data center and 
replacing them with a smaller number in 
the same data center. "With desktop virtu- 
alization, the computers to be virtualized 
are not already in a data center but are 

Action Plan 



actually scattered around the organization 
sitting on desks," he says. "The fact that 
desktops are so decentralized is what 
makes managing them so complex and 
expensive, and if a business can bite the 
bullet and centralize those assets into the 
data center, they can reap enormous bene- 
fits in terms of agility, rapid deployment, 
user productivity, and security." 

In Hsu's opinion, desktop virtualization, 
particularly when viewed holistically, can 
revolutionize the way people work. "It can 
enable IT to be an enabler of business ini- 
tiatives like remote working, global expan- 
sion, branch office expansion, outsourcing 
and offshoring, etc., instead of being a 
logistical barrier that must be overcome," 
he says. "It also can dramatically reduce 
operational costs for managing, maintain- 
ing, and upgrading desktops." Hsu says that 
in this regard, desktop virtualization can 
have a significant positive impact on the 
ease and speed of Windows 7 migrations. 

Current Practices 

According to Rolls, SMEs are currently 
looking at desktop virtualization from two 
angles: applications as a service and out- 
sourced desktops. 

Rolls says with the first angle, rather than 
installing and maintaining complex applica- 
tions on a computer network, many appli- 
cations are increasingly available across the 
Internet for a monthly or yearly fee. "The 
application or service provider takes care of 
all updates, storage, backups, and so forth 
and also provides technical support," he 
explains. "On the face of it, there are secu- 
rity and continuity concerns with giving up 
ownership of a critical piece of software, 
but for an increasing number of organiza- 
tions, these concerns are outweighed by the 
benefit of no longer needing to employ IT 
administrators and invest in on-premises 
hardware and backup solutions." 

Rolls says that with the second angle, 
regional service providers and resellers are 
beginning to offer DaaS (desktops as a 
service), where the SME no longer has 
desktops physically located on its own 
premises, but instead users access desk- 
tops hosted remotely in a data center 
owned by the service provider. "In return 
for a fee, they get all the desktops and 
applications they need without the hassle 
of managing their own computing infra- 
structure," Rolls says. "This vision is not 
new, but advances in desktop virtualiza- 
tion technology in the last few years have 
brought it much closer to reality." 

At any rate. Rolls says successful desk- 
top virtualization projects typically divide 
their user base into classes of user type 
and select the type of desktop virtualiza- 
tion most appropriate for each user class to 
achieve the lowest cost per user. 



According to Calvin Hsu, director of product marketing with the XenDesktop product group at 
Citrix (www.citrix.com), those that are leading the charge into desktop virtualization are doing 
three key things: 

• Starting now. They are finding one or a few simple use cases where they can bring immediate 
benefit and then piloting. Desktop virtualization has seen tremendous growth and momentum 
over the past year, with many SMEs rapidly progressing from initial trials to production pilots 
and rollouts. It will take some time for IT roles and responsibilities to adjust to the new desktop 
virtualization paradigm. 

• Leveraging PC refresh budget to fund pilots and repurposing PCs as end points for 
virtual desktops. In this way, companies can ease the transitional costs and at the same time 
get extended life out of their existing PCs. 

• Recognizing that one size doesn't fit all. Those who think of desktop virtualization in a narrow 
sense, such as VDI only, are locked into only one model of infrastructure cost and user experience 
that is likely not appropriate for all desktop users. Instead, some current adopters are leveraging 
the full range of desktop virtualization solutions to design the appropriate architecture for the many 
different use cases and business requirements they will encounter across the organization. 
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Server Virtualization 
Explained 

Save Money & Resources With Fewer Machines & Less Infrastructure 



by Bruce Gain 

Small to medium-sized enterprises are 
still early in the adoption curve following 
the introduction of server virtualization a 
few years ago. However, as the technology 
matures, more and more SMEs are consid- 
ering a move to server virtualization. Here 
is a look at how the technology can signifi- 
cantly boost server operations as well as 
some things to know in order to get the 
most out of virtualization, whether your 
enterprise is virtualizing server environ- 
ments for the first time or has only consoli- 
dated a small percentage of its servers. 

The Business Case 

The underlying concept of how virtual- 
ization can boost server efficiencies is sim- 
ple: Many physical servers can be consoli- 
dated into a single physical machine while 
continuing to operate as separate yet virtual 
servers. In some cases, virtual machines can 
share operating system kernels, but the con- 
solidation of standalone server machines 



remains the predominant application. The 
benefits are tangible, because with virtual- 
ization, the number of physical servers is 
divided by 10 to 15 on average, which rep- 
resents a significant reduction in hardware 
and associated equipment, power consump- 
tion, and space requirements, says Eric 
Maille, capacity management consultant for 
Systar (www.systar.com). 

"Before virtualization, IT administra- 
tors spent about 60% of their time [on] 
maintenance, support, and other tasks to 
maintain an infrastructure at the same 
level," Maille says. 

Besides consolidating physical servers 
into a single machine, virtualization can 
help cut down on the amount of time 
admins would otherwise have to spend 
when building a new server environment. 
"Many organizations cannot go from start 
to finish when ordering and provisioning a 
server in less than three months. A physical 
application/server relationship is therefore a 
major business problem requiring a new 
application and therefore a new server," 



says Clive Longbottom, service director of 
business process facilitation at Quocirca 
(www.quocirca.com). "Virtualization 
allows this to be changed — multiple appli- 
cations can be shared across a physical 
server asset base. This not only frees up the 
spare resources that will be found sitting 
around unused in a physical app/server 
environment for actual valuable usage, but 
also enables applications to be run in a far 
more business-continuous way through 
mirroring and failover capabilities." 

Virtualization, for example, allows for 
duplicate images of servers to be made, 
usually in a cluster configuration, so in case 
of a breakdown, the same virtual server 
with updated data and applications can be 
up and running in a few minutes. The con- 
cept is similar to redundant RAID configu- 
rations that protect data by mirroring it 
across different disks so that data is not lost 
if one fails. "The operating system can be 
sitting there as a 'golden image,' meaning 
the same image is used for every new 
instance of a server, complete with the lat- 
est patches and service packs," Longbottom 
says. "This can also include the app server 
plus anything else the IT [staffers] want 
and, once available, can be pushed over 
onto a virtual server with great ease." 

Fewer Servers, More Human Skills 

It is important to keep in mind that man- 
aging servers in a virtual environment 
requires different skills sets, which, at least 
initially, command higher manpower costs 
as staffers learn how to operate the new 
servers in the virtualized environment. 
"With virtualization of servers, you are 
adding a new layer of technology, so you 



should expect additional management," 
says Chris Wolf, an analyst for the Burton 
Group. "Organizations often virtualize first 
and worry about management later, which 
creates problems that proper planning can 
avoid. Vendors encourage organizations to 
go ahead and virtualize, but in reality, 
organizations realize that virtualization is 
different and has different requirements." 

The bottom line is that virtualization will 
not save on staff headcounts, especially in 
the beginning. Wolf says. "Virtualization 
can require more staffers," he says. "There 
will not be fewer administrators because 
the number of servers is just going to be 
the same even though they are virtual. In 
reality, the [amount of administrator work] 
will only increase, because in addition to 
the physical servers that have become vir- 
tual servers, you are going to have all of 
these virtualization platforms." 

Admins thus need to adapt their manage- 
ment processes to become "virtualization- 
ready," involving backup and recovery, 
disaster recovery, capacity planning, man- 
agement of virtual disks, and security, 
says Ewald Comhaire, global practice 
manager of data center transformation for 
HP Technology Services (www.hp.com). 
"For example, a virtual server that is not 
needed for six months could be rapidly 
brought down, which is great, but care has 
to be taken before it can be brought up 
[again]," Comhaire says. "[The server] 
must be patched and updated since a dan- 
gerous virus or worm may have appeared 
in recent weeks." 

The Server Specifics 

Some admins might be tempted to think 
of virtualization as an IT department-wide 
project that will involve the entire infra- 
structure, including routers and storage, at 
the same time. Instead, server virtualization 
involves specific features and management 
processes. You must thus manage your 
server virtualization as something separate 



from your virtualized switches, routers, and 
other network infrastructure, says James 
Weir, CTO for UShareSoft (www.ushare 
soft.com). "It is possible, for example, to 
only virtualize your servers while maintain- 
ing a physical switch and routers," Weir 
says. "With server virtualization, you are 
looking at the part where you have the phys- 
ical machine running different virtual 
servers and [sometimes] operating systems. 
It is definitely a separate aspect of virtual- 
ization as a technology, compared to 
switches and storage." 

Although differences between server 
virtualization and other forms of IT infra- 
structure virtualization are not significant, 
they do exist, Comhaire says. "Virtuali- 
zation is about separating IT functions 
(computing, storage, etc.) from the physi- 
cal devices that are hosting these functions 
in order to increase asset utilization, 
reduce cost, and increase business flexibil- 
ity," Comhaire says. 



Getting Started 

When getting started with a server virtualization project, it is necessary to first check that the 
hardware of the machine that will house the different virtual severs can handle the computing 
load and has the capacity. "However, it might not be a linear comparison since you will often con- 
solidate older servers that could be three to five years old into a newer one, which needs to be 
factored in, as well," says Chris Wolf, an analyst for the Burton Group. 

Secondly, it is not a good idea to port mission-critical servers to a virtual environment when get- 
ting started. Installing and managing virtualized servers for the first time require a learning curve, 
so it is better to discover the technology with less-important applications when the likelihood of 
things going wrong is high. "Go for low-hanging fruit first," Wolf says. 



Key Points 



• Consolidating machines into a single serv- 
er through virtualization offers direct reduc- 
tions in hardware and electricity costs, 
peripheral hardware needed to maintain 
the servers, and space requirements. 

• Server virtualization requires specialized 
human skill sets, which can, especially 
in the beginning stages, require more 
manpower. 

• Virtualized servers involve specific main- 
tenance requirements compared to other 
types of virtualized hardware. 
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Standard Features 

Out-Of-Phase Source Switching 
8-1 5ms Switching Time 
Programmable Dropout Voltage 
Programmable Switchback Voltage 
SNMPAnd HTTP With DS-Series 
PCB-Based Reliability 
Reports Volts, Current, Watts, VA 
Break-Before-Make Transfer 



Provide Redundancy To Single-Corded Devices With 
The Ability To Switch Out-Of-Phase Sources In 8 To 15ms. 



Providing redundancy on the power-circuit level is critical to maintaining 
uptime. The ATS Series provides a simple and reliable solution for automati- 
cally sensing power loss and seamlessly switching to a backup circuit. 
BayTech ATS transfer switch line offers a unique approach to performing the 
transfer by completely severing the connection between the source and load 
then waiting for the zerocrossing to perform the transfer. This is the driving 
force behind being able to perform out-of-phase transfers with a low-cost 



solution. Monitoring Power on the ATS is a unique feature which provides 
information about: 

• Amperage Load • (Watts) True RMS Power • Volt-amps 

• Voltage • Internal Temperature 

By combining the ATS and the DS-Series, console server alerts on power 
and transfers can be sent via secure SNMP V3. 
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Weak Passwords 
Still All The Rage 

Systems administrators counting on employ- 
ees to create their own strong passwords in 
the workplace might want to rethink that 
strategy in light of a report from Imperva. In 
December 2009, a hacker breached a data- 
base operated by RockYou and uncovered 
32 million passwords. Imperva analyzed all 
the passwords and found, among other 
things, the passwords were stored in clear 
text, and the most commonly used pass- 
words were incredibly weak, including the 
most popular password: 123456. 

The other most popular passwords on the 
list were, in order: 12345, 123456789, pass- 
word, iloveyou, princess, rockyou, 1234567, 
12345678, and abc123. In addition to short, 
simplistic passwords making user-related data 
susceptible to basic, brute-force password 
attacks, Imperva says that "about half of the 
users use the same (or very similar) password 
to all Web sites that require logging in." The 
password list, which was eventually posted 
online in its entirety, was obtained by taking 
advantage of an SQL injection vulnerability. 

Problems Have Changed Little 

Imperva says the problem of weak password 
usage has changed little in 20 years. In the 
report, Imperva says that about 30% of users 
selected passwords containing six or fewer 
characters; 60% created passwords with lim- 
ited alphanumeric usage; and about 50% 
selected names, slang words, dictionary 
words, or trivial passwords. 



Overall, about 20% of the passwords exam- 
ined were among the list's 5,000 most popu- 
lar passwords, with nearly all 5,000 being 
names, slang words, dictionary words, and 
other weak passwords. Using that 5,000- 
password list, Imperva says, a hacker using 
an automated brute-force technique over 
DSL connection could acquire a new user 
account every second or 1 ,000 accounts in 
less than 17 minutes. 

Bruce Schneier, the author of several securi- 
ty-related books and operator of the Schneier 
On Security blog, says weak password usage 
continues to be a problem because people 
don't take security warnings seriously. Fur- 
ther, Schneier doesn't see a time when weak 
password usage won't be a problem. "There 
will always be a level of security where pass- 
words are appropriate, and there will always 
be weak passwords." 

In the report, Imperva cites several NASA- 
provided recommendations aimed at users, 
including using at least an eight-character 
password that consists of four different char- 
acter types, using a different password for 
each Web site, and refraining from using 
third-party password keepers for important 
passwords. Passwords should also not 
include names, slang words, dictionary 
words, or parts of names or email addresses. 
For administrators, Imperva suggests enforc- 
ing password policies, not transmitting or 
storing passwords in clear text, using anti- 
brute-force protection, implementing a pass- 
word-change policy, and encouraging the use 
of phrases vs. passwords. 

by Blaine Flamig 




Storage Virtualization 
At A Glance 

Pooling Your Storage Resources Can Save Money & Improve Performance 



by Robyn We is man 

Virtualization has gotten a great deal of 
buzz over the past few years, but some- 
times it's hard to tease out exactly what it 
is. "Virtualization is one of the most 
overused and misused terms in the indus- 
try. As soon as people hear 'virtualization,' 
too often they think VMware," says Rick 
Clark, CEO of enterprise storage solutions 
provider APT ARE (www.aptare.com). 

Indeed, several types of virtualization 
exist, the most common being server virtu- 
alization, file and desktop virtualization, 
and storage virtualization. Let's take a 
look at what storage virtualization is and 
how it can improve the overall functioning 
of your network and your ROI, as well. 

Creating A Storage Pool 

Storage virtualization is the pooling of 
all — or at least a portion — of your physi- 
cal storage and turning it into a single 
resource. "Multiple network storage 
devices [become] what appears to be a sin- 
gle storage device managed from a central 
console," says Jay Kramer, vice president 
of worldwide marketing at data protec- 
tion solutions provider SEP AXON (www 
.sepaton.com). 



Action Plan 



Jay Kranner, vice president of worldwide nnar- 
keting at data protection solutions provider 
SEPATON (www.sepaton.com), offers a cou- 
ple of additional tips for incorporating storage 
virtualization into your data center. 

Assess your current environment. "Look at 
your entire server and storage network infra- 
structure and decide what investments you 
want to protect and what levels of innovation 
you want to invest in," Kramer says. "These 
should be based on your IT objectives and 
the service-level objectives you're trying to 
achieve with your information assets." 

During your planning process, clarify 
your information policies. For example, 
what data needs to be housed on high- 
availability storage? How long do you 
need to maintain your data and in what 
condition? "Planning isn't just about hard- 
ware," Kramer says. "It's looking at the 
business and assessing what are the over- 
all information plans and strategies that 
are most effective for that organization." 



Moosa Matariyeh, enterprise storage 
specialist at CDW (www.cdw.com), says 
two primary types of storage virtualization 
exist. The first type virtualizes with a given 
SAN. "It takes your RAID groups and cre- 
ates a virtual layer that manages where the 
data resides across those RAID groups, 
making the data more mobile within the 
SAN unit and simplifying attaching hosts 
to that SAN," Matariyeh says. 

The second type turns multiple physical 
storage units into that single pool of stor- 
age. "You can have five different SAN 
manufacturers placed behind a virtualiza- 
tion appliance, and those five units will 
now look like one SAN [with] one inter- 
face, and data can be striped across them 
or data can be migrated between them," 
Matariyeh says. According to Matariyeh, 
several storage manufacturers put in a vir- 
tualization layer so that the data isn't 
aware of where it' s being housed, meaning 
the data is no longer locked to a particular 
drive type. 

The Upside Of Overbooking 

APT ARB's Clark says that thin provi- 
sioning is a key technology used in storage 
virtualization. "It's similar to the notion of 
airlines overselling seats on planes. They 
overbook another 5% of seats on the rule 
of thumb average that not every passenger 
will show," Clark says. "The same is true 
with thin provisioning, which drives effi- 
ciencies and optimizations of storage in a 
virtualized environment." 

In other words, thin provisioning lets 
you allocate storage on a rights basis as 
opposed to having to reserve a certain 
amount of storage per application. "With 
the traditional model, if a server wanted 
some storage, you'd allocate a 50GB LAN 
block of storage. With thin provisioning, 
the same amount is still promised to the 
server but isn't actually allocated to the 
server until the server starts writing to it," 
Clark says. "Just like the metaphor of 
seats on a plane, it's not until the passen- 
gers show up and sit in their seats that it' s 
truly allocated." 

Repurposing Storage 

Perhaps the best rationale for imple- 
menting storage virtualization is its ability 
to extend the life span of older storage 
devices. "A lot of companies don't want to 
have to rip and replace all of their storage 
infrastructure," says Clark. "They want to 
implement these front-end devices that 
have the intelligence to [dynamically] 



manage their storage, and they'll put older 
storage appliances behind them rather 
than throwing out all those old storage 
arrays. They can still utilize the spinning 
disk in essence, optimized within the [stor- 
age] environment." 



Key Points 



Storage virtualization lets you consolidate 
oftentimes disparate physical storage 
devices into one pooled resource. 
SMEs can dynamically allocate storage as 
needed in a virtualized storage environment. 
Storage virtualization can extend the life 
of older storage devices, particularly if you 
tier your storage. 



Tiered storage technologies enable data 
centers to allocate these older devices to 
Tier 2 or Tier 3 level storage, typically 
used for archived data and data that isn't 
mission-critical to the organization. "You 
can have automated policies that move 
data in a virtual storage environment 
across these different tiers," says Clark. 

Matariyeh agrees, explaining that "You 
can have data automatically moved from 
the higher-speed tiers at its peaks in usage, 
and as that data ages, it can move to the 
next tier and the next tier after that, which 
may be across three of the five different 
SAN units, and do it all dynamically." 

Is Storage Virtualization Right For You? 

Storage virtualization sounds like a no- 
brainer; however, like any technology, it is 
not the silver bullet that will make your 
storage problems go away. "You still need 
guidance from experts in this field to pro- 
vide an architecture that will work effec- 
tively within your organization," Clark 
says. "Every customer is going to be 
unique, based on some of the legacy infra- 
structure pieces that they have in place 
today. They just can't turn off their entire 
storage network and environment, roll in 
[new] equipment, and a week later have 
that all up and running perfectly," assuming 
they even had the funds to do so, he says. 

Matariyeh adds that you need to keep in 
mind how you can make your network 
environment work more efficiently for 
both your users and your business as a 
whole. "What is going to be the most cost- 
effective way of accomplishing their end 
goal and keeping their environment up and 
running?" Matariyeh says. 
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Audit Your Way 
To Efficiency 

Conduct Your Own Data Center Audit To Find Out Where You Can Improve 



by Christian Perry 

For the average citizen, this isn't the 
ideal time of year to broach the topic of 
audits. However, in the data center space, 
audits can work to actually relieve stress and 
save money over the long haul because of 
their innate ability to identify problem areas 
and discover opportunities for improvement. 

"Data center audits are an effective and 
cost-saving tool allowing data center man- 
agers to know where their facility stands 
today and what power and cooling strategies 
are needed to grow in the future," explains 



Follow The Plan 

An audit is no snnall undertaking, but adding 
structure to the project can help nnanagers 
succeed. Jack Probst, principal consultant. 
Pink Elephant (www.pinkelephant.conn), 
reconnnnends the following steps for a data 
center audit: 

1 . Establish the audit sponsor, objective(s), 
and scope. 

2. Identify the key resources required 
to conduct the audit. 

3. Establish the connparative standards that 
will be used to support the audit (this could 
also involve assessnnent tools such as 
questionnaires). 

4. Create the project plan to conduct 
the audit. 

5. Gather the data for the audit fronn 
all resources. 

6. Analyze the data connpared to 

the perfornnance standards or objectives. 

7. Reaffirnn or update the data 
and initial findings. 

8. Prepare the report and reconnnnendations 
for presentation to the audit sponsor. 

Because of the typical depth of a data center 
audit, it's crucial to be aware of the audif s 
goals throughout the various processes 
required to connplete the assessnnent. Probst 
says an audit should confirnn the following 
aspects of the data center's infrastructure: 

• It is sufficiently well-designed to nneet the 
availability requirennents of the 
business into the future. 

• It is sufficiently well-nnonitored to react 
rapidly and adequately to both availability 
and capacity challenges. 

• It is sufficiently well-controlled to nnanage 
and nnitigate infornnation security risks. 

• There are adequate plans in place to 
address service continuity threats and vul- 
nerabilities, such that critical business func- 
tions are sustained or restored as required. 

• The scope of the infrastructure under 
investigation is all-ennbracing, covering 
servers, applications, storage, networks, 
facilities, nnonitoring facilities, and ser- 
vice/help desks, annong other elennents. 



Tom Karabinos, director of partner channels 
for Emerson Network Power's Liebert 
Products (www.liebert.com). 

Although a data center could appear effi- 
cient from a bird's-eye view, closer investi- 
gations typically unveil vulnerabilities and 
threats that could affect not only perfor- 
mance, but also the data center's ability to 
meet availability and security expectations. 
An audit is generally no small undertaking, 
but its long-range effects are almost always 
worth the effort spent. 

Who Needs It? 

As complex technology innovations con- 
tinue to creep into data centers, managers can 
more easily lose sight of the overall perfor- 
mance of their data centers. Karabinos notes 
that audits can be useful when there is a need 
for strategic moves or technology additions 
such as virtualization, consolidation, or blade 
server implementation. Audits also have 
value in data centers where energy efficiency 
is a primary concern or when information is 
required to support budget requests. 

According to Jack Probst, principal 
consultant. Pink Elephant (www. pink 
elephant.com), an audit can evaluate a data 
center's infrastructure to determine its abil- 
ity to continue to meet the ongoing needs 
of the enterprise (that is, deliver services) 
and to assure that the infrastructure doesn't 
place the enterprise at inordinate risk. 
Probst says the primary focus of such an 
assessment should be on the basic tenants 
of four key ITIL/ITSM processes: avail- 
ability, capacity, IT service continuity, and 
IT security management. 

Probst says that the departments required 
to fulfill the audit are system engineering, 
which should have the best handle on avail- 
ability and capacity requirements, and secu- 
rity management, which not only typically 
handles security controls but also ITS CM 
(IT Service Continuity Management), 
though that function is sometimes aligned 
with corporate risk management or a similar 
department. The service or help desk should 
also be involved, as these personnel are the 
owners of the key incident data, which is 
highly relevant to the assessment. 

Focus On Power 

From a broad standpoint, audits need to 
follow a defined process for the best chance 
at success (see the "Follow The Plan" sidebar 
for more information). Within that process, 
there are certain points of investigation that 
experts recommend data centers target, par- 
ticularly when it comes to power and cool- 
ing. For example, Jim Scherr, director of 
PDUs Direct (www.pdusdirect.com), recom- 
mends identifying the draw of each circuit. 

"Using either metered-type PDUs or 
power clamps, identify the draw of each cir- 
cuit. Multiple readings should be taken dur- 
ing various times of day to determine the 
power draw during peak loads and during 
times of idling. This information will help 
determine if you are maximizing your cir- 
cuits and where you have additional capacity 
to mount additional equipment," Scherr says. 

He also suggests inspecting racks to ensure 
devices with multiple power supplies have 



Key Points 



Audits are useful not only for identifying 
factors that can innpact availability and 
security, but also for easing the introduc- 
tion of new technologies such as virtualiza- 
tion or blade servers. 

Through the inclusion of a detailed inspection 
of infrastructure elennents, managers can 
pinpoint areas for innprovennent in power, 
cooling, and other parts of their data center. 
Although most organizations should be 
capable of handling their own audits, out- 
side help or consultation can add an unbi- 
ased approach that's difficult to obtain 
using in-house personnel. 



their power connections separated between 
the A and B feeds, which helps to provide 
some N+1 protection. Scherr says the audit is 
a good time to complete a selective coordina- 
tion of the circuit breakers, which ensures the 
breakers closest to the equipment have the 
lowest threshold (with the intent of quaranti- 



ning overcurrent incidents to affect the small- 
est number of devices). 

Audits should also identify idle equipment, 
along with the workload of equipment that is 
in use. Dennis Julian, principal at Integrated 
Design Group (www.idgroupae.com), says 
underutilized equipment discovered in the 
audit should be configured to handle more 
work to raise the utilization level and thus the 
efficiency of the equipment. He also recom- 
mends looking at redundancy. 

"Evaluate the actual and required redun- 
dancy of the data center and its equipment," 
Julian says. "How much is really needed for 
a buffer when work increases or there is an 
event that affects operating equipment? 
How fast can additional resources be put 
into operation to cover an increased work- 
load or an unplanned outage?" 

Help Is Available 

Just like IRS -mandated audits, data cen- 
ter audits can be an intimidating prospect, 
at least from an execution standpoint. For 
this reason, some data centers may wish to 
engage outside help to assist with audits or 
even perform audits from end to end. 

"Typically, outside resources are en- 
gaged to evaluate the security management 
controls and framework," Probst says. "It is 
always helpful to get an external perspec- 
tive for the other assessments — one would 
want the assessment to be considered unbi- 
ased. Organizations should be capable of 
executing their own audit. Who is engaged 
would be dictated by the assessment objec- 
tives and purpose: Is the intent to identify 
pitfalls before they surface or to address 
required audits or respond to regulatory or 
statutory requirements?" 



MovinCool Office Pro 12 Portable Air 
Conditioner From Atlas Sales & Rentals 



NEW PRODUCT 



by Seth Colaner 



Spot Cooling When You're In A Tough Spot 




MovinCool/DENSO 



MovinCool Office 
Pro 12 Portable 
Air Conditioner 
From Atlas Sales 
& Rentals 
A portable spot 
cooler designed 
specifically for the 
data center, offering 
1.1 tons of cooling 
capacity in a 
small package. 



Cooling is a constant concern for data 
centers and any other facility that houses 
a lot of electronics. When electronics get 
overheated, damage can result quickly, 
so maintaining the right temperature bal- 
ance is essential. 

Rapid changes in temperature can be 
just as problematic, as moving from a 
very cool to a very warm area (or rapidly 
warming up a room full of electronics) 
can cause dangerous condensation on 
components. That's why, when trying to 
cool systems, you can't forget to watch 
humidity levels. 

When your data center facility's nor- 
mal equipment workloads or HVAC 
needs and operations change, a spot 

^ Mas Sales SBeoials. Inc. 

THE PORTABLE COOLING & HEATING SPECIALISTS 



cooler is a convenient tool that can 
stand in and prevent problems. Atlas 
Sales & Rental offers a number of 
products for purchase or rent to solve 
cooling problems; one of the newest 
additions is the MovinCool Office Pro 
12 portable air conditioner, now 
equipped with environmentally friendly 
R-410A refrigerant. R-410A is designed 
to help prevent ozone depletion and 
meets the environmental standards of 
the HVAC industry. 

Weighing in at 165 pounds and sport- 
ing a portable, self-contained design 
(just 44 X 21 X 27 inches), the Office Pro 
12 offers 11,800 BTU/hr, or about 1.1 
tons, of cooling capacity. The cooler has 
an operating range of 65 to 95 degrees 
Fahrenheit, runs on standard 115V 
power, and features a programmable dig- 
ital controller for an added measure of 
convenience and control. 

Not just an ordinary spot cooler, 
though, the Office Pro 12 is specifically 
designed for the needs of data centers. 
Clark Michel, vice president of Atlas 
Sales & Rentals, says that, "Unlike most 
competitive units in its size range, the 
Office Pro 12 is designed specifically for 
the server room market, not for general 
cooling applications." 



(800) 972-6600 
www.atlassales.com 
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I Google Energy Receives Approval 

Google received approval from the U.S. 
Federal Energy Regulatory Commission to 
buy and sell energy on a wholesale basis. 
The approval was effective as of Feb. 23, 
after the Internet company filed an application 
for energy trading in December. Google 
Energy, a wholly owned subsidiary of Google, 
offers new opportunities for Google to obtain 
power for its energy-consuming operations 
around the globe. Although specific details of 
the company's plans were not revealed, as a 
committed "carbon neutral" company, Google 
will likely incorporate renewable energy. At 
this time the company has no plans to sell or 
trade energy services, according to a compa- 
ny spokesperson. 

I EU, U.S. Clear 
Microsoft-Yahoo! Search Deal 

The U.S. Department of Justice and the 
European Commission have approved an 
online advertising partnership between 
Microsoft and Yahoo!. The DOJ says the deal 
will provide a competitive alternative to 
Google, which increasingly dominates the 
Internet search ad market. Under the deal, 
which was made in July 2009, Microsoft's 
Bing search engine will provide results to 
users who search through Yahool's site, and 
Yahoo! will handle sales for both companies' 
premium search advertisers. The companies 
expect to complete the search transition by 
the end of the year, but the advertising transi- 
tion may take until early 2012. 




I Time Spent 

On Social Networking Sites Jumps 

The amount of time spent on social network- 
ing sites rose by 82% globally in December 
2009 when compared to the year earlier, 
according to new statistics released by 
Nielsen. In December 2008, users spent 
about three hours a month on social network- 
ing sites, and a year later they spent more 
than five and a half hours on sites such as 
Twitter and Facebook. Facebook, which is 
the most popular social networking site, 
boasted 206.9 million unique visitors in 
December 2009. In December, time spent 
playing online games and sending instant 
messages came in second behind social net- 
working sites and blogs. 

I Broadband Getting Cheaper 
But Still Too Expensive 

The United Nations' ITU (International 
Telecommunication Union) has just released 
a report on the falling costs of Internet 
access, but it finds that broadband is still too 
expensive. Prices for fixed telephone, mobile 
cellular, and fixed broadband access have 
fallen at a rate of 20%, 25%, and 42%, 
respectively, across 161 countries between 
2008 and 2009. Despite the worldwide reces- 
sion, usage of Internet and phone services 
has increased, led by strong growth in mobile 
cellular technology. By the end of the year, 
the ITU expects there to be more than 5 bil- 
lion mobile cellular subscriptions. The report 
highlights the fact that more wealthy coun- 
tries, such as Hong Kong, Luxembourg, 
Denmark, NonA/ay, the UK, and the United 
States, tend to enjoy less expensive broad- 
band access, paying under 1% of their gross 
national income for it. Poorer nations need to 
pay as much as 1 67% of their gross national 
income to get broadband. 



High-Density 
Data Centers 



A Look At What's Behind The Trend 



by Phil Britt 

Increasing capacity needs and the evo- 
lution of underlying technology are pushing 
more enterprises to consider the concept of 
high-density data centers. 

The trend toward higher-density systems 
is evident. Ron Bednar, manager of market- 
ing and customer insight for Emerson 
Network Power (www.emerson.com), says 
the average data center ran 6kw per rack in 
2006 and 8kw per rack in 2009. That figure 
is expected to grow to 17kw per rack within 
the next 10 years. 

"In all of our engagements, density is 
one of the hottest topics," says Ted Streck, 
senior practice director of the infrastruc- 
ture practice for EMC Consulting (www 
.emc.com). 

Driving Trends 

A few different trends are driving the 
move to higher-density data centers, accord- 
ing to Bednar. Consolidation and virtualiza- 
tion are causing servers to run at higher 
capacities than in the past. The move to 
blade servers also requires higher density, 
particularly as more blades are added. 
Higher-density systems can also result in 
lower cooling and operational costs. 

According to Emerson, by building a data 
center with 2,500 square feet of raised floor 
space operating at 20kw per rack vs. a data 
center with 10,000 square feet of raised 
floor space at 5kw per rack, the capital sav- 
ings could reach between $1 million and $3 
million. Emerson also touts the operational 
savings, saying that cooling costs for a high- 
density facility are 35% lower. 

Although large enterprises were the 
first to move to higher-density data cen- 
ters, now more medium-sized facilities 
are also considering high-density solu- 
tions, Bednar says. 

"A lot of data centers are running out of 
capacity — it's not because of floor space, 
it's because of lack of cooling capacity," 
says Dave Cappuccio, chief of research for 
the infrastructure group at Gartner. "A lot of 
the companies that are starting to retrofit are 
turning to high-density zones." 



Not For Everyone 

Connpanies that will get the nnost benefit out 
of a high-density data center are ones that 
have fairly unifornn equipnnent (e.g., all newer 
servers fronn the sanne nnanufacturer), says 
Ted Streck, senior practice director of the 
infrastructure practice for EMC Consulting 
(www.emc.com). He adds that the expected 
capital, cooling, and operational savings 
might be only half of the $1 million to $3 mil- 
lion Emerson predicts, because the projec- 
tions assume the latest equipment, which 
might not be practical for all companies. 

For companies with smaller data needs now 
and in the future, a high-density data center is 
overkill, says Kirk Warden, senior vice presi- 
dent and partner at Clayco (www.claycorp 
.com), a building contractor with experience 
building data centers. 



Key Points 



More enterprises are choosing high-density 
data centers or high-density zones within 
existing data centers. 

Cooling is a more critical issue for high-den- 
sity data centers. Because equipment runs 
hotter, fail-safe for cooling is more critical. 

Higher initial capital costs, as well as 
legacy equipment and infrastructure, 
may make high-density solutions 
impractical for some enterprises. 



For years companies have built data cen- 
ters for horizontal scalability, Cappuccio 
says. "That's the most inefficient way to de- 
sign a data center that there is. People have 
been building data centers with the idea that 
they have a life cycle of 15 to 20 years." 

Typically, though, the data centers run 
into capacity issues much sooner than that 
because demand outstrips projections, power 
availability fails to keep up with demand, or 



(www.iiawne.com), a firm that provides 
construction services for data center 
environments. 

According to Cappuccio, a company can 
design a facility for 20kw racks, running 
500 watts per square foot and a total of 
5,000 square feet, at a cost of $37.6 million. 
Such a data center would also require a 7- 
megawatt power supply. The same size 
facility can be built for about half the price 
by mixing high-, medium-, and low-density 
equipment in different zones. 

"High-density data centers can cost you a 
fortune, or they can save you money," 
Cappuccio says. "Sixty percent of the initial 
cost of a data center is electrical and me- 
chanical expenses," he says. Major addition- 
al expenses come in power distribution and 
installing larger breakers and higher-perfor- 
mance cooling equipment. Because the 
equipment runs hotter, the fail-safe for cool- 
ing becomes more critical. 

"While increasing density is important, 
it does not immediately equate to savings 
unless the data center is properly zoned to 



"While increasing density is important, it 
does not immediately equate to savings 
unless the data center is properly zoned 
to group equipment with similar power, 
cooling, and business needs." 



some combination of factors. Some data 
centers will attempt to retrofit, but many 
have to move to new facilities in order to 
add high-density capabilities. Some existing 
data centers don't have the necessary infra- 
structure to add high-capacity zones. There 
may be no room for additional cooling 
equipment, or the existing electrical and 
mechanical infrastructure may not support 
high-density data equipment and may be too 
costly to replace. 

Higher-density data centers have their 
own cooling issues, Bednar admits. "There 
can be more hot spots. Airflow management 
is a bigger issue." The type of cooling used 
depends on the facility, according to Streck. 
"There is no 'one-size-fits-all' solution." 

Controlling Costs 

Though high density is a hot topic in 
most of EMC Consulting' s initial data cen- 
ter discussions, many firms back off "when 
they understand what's under the covers," 
Streck says. The initial capital outlay is 
high, and some companies have too much 
invested in legacy equipment that won't 
provide any additional benefits in a high- 
density environment. 

Most companies adding data centers 
are choosing a mix of high- and low-den- 
sity zones, with scalability for future 
expansion, says Dave Atwood, general 
manager for Integrated Interiors at Work 



■ EMC Consulting's Ted Streck 



group equipment with similar power, cool- 
ing, and business needs," Streck says. "We 
advise our clients that the best grouping 
strategy (hot/cold aisle, chimneying, zone 
cooling, etc.) is one that maximizes the 
energy cost savings of these groupings. 
As organizations begin to plan for fully 
virtualized data centers that provide 
dynamic pools of compute, network, and 
storage resources, high-density data cen- 
ters should be considered as an option that 
will enable the organization to control its 
facilities costs." 

Three-Stage Approach 

Cappuccio recommends taking a three- 
stage approach to building the data center. 
Select a site with space to build out in 
three different phases. Build each phase 
as needed, filling 90% of the available 
space. If all three phases are in a single 
building, the company can use dry wall or 
some other type of partitioning to seal off 
the unused portions. After eight to 10 
years, the second section should be built 
out with newer equipment. In another six 
to eight years, the firm should build out 
the last portion. The next step would be to 
retrofit the first section, then the second, 
then the third. 

This way, Cappuccio says, a data center 
has a life span of closer to 60 to 80 years, 
or the life of the exterior concrete. 
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Select A Data Center Site 

When Building A New Facility, Site Location Should Be A Top Priority 



by Elizabeth Millard 
• • • 

Numerous components go into data 
center construction, from cabling and 
infrastructure to cooling and lighting. But 
before plans get drafted, an enterprise 
first needs to pick where the data center 
will actually be located. Many times, the 
facility is close to other offices to make 
it easier for IT employees to shuttle 
between buildings, but sometimes that's 
not the best approach. 

Another consideration is building new vs. 
redesigning an existing building, and, some- 
times, new construction can actually be more 
affordable, says Kris Domich, principal con- 
sultant at consultancy Dimension Data 
(www . dimensiondata. com) . 

"Depending on the conditions of the 
existing data center, the total cost of 
demolition and rebuilding could easily 



Key Points 



When choosing a data center site, 
consider nunnerous factors such as 
weather patterns, utility availability, and 
the surrounding connnnunity. 

Take a close look in particular at the avail- 
ability of power and the track record of the 
local utility connpany in ternns of outages. 

If the data center is likely to scale, consid- 
er locating it in a site that's desirable for 
new ennployees and is close to intellectual 
resources such as colleges. 



rival the cost of building an entire new 
data center," he says. "One must also con- 
sider the cost of temporary housing of 
existing systems during the demolition 
and construction period." 

With that in mind, here are some vari- 
ables to consider when choosing a site. 

Weather 

"There are so many issues with weather 
that can cause a chain reaction, and that 
can lead to data loss," notes Jim Reinert, 
vice president of Ontrack Data Recovery 
product development at KroU Ontrack 
(www.ontrackdatarecovery.com). "There 
has to be awareness as to how to approach 
weather-related disasters, and that doesn't 
just include hurricanes or floods. There 
could be failure from air conditioning 
units, for example, because they can't han- 
dle the humidity." 

Every area has weather hazards, but a 
little research into common weather 
patterns can be helpful, Reinert adds. 
In addition to high humidity levels, 
some areas might be prone to ice storms, 
tornadoes, high winds, or considerable 



Site Visit 



snowfall. Dramatic weather shouldn't be a 
reason to reject a certain site, but the pres- 
ence of such weather will factor into the 
type of construction materials and strate- 
gies needed. 

There may even be seismic activity that 
should be considered. For example, a data 
center in California would have to be built 
in a way that' s more earthquake-proof than 
one in Nebraska or North Carolina. 

Utilities 

One of the biggest considerations with 
site selection is power availability, and after 
initial evaluation of a site, 
an IT manager should look 
at utility company trends in 
terms of recent outages, how 
long the company takes to 
resolve outages, and what 
kind of power systems will 
be available. 

Another important factor 
is how much capacity can 
be added. "You'll want to 
look at the energy efficien- 
cies that can be realized by 
choosing the site," says 
Ron Hughes, president of 
California Data Center Design Group 
(www.cdcdg.com). He adds, "The two big 
issues are always power and cooling, so 
you'll have to think about whether you 
can add cooling towers or maybe have 
additional generators." A site that can 
support a supplemental cooling system, 
for instance, would be useful, and finding 
a site with enough space and enough 
power to have that kind of reserve would 
help a data center to scale in the future. 

The area's water supply is also worth 
investigating, especially for cooling sys- 
tems. A data center manager needs to 
have a grasp of any potential water 
shortage issues in the area that could 
affect the center, particularly in the 
summer months. 

Community 

In addition to variables related to the 
physical building, it's important to con- 
sider the community where a data center 
will be located, with particular empha- 
sis on what's in the immediate area. 
Although real estate costs might be lower 
in rural areas, for example, it may be 
much harder to find employees or interns 
who can staff the facility. Also, a far- 
flung center will drive up consultant fees, 
because they charge for travel time, and 
locating a center a few hours from an 
urban center will bring those costs 
up quickly. 

Building within a metro center may be 
cost-prohibitive, however, especially if 
the center is in an area where rents are 



steadily increasing. Some experts advise 
that IT managers consider building far 
enough away from a metro area that 
land cost isn't expensive, and yet close 
enough to be reasonable for commuting. 
Another idea is to build near a college or 
university with a strong IT program, so 
that entry-level job candidates and interns 
are available. 

Most importantly, an enterprise will 
have to look at zoning information, which 
is maintained at the planning or public 
works department in the city or town 
where the plot might be. A quick way to 



determine initial zoning is to look at the 
immediate area; if the land is surrounded 
mainly by homes or stores, it's most like- 
ly zoned for residential or retail, as 
opposed to commercial or industrial use. 

With all the factors involved in data 
center site selection, it's imperative to 
start planning early and most likely to 
involve outside experts in real estate and 
data center design as well as consultants 
specializing in risk mitigation and data 
center scalability. Planning properly from 
the outset will prevent future problems 
and help accommodate future growth. 



"Depending on the conditions of the 
existing data center, the total cost of 
demolition and rebuilding could easily rival 
the cost of building an entire new data center." 



- Dimension Data's Kris Domicli 



Putting together a list of variables during the site selection process is crucial, but equally impor- 
tant is a visit — preferably several — to the site itself. There are technologies that can be used to 
pinpoint good locations by comparing power outage patterns or by tracking land costs in certain 
communities, but a site visit can give an IT manager a better feel for the space and adjacent 
businesses. Experts suggest talking to IT managers in the immediate area. For example, a visit 
might reveal that several companies in the area are considering building their own data centers, 
which would significantly impact the availability of power to the area. 



MovinCool CM25 



NEW PRODUCT 



by Tessa Warner Breneman 



An Affordable, Energy-Efficient, Ceiling- 
Mounted A/C Designed For Server Rooms 



By now you undoubtedly know that, 
with all your servers and other machines 
running nonstop, it's easy for your data 
center or server room to reach tempera- 
ture levels high enough to damage heat- 
sensitive equipment. Because damaged 
equipment is costly to fix and could 
result in data loss, you need a cost-effec- 
tive cooling solution to address tempera- 
ture issues in your data center. 

The MovinCool CM25 offers a total 
cooling capacity of 25,000BTU/h, making 
it the industry's first ceiling-mounted, self- 
contained air conditioner with that high of 
a cooling capacity, and its $6,995 price tag 
is lower than conventional solutions such 
as precision cooling systems. The CM25 
also provides a high sensible cooling 
capacity of 18,900BTU/h and is made 
specifically for server rooms and other 
environments with dense heat loads. The 
air conditioner boasts a SEER (Seasonal 
Energy Efficiency Ratio) rating of 14, due 
in part to energy-saving elements such as 
its variable-speed inverter compressor and 
inverter fan motors. The CM25 also boasts 
green features such as R-410A refrigerant 
and RoHS compliance. 

With a built-in mounting bracket, 
flanges, and vibration isolators, the CM25 



MOVINCOOL. 

THE #1 SPOT COOLING SOLUTION 



is easy to install into any environment 
with all the standard tools you likely 
already have. Just 20 inches high, the 
CM25 is designed to fit above drop ceil- 
ings and in server rooms with limited floor 




MovinCool CM25 

A ceiling-mounted air conditioner that provides an ener- 
gy-efficient cooling solution for data centers, server 
rooms, and other environments with high heat loads. 
$6,995 

space. And because it is self-contained, 
the CM25 won't need refrigerant connec- 
tions, further reducing installation costs. 

The wall-mounted controller, which 
comes standard on all CM25s, provides 
advanced communications, monitoring, 
and self-diagnosis, so it's easy for IT 
personnel to manage. Plus, it works with 
your flre alarm controls and connects to 
the building control system for safe and 
simple management. 



) 264-9573 
www.movincool.com 
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PRODUCT SPOTLIGHT 



Data Center Furniture 



Product 



Description 



Contact 



Data Center Resources 
Command Watch Workstations 




Command Watch adjustable-height sit/stand worksta- 
tions from Data Center Resources feature push-button 
controls that adjust the height of the monitor and key- 
board surfaces. This capability allows for a welcome 
change of position to improve operator comfort and pre- 
vent muscle fatigue. The adjustable-height Command 
Watch workstations can be used as standalone solutions 
or integrated with the standard Command Watch fixed- 
height product. Integrated cable management allows the 
monitor surface to rise without crimping or pulling cords. 

Adjustable-height work surface (22 to 72 inches) 
Laminate work surface with polyurethane edging 
Independently adjustable keyboard/work surface 
Optional monitor arm able to handle up to eight displays 
Optional CPU system storage 
Brush grommets for cable drops 
Optional integrated power distribution units 
Integrated cable management 
Standard 36-inch depth 

Best For: 91 1 emergency dispatch centers and network 
operation centers. 



Data Center Resources 
Secure Cart 




(866) 740-2121 
I www.datacenterresources.com 



Data Center Resources' Secure Cart is a mobile, 
adjustable-height server room crash cart with a lockable 
compartment to house a notebook computer. Casters 
provide mobility to easily move the cart to the target 
device. Users can sit or stand to perform service and 
then lock away their notebooks to prevent unauthorized 
access. An optional crash cart KVM delivers the VGA 
stream from any host computer to the notebook and 
emulates mouse and keyboard for simple access and 
control of connected servers, PCs, or other "headless" 
devices. 

• Height-adjustable work surface for sit/stand capability 

• Notebook storage bin closes and flips into locked 
position 

• Optional integrated USB KVM for full control of target 
device from notebook 

• Optional integrated 900VA UPS 

Best For: Secure data centers. 



(866) 740-2121 

www.datacenterresources.com 



Hergo Motorized Height- 
Adjustable Worl<station 




Hergo's top-grade adjustable-height computer worksta- 
tion is available with a 48-inch or 60-inch wide desktop. 
The high-pressure laminated work surface and heavy- 
duty wood base have a tamper-resistant edging com- 
monly used in environments where hygiene and edge 
bond are important. This electrically powered workstation 
comes equipped with a control pad that is mounted 
underneath the desktop and has a motion range of 24 
inches with a maximum and minimum setting of 56 and 
32 inches, respectively. 

• Weight capacity is 150 pounds per leg when weight is 
evenly distributed 

• Steel reinforcement plate for wood base 

• Base unit ships fully assembled in a crate 

• Options include flat-panel arms, keyboard/mouse tray, 
power strip, CPU holder, and storage bin 

Best For: Work environments where flexible sit/stand 
access is crucial. 

Price: $2,095 for 48-inch desktop or $2,175 for 60-inch 
desktop with all available options (shipping not included) 



(888) 222-7270 
www.hergo.com 



Rackmount Solutions Heavy Duty 
LAN Rack/Computer Station 




The Heavy Duty LAN Rack/Computer Workstation from 
Rackmount Solutions is designed for heavier equipment 
loads, with each shelf supporting more than 850 pounds. All 
shelves are adjustable on 1-inch increments and may be 
placed anywhere on the frame. This workstation features a 
high-quality tube steel frame and unlimited variations when 
combining different LAN station widths, plus corner stations. 

• Fully welded 4-post frame with 2-square-inch, 1 4- 
gauge steel virtually eliminates vibration 

• 14-gauge steel horizontal back panels for maximum 
strength and stability 

• Available in 36-, 48-, 60-, and 72-inch widths; 84 inch- 
es high 

• 1 .25-inch thick work surfaces support more than 850 
pounds each 

• LAN rack ships fully enclosed in a shipping crate to 
protect from shipping damage 

Best For: Anyone who needs shelving that can support 
heavy weight loads or flexible configurations. 

Price: Starts at $1,154 



Rackmount Solutions Recessed 
Monitor Corporate Training Tables 




(866) 207-6631 
www.rackmountsolutions.net 



Rackmount Solutions' heavy-duty corporate training 
room tables allow plenty of surface space for manuals 
and workbooks while giving users lines of sight to the 
moderator and any video instructions being displayed in 
the front of the room. These tables are customizable with 
a variety of LCD mounts and keyboard trays. 

• Choose from stock 36-, 48-, 60-, or 72-inch widths or 
a custom configuration 

• Dropped monitor platform is on a 22% angle, 4 inches 
in front and 7 inches in back for clear view of instructor 

• 14-gauge steel legs and 1 .25-inch thick laminated 
table surface make these units almost indestructible 

• Table adjusts from 26 to 32 inches high to accommo- 
date various employee heights 

• Includes out-of-sight cable management under the 
table surface 

Best For: Corporate training areas that require versatile, 
highly durable tables that must cater to multiple users 
and frequent ergonomic adjustments. 

Price: Starts at $308 



Rackmount Solutions 

Power Corporate Training Tables 




(866) 207-6631 
www.rackmountsolutions.net 



Power Corporate Training Tables from Rackmount 
Solutions make it easy to connect your monitor, Internet, 
and additional peripherals to Rackmount's heavy-duty 
corporate training room tables by using a recessed, pop- 
up, or under-table power source. These tables are cus- 
tomizable with a variety of LCD mounts and keyboard 
trays and are ideal for environments where a power 
source on the table enhances usability and convenience. 

• Choose from stock 36-, 48-, 60-, or 72-inch widths or 
create a custom configuration 

• Common power modules used are two CAT 6 RJ-45 
and two 15A/125V receptacles with circuit breaker, but 
modules can be interchanged to fit your needs 

• Heavy-duty 14-gauge steel legs and 1 .25-inch thick 
laminated table surface make these units almost 
indestructible 

• Superior strength supports 900 pounds 

Best For: Corporate training areas that require versatile, 
highly durable tables with the convenience of power built in. 

Price: Starts at $388 



(866) 207-6631 
www.rackmountsolutions.net 
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Office Organix Viking Banana Table 




The Banana Table, manufactured by Viking Acoustical and offered by Office Organix, is 
a dual-surface workstation that allows independent height adjustment of both the front 
and rear surfaces with the touch of a button. The Banana Table features a steel-con- 
structed base and a cable management trough on the rear surface for organizing wires. 
In addition, the Banana Table features a durable laminate work surface that can be con- 
structed in several laminate colors. 

• Supports up to 450 pounds of equipment on each surface 

• Surface measures 71 inches wide x 48.5 inches deep 

• Quiet electric motor with push-button operation 

• Adjusts from 28 inches to 48 inches in seconds 

• Custom top sizes available upon request 

• Extended sit-to-stand range option available with 25- to 50-inch range 

Best For: 91 1 dispatch/emergency centers, IT support centers, research laboratory 
environments, and technical control centers. 

Price: Starts at $2,999 



Rackmount Solutions 
LAN/Rack Computer Workstation 




Rackmount Solutions' LAN/Rack Computer Workstation is a modular system featuring 
thermally fused laminate shelves, T-mold finished edges, and a high-quality tube steel 
frame. Each shelf supports a load of 350 pounds, and the upper shelves are adjustable 
in any increment. 

• Assembles in about 20 minutes 

• Available in 24-, 48-, 72-, and 96-inch widths; height is adjustable from 60 to 80 inches 

• Neutral color complements any decor 

• Knocked-down design allows for easier and less expensive transport to your facility 

Best For: Anyone who wants to organize and access equipment in an office, closet, or 
data room. 

Price: Starts at $449 



(800) 569-9236 
www.officeorganix.com 



(866) 207-6631 
www.rackmountsolutions.net 



Uptime4u Anthro Elevate Electric 
Lift Corner Dispatch Console 




The Anthro Elevate Electric Lift Corner Dispatch Console available from Uptime4u uti- 
lizes the space-saving design of a corner console combined with the ergonomic benefit 
of an electric-lift adjustable-height unit. Six or more flat-panel monitors can be fully uti- 
lized while keeping everything within easy reach of the user. Network cables are effi- 
ciently routed to prevent work surface clutter. 

• Fits true to corner and utilizes every inch of wall space 

• Console height adjusts quickly and quietly at 1 .5 inches per second 

• Maximum flexibility with keyboard/mouse platform that swivels, tilts, and moves in 
and out and up and down 

• Sturdy steel legs are mounted solidly to base and frame 

Best For: Data centers, control rooms, computer rooms, and dispatch and 91 1 centers 
where users need ergonomic adjustability and modular design in a heavy-use environment. 

Price: Starts at $3,500 



Uptime4u EDP Contour 
Advance Data Center Console 




The EDP Contour Advance Data Center Console available from Uptime4u offers easy 
adjustment of sit/stand features at the press of a button. Ergonomic design combines 
with durable construction, flexibility, and well-planned wire management in this console 
solution. Numerous configurations are available for your specific needs, including sin- 
gle, double, and team workstations. This console is engineered to withstand frequent 
usage and to meet public safety sector standards. 

• All-steel frame construction offers long-term resilience, even in 24/7, multishift envi- 
ronments 

• Independent height adjustments for keyboard and monitor deck 

• Accommodates a wide range of accessories, including display arms, whiteboard 
inserts, and acoustical fabric wraps 

• Secure storage of dedicated CPU modules either beneath work surface or in a 
matching enclosure 

Best For: Data centers, control rooms, computer rooms, and dispatch and 91 1 centers 
where users need ergonomic adjustability and modular design in a heavy-use environment. 

Price: Starts at $8,000 



(800) 222-1440 
www.uptime4u.com 



(800) 222-1440 
www.uptime4u.com 
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Cyber Switching ePower 


Cyber Switching Galaxy Series 
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Description 



Contact 



Cyber Switching's ePower fannily is targeted at data center managers searching for greener 
solutions. These products integrate enhanced features while rennaining reliable and afford- 
able. Patented Individual Outlet Power Metering and Control provides billing-grade nnetering 
for each individual outlet at an accuracy of 2% or better. Utilizing the unit's full-color LCD 
touchscreen or a standard Web browser, IT personnel can keep up-to-date on critical infor- 
nnation, including real-tinne power infornnation, load details, input line utilization, and systenn 
status. ePower saves your connpany tinne and energy while also saving the environnnent. 

• Patented Cyber Breaker® technology protects equipnnent by linniting overcurrent 
conditions to a single outlet 

• Color LCD touchscreen has an intuitive interface, and the guides allow for fast and 
sinnple local setup 

• Two high-speed USB ports can support up to 127 peripherals, such as environnnental 
sensors or Web canns 

• More than 60 high-density PDU configurations, including Wye and Delta 3PH inputs from 
4.2kW to 27.3kW 

• Network connection allows for remote monitoring and management of your power usage 

Best For: Companies looking to implement a comprehensive data center 
management plan. 



The Galaxy Series from Cyber Switching easily and affordably distributes single-phase 
or three-phase power within a three-phase infrastructure. Galaxy products are available 
in many different models and outlet configurations suited to customers' needs. The 
Galaxy Series provides IT and facilities personnel with a flexible and cost-effective tool 
for managing a three-phase infrastructure. 

• 20-, 30-, or 50-amp rated 

• Single or dual input cords 

• UL-489 circuit breaker protection 

• Standard 1 9-inch rackmount format (1 RU or 2RU depending on model) 

Best For: Organizations looking for a flexible and cost-effective PDU for managing their 
three-phase infrastructure. 



(888)311-6277 
www.cyberswitching.com 



(888)311-6277 
www.cyberswitching.com 



PDUs Direct CW-8H1-C20M & CW-8H2-C20M ' Raritan Dominion PX 




PDUs 



direct 



With the 1 10V CW-8H1-C20M and 208V CW-8H2-C20M, you can control and monitor 
your outlets remotely through an IP connection or serially for out-of-band access and 
enjoy the combination of power distribution and remote management. The PDUs also 
provide power and environmental monitoring, and when power or environmental con- 
ditions surpass the maximum limit, users are warned through SNMP alerts. The industrial- 
grade outlets provide multiple in-feed plug types and upgradeable firmware for depend- 
able power distribution. The CW-8H1-C20M and CW-8H2-C20M also let users reboot 
both single- and dual-power servers with just one command. 

• Individual outlet control 

• Environmental monitoring 

• Industrial-grade outlets 

• Steel case enclosure 

• Eight NEMA 5-20R outlets or eight lEC CI 3 outlets 

Best For: Small to midsized organizations looking for a remotely controlled power unit. 
Price: $350 (CW-8H1-C20M); $360 (CW-8H2-C20M) 




Raritan's intelligent rack PDU portfolio includes single-phase, three-phase, outlet- 
metered, outlet-switched, and inline power meters to meet the needs of diverse IT 
environments. Dominion PX measures power at the outlet level (RMS and apparent 
power), providing accurate views of power consumption at both a server and PDU 
level. Detailed, real-time power information is helpful in improving data center uptime 
and productivity, power and cooling capacity planning, load balancing, and energy 
efficiency. Information is displayed at the power strip via an LED display and remote- 
ly through a Web browser. 

• Simplified capacity planning with unit-level and outlet-level power utilization 
information 

• Resolves emergencies and improves MTTR with remote serial and TCP/IP access to 
outlet-level switching 

• Controls outlet groups using a single IP address, within a single PDU or across 
multiple PDUs 

• Alerts provided via email, SMS (via external gateway), audio alarm, and SNMP traps, 
providing advanced warning before major incidents occur 

• Includes environmental monitoring with optional temperature and humidity sensors 

Best For: Organizations needing an efficient power solution. 



(888) 751-7387 
www.pdusdirect.com 



(800) 724-8090 
www.raritan.com 
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Eaton Switched ePDU 




PDUs Direct C-16V2-C20MX PDUs Direct C-21 VY-L2120 





Designed for data centers and remote site management, Eaton's Switcined 
ePDU provides remote power monitoring of botli voltage and current. Tine 
current is displayed on a local two-digit ammeter. The Switched ePDU 
employs multiple configurations and is available in 42- or 70-inch vertical 
lengths. It provides individual on/off/reboot control of eight to 24 AC power 
receptacles, and the control interface is highly customizable with multiple 
functions and flexibility, allowing either SNMP traps or email alerts. 

• Individually control outlets via serial or Ethernet connection 

• 1 GO- to 240-volt operation, 20- to 30-amp input circuit 

• Voltage monitoring and current monitoring (per groups of eight outlets) 

• Highly customizable firmware interface 

• Environmental monitoring provides contact closure (door/water) sen- 
sors, temperature and humidity monitoring, and more 

• Email alerts of events 

• Industrial-grade design made of high-quality components with multiple 
mounting options for flexibility 

Best For: IT and data center managers looking for a customizable remote 
power monitoring solution. 

Price: Starts at $599 



The C-16V2-C20MX metered PDU provides several 
in-feed plug types and a local amp meter for the 1 6 
NEMA 5-20R or 16 lEC C1 3 outlets. This PDU is 
designed to be mounted in the rear dead space to 
leave more space for equipment and ventilation. It 
also features local LED input current monitoring, 
which lets you accurately measure the amps from the 
connected power circuit, safely maximize the load, 
and reduce the risk of overloads. 

• Industrial-grade outlets 

• Steel case enclosure 

• Premium powder coat 

• True RMS reading with input current monitoring 

Best For: IT managers who need to save space for 
equipment and ventilation. 

Price: $235 



(800) 386-1911 
www.epdu.com 



The C-21 VY-L2120 metered three-phase rack-mountable PDU 
offers a combination of high-density support and load balanc- 
ing using LED load meters. Additionally, it has 21 lEC CI 3 out- 
lets, a locking three-phase NEMA L21-20P in-feed plug, and 
three integrated local amp meters (one for each phase). It also 
provides nearly twice (1 .732 times) the power density of a 
standard 208V circuit, and it can be mounted in the rear dead 
space, so it won't eat up rack space. 

• Industrial-grade outlets and a steel case enclosure 

• High-quality powder coat 

• Three local LED phase meters with True RMS reading 

• Hardwired power cord 

Best For: Small data centers that need overcurrent protection. 
Price: $310 



(888) 751-7387 
www.pdusdirect.com 



(888) 751-7387 
www.pdusdirect.com 



Server Technology 
Per Outlet Power 
Sensing PDUs 



Server Technology's line of POPS (Per Outlet Power Sensing) PDUs 
combine intelligent cabinet power distribution and network- and seri- 
al-based power management with the ability to provide power moni- 
toring per an individual outlet or device. This product family is able to 
monitor the current load, voltage, power, apparent power, crest fac- 
tor, and power factor per individual outlet at an accuracy of +/- 2%. 

• Using POPS PDUs along with SPM (Sentry Power Manager), users 
can view power information per device, individual cabinet PDUs, 
rows of cabinets, the entire data center, or even globally over multi- 
ple facilities 

• Reports power information such as current, voltage, power (kW), 
apparent power, crest factor, and power factor 

• Supports two external 10-foot probes to measure both temperature 
and humidity; users can receive SNMP-based alerts or email 
notifications when conditions exceed defined thresholds 

• LED digital display reports the input current of the branch circuit 

• Meets the UL 60950-1 requirement for branch circuit protection 

• Ability to add an expansion PDU to monitor separate power circuits 
from a single IP address 

Best For: Organizations that want to monitor the power usage and 
effectiveness of equipment. 



Server Technology 
Sentry 415V CDUs 



(800) 835-1515 
www.servertech.com 



415V three-phase power distribution to the rack level 
is fairly new technology in North American data cen- 
ters. By bringing single-phase 240V/415V power 
directly to devices in the cabinet, there is a sizable 
efficiency gain both in the power distribution system 
and in the device itself. With Server Technology 
Smart and Switched 415V PDUs, you can also moni- 
tor environmental conditions, including power, tem- 
perature, and humidity levels, via two external 10-foot 
probes. Customized SNMP-based alerts let you know 
if any condition reaches a specified threshold. 

• Circuit breakers or tool-less fuse retractors to 
protect the branch circuits 

• True RMS current monitoring to guard against 
overloads 

• Daisy-chain linking capabilities 

• Two external 1 0-foot probes to monitor tempera- 
ture and humidity levels 

Best For: Data centers in need of high-density power 
distribution and those looking to convert to 415V at 
the rack level. 



Server Technology 
Smart Power Monitor 




(800) 835-1515 
www.servertech.com 



The rack-based Smart Power Monitor from Server Technology 
lets you add current load or power monitoring to your cabinet via 
Web GUI using either a serial connection or a Web-based 
interface. With this capability, you can see if there is enough 
power available for you to add devices to your cabinet and find 
out how close you are to the circuit's power capacity. Addition- 
ally, you can be sure your CDU's power in-feed is correctly 
loaded. The Smart Power Monitor can support two external 10- 
foot probes, which measure the temperature and humidity levels. 
You can view the conditions through a Web interface and receive 
alerts when environmental levels surpass thresholds you've set. 

• Input current monitor measures the aggregate current draw on 
each power circuit 

• Remote management via Web-based interface 
or serial connection 

• Supports two external 1 0-foot probes that measure 
temperature and humidity 

• True RMS current monitoring 

Best For: Organizations that need to remotely monitor and 
aggregate information for data centers and other facilities and 
already have Basic or Metered PDUs deployed. 



(800) 835-1515 
www.servertech.com 
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I New Botnet Discovered 

Network forensics vendor NetWitness recent- 
ly uncovered a disturbing new botnet. 
Described as the Kneber variation of a botnet 
based on the Zeus Trojan, the P2P botnet 
Waledac, and other software, the midsized 
infection repackages itself and uses other 
tricks to evade signature-based detection. 
NetWitness calls Kneber troubling for the 
types of data it has collected, including per- 
sonal dossiers, SSL certificates, corporate 
data, logins, and more; for the way it bypass- 
es some big-name antivirus software; and for 
the number of systems it has compromised at 
large corporations and other organizations. 
NetWitness says Kneber has hit an estimated 
75,000 nodes at 2,500 organizations. 

I FTC Warns Companies 
About Data Leaks 

Almost 100 
organizations 
were victims of 
P2P-related data 
breaches in 
which personal 
information, 
such as sensi- 
tive customer 
and employee 
data, was 
shared with 
users. That's 
according to the 
FTC, which sent 
letters to the 
organizations, 

which included schools, businesses, and 
local governments. In the letter, the FTC 
warned the groups that critical information 
was exposed when music files were ex- 
changed on P2P networks. The FTC wants 
to tighten the reins on regulations covering 
P2P technology to prevent the compromise 
of private information such as health- 
related data, financial records, and Social 
Security numbers. 

I Xerox Files Suit Over Search Patents 

Xerox is suing Google, Yahoo!, and YouTube 
for infringement of its search patents and 
integration technology. Xerox filed the litiga- 
tion in the U.S. District Court in Delaware, 
claiming that Google Maps and Google 
Video, YouTube, and certain Yahoo! 
Shopping Web tools breach Xerox's U.S. 
patents related to search query technology 
and data integration. Google and Yahoo! both 
dispute the alleged infringements, stating that 
the accusation has no merit and they will 
defend their companies as necessary. 

I Citrix Online Buys Paglo 

Citrix Online has acquired Paglo, a cloud- 
based IT management vendor that was 
founded in 2007. The financial details of the 
acquisition were not released. Citrix Online, a 
division of Citrix Systems, says Paglo will be 
an important asset to Citrix's suite of SaaS 
and cloud-based applications, including 
GoToMyPC, GoToMeeting, GoToAssist, and 
GoToTraining. 

I U.S. Lags In WiMAX Deployments 

According to deployment data recently 
released by the WiMAX Forum, the United 
States is falling behind in terms of implement- 
ing 4G WiMAX technology. The forum shows 
that 147 countries are currently deploying 
WiMAX; leading the way in regional deploy- 
ments is Africa with 114, followed by Central 
and Latin America with 109, and Asia-Pacific 
with 100. North American deployments as of 
January totaled just 51 , with only the Middle 
East region behind it with 28. The current 
deployments cover about 620 million people. 
The forum expects that number to grow to 
800 million by the end of 201 and 1 billion 
by the end of 201 1 . 
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Lightning-Fast 
Application Delivery 

Radware's LinkProof OnDemand Switch Offers 

The Performance You Need At A Price You Can Afford 



by John Brandon 
• • • 

One major challenge in running a small 
data center is finding products that deliver 
breakneck speeds for applications and net- 
work throughput yet do not carry the high 
pricing structures of products designed for 
companies with thousands of employees. 
Those "deep pocket" companies can easily 
spend six figures on WAN optimization and 
multi-LAN switches. Yet, it's not just large 
corporations that benefit from application 
acceleration; small to midsized enterprises 



You do not need to replace the device, you 
do not even need to restart or reboot the 
device — you add exactly what you need." 

Hani says this "pay as you grow" model 
is entirely unique in WAN optimization 
appliances and multi-LAN switches, 
which can often be cost-prohibitive, and 
provide more capacity than an SME needs. 

"As organizations move more and more 
processes and services to their networks, it 
makes sense to systematize WAN perfor- 
mance management and optimization," says 
Charles King, an analyst with Pund-IT. 




APSolute Application Delivery 



also need great performance, because the 
faster an application framework runs, the 
faster companies can meet the needs of cus- 
tomers, generate sales, and outclass the 
competition. This concept is one that appli- 
cation delivery expert Radware understands 
well and addresses with its scalable, afford- 
able LinkProof OnDemand switch. 

Right-Size Your Solution 

Radware's LinkProof OnDemand Switch 
(www.radware.com) has a licensing arrange- 
ment that is appealing to an SME because it 
lets you use a product technically suited for 
enterprise-class performance but at a capaci- 
ty and price more in tune with an SME. 

"With this on-demand switch platform, 
you can start from any throughput level 
required today . . . and scale on-demand up 
to 4Gb," says Nir Hani, Radware's director 
of product marketing for application deliv- 
ery. "What this means for the customer 
is not over- spending on their application 

Radware LinkProof 
OnDemand Switch 
Features 

• Throttles performance from entry-level 
speeds up to enterprise-class levels 

• Licensing changes can be applied on the 
fly with no restart 

• AppDi rector software provides clear view 
into application performance 

• Security is behavioral in that it watches 
for suspicious transactions 



delivery solution. If you are running an 
SME and you have a specific throughput 
capacity requirement, and you project next 
year or the year after you will need twice 
the capacity, then you [normally] have to 
buy up to a higher-end device to address the 
higher capacity. What we are offering is to 
pay for the capacity you normally need. 



King advises a careful analysis of the cost 
and benefits but says the trend is that SMEs 
are relying even more heavily on networks 
in recent years, especially in cases where 
applications and services are leveraged over 
the Web and become critical to all busi- 
ness operations. King says an SME should 
ask some tough questions about applica- 
tion performance: What performance does 
the SME really need to be competitive? 
How does current performance compare to 



. radware 



the new WAN-optimized performance, 
and what will be the clear benefits? Does 
the SME have a roadmap for future appli- 
cation services? 

Hani says the strategic planning issue is 
an interesting one for an SME. It is a defi- 
nite need, but a larger enterprise often has 
an entire team of strategic planners who 
carefully determine the network perfor- 
mance requirements for future growth. In 
an SME, sometimes the staff members are 
so over-taxed that the primary concerns of 
network backups and storage allocations 
are all-consuming. 

"Pay as you grow [scalability] enables an 
SME to overcome capacity planning chal- 
lenges," says Hani. "They do not need to 
plan several years ahead and [have] one side 
of the company pay more for what they need 
or a solution that sooner or later does not 
have the capacity; instead, they get exactly 
what they need. For smaller companies, the 
value they are getting is greater because for a 
smaller business they do not have capacity 
planning and strategic planning teams. They 
do not need to plan ahead as much." 

SME Benefits, Enterprise Performance 

Hani says another major benefit for an 
SME has to do with transactions per second. 
Often, smaller companies find that they do 
business online more than expected, and the 
OnDemand Switch provides not only fast 



processing for a large number of transac- 
tions but processes the transactions that do 
occur much faster. For example, a company 
that sells many products online through e- 
commerce may find that the transactions for 
the Web processing occur faster and do not 
slow the customer experience. 

"The amount of transactions can get 
heavy quickly," says Hani. "Response time 
to this factor directly translates to the bot- 
tom-line quality of the experience. When 
the SME accesses a business service or 
application, they expect it to be highly 
available but also to perform very well." 

Hani equated this concept to buying a 
Ferrari engine — you know the perfor- 
mance is there, and the OnDemand Switch 
can accommodate fast transactions based 
on the licensing level you set. 

One last major benefit to an SME that 
Hani mentions is that the product has a long 
shelf life, and the company is committed to 
the OnDemand Switch as a go-to device for 
an SME. In an IT industry where products 
appear overnight from small companies and 
then disappear as quickly as they emerged, 
Hani says customers can rely on the 
OnDemand Switch for years to come. 

Extra Features & Functions 

Hani says the OnDemand Switch in- 
cludes Radware's AppDirector software, a 
tool that is often sold as a separate utility 
and a major benefit for those that need a 
view into network performance. 

"AppDirector provides the full feature 
set of advanced application delivery con- 
trollers [and] provides local load balanc- 
ing, which includes self monitoring for 
standard protocols and for specific applica- 
tion protocols, modifications, and traffic 
redirection," says Hani. "The ability to load 
balance is great for customers with two or 
more data centers [that] need high avail- 
ability and quality of experience for apps 
deployed in different locations. Global 
load balancing provides transaction com- 
pletion for all users for all applications at 
all times, for DNS resolution and non-DNS 
resolution and legacy applications." 

Hani also mentions multilayered security 
benefits, such as intrusion detection, protec- 
tion against denial-of- service attacks, and 
behavioral protection that uses signatures 
and watches for unusual transactions. 

Radware LinkProof 
OnDemand Switch 



(877) 236-9807 
www.radware.com 

Description: Multi-LAN switch and WAN 
optimization appliance designed for fast 
application performance, with varying levels 
of licensing available for SMEs. 

Interesting Fact: The OnDemand Switch 
can be configured for entry-level 200Mbps 
throughput or throttled up all the way to 
enterprise-class 4Gbps performance. 
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HOW TO 



Implement A Network 
Monitoring Plan 



Keep An Eye On Networks 



by Holly Dolezalek 

Chris Young is the IT director for 

the Houston Academy of Medicine-Texas 
Medical Center Library. The hbrary's Web 
site makes a lot of resources, such as ac- 
ademic journal articles and books, avail- 
able electronically to users who have per- 
mission to access them. The site gets about 
3 million hits a year, and users pulled 
almost 18TB of licensed content in 2009. 

With a load like that, network monitoring 
is obviously an ongoing priority. Young 
has been monitoring networks for 25 years, 
and the library has had network monitoring 
in place since he began working there about 
seven years ago. "I've made every mistake 
you can make in this area," he says. 

Young explains that in designing the 
library's network monitoring plan, he 
started with the critical applications that 
would be detrimental to the business if 
they had outages or other problems. 
"Obviously, the email system for internal 
users is a big deal, as is the phone sys- 
tem," he says. "But the help desk system 
that our IT staff uses isn't as critical, so it 
doesn't have to be monitored as closely." 



Key Points 



Decide what your critical business applica- 
tions are and include those in your net- 
work nnonitoring plan. Leave out or nnonitor 
less closely the applications or systenns 
that can be down for a few hours without 
substantially affecting the business. 

Network nnonitoring needs fine-tuning. 
Once you innplennent your plan, you'll 
need to revisit it at regular intervals to 
nnake sure it's nnonitoring the right things. 

Don't forget to include a way to monitor 
the other networks, such as SaaS 
providers, and carriers you lease connec- 
tivity from but whose performance may 
affect your network's performance. 



Still, that doesn't mean watching and 
responding to everything those network 
elements do. "There are a lot of big net- 
work monitoring packages out there that 
do a lot of detailed stuff that most people 
just don't need," he says. "I have fewer 
than 50 servers, and to spend $75,000 
on a product to monitor those would just 
be overkill." 

Young also used his years of experience 
to fine-tune his network monitoring so that 
he wouldn't be deluged with alerts. "If 
you set your alarms too low, you'll get 
paged every time something goes a degree 
over your set temperature or reaches 90% 
load, and you'll get 15 pages before it 
goes back down," Young says. 

Choices, Choices 

Generally speaking, network monitoring 
takes place at three levels: SNMP, flow 
records, and packet-based. SNMP is the 
most basic type, and most network equip- 
ment is SNMP-enabled so that it can be 



polled as to whether it's up, what the tem- 
perature is, and other statistical informa- 
tion. For simpler networks, SNMP is likely 
to be sufficient; users can set up alerts so 
that they're informed if the equipment goes 
down or its temperature is going up. 

Flow is the next level. Jay Botelho, direc- 
tor of product management for WildPackets 
(www.wildpackets.com), a network perfor- 
mance company, explains that a flow is a 
sequence of packets that has seven identical 
characteristics: source IP address, destina- 
tion IP address, source port, destination 
port, layer 3 protocol type, TOS (type of 
service) byte, and input logical interface. 
By providing this specific network usage 
data and expanding on measurements such 
as overall throughput, flow-based data can 
fill in the gaps left by SNMP. 

In packet-based monitoring, the pack- 
et traffic is decoded and analyzed as 
it passes through a network, yielding 
more information about the traffic. 
Botelho explains that enterprises should 
establish objectives and use a network 
monitoring technology that meets them: 
For example, if you just need simple 
device status, SNMP may be the right fit. 
But if your enterprise needs all of the 
details about what is happening on the 
network, a packet-based solution is what 
you need. 

Not Just What, But How I 

Start your network monitoring plan with a 
clear understanding of what's in your net- 
work as well as what needs to be monitored 
and what doesn't. "Develop a list of all net- 
work nodes that must be monitored, the type 
and level of traffic traversing these nodes, 
and the level of visibility you wish to 
achieve," says Botelho. 

Network equipment often comes bundled 
with monitoring software. Depending on 
your environment, this software may be the 
only one you need. But it won't necessarily 
be sufficient, so take a look at what it can do 
and make sure it monitors what you need it 
to monitor. "For the most part, this software 
isn't used because it has limited func- 
tionality," explains Ken Sanofsky, general 
manager. North America, for Paessler 
(www.paessler.com), a network monitor- 
ing solutions company. "It's also often 
limited to the manufacturer's devices, 
which doesn't help in most corporate IT 
environments, which have several manu- 
facturers' devices on their network." 

Because every network is different, net- 
work monitoring and fine-tuning go togeth- 
er. Eric Hobbs, president of Technology 
Associates (www.technologyassociates.net), 
points out that implementing network moni- 
toring isn't the final step; the ongoing final 
step is to tune the system so it tells you what 
you need to know and doesn't bother you 
with what you don't need to know. "A lot of 
people buy a monitoring tool and expect it 
to come custom-tailored to their environ- 
ment, but it doesn't work that way," he says. 
"It's a tool, just like a spreadsheet applica- 
tion, and you have to customize it." 

In fact, good network monitoring means 
continued fine-tuning, even after the initial I 



setup is working. Networks change, appli- 
cations change, and capacities change, and 
changes in networks mean changes in 
what makes sense to monitor. "Your needs 
are going to change over time, and you 
need to make sure the alerts you're getting 
are valid and the ones you're ignoring 
are invalid," Hobbs says. 

For example, it might seem reasonable 
to set up an alert for any time a server's 
processor gets to 80% load. But, "people 
who haven't monitored servers before 
might underestimate the sporadic nature of 
server performance," Hobbs says. "You 
can set that alert and find that it gets to 
that percentage all the time for fractions of 
a second. Instead of getting 20 alerts in the 
first half hour, it makes more sense to set 
the alert for 75% if it stays there for 30 
minutes at a time." 



TOP TIPS 



When designing your network monitoring 
plan, don't forget the networks that aren't 
yours. Do you have SaaS applications? 
Do you lease some of your connectivity 
from a carrier? What about applications in 
the cloud? In these and other cases, the 
performance of someone else's network 
can affect yours. "This can be a problem, 
because you can monitor your own 
routers but you can't monitor a carrier's," 
says Jim Melvin, president and chief mar- 
keting officer of Apparent Networks 
(www.apparentnetworks.com), a network 
performance management company. 
"Their network can change every five 
minutes, and when their performance 
changes, yours will, as well. So you have 
to have a monitoring tool or plan that will 
allow you to monitor the performance of 
the network as it interfaces with that 
SaaS application or the cloud." 

Good network monitoring includes moni- 
toring the changes that get made. Some- 
times, the explanation for a network prob- 
lem may be in a simple change that 
someone makes when trying to solve a 
problem. "Any change to any server, 
hardware or software, needs to be docu- 
mented, and you have to have a system 
that makes it easy for people to see 
what's been changed," says Eric Hobbs, 
president of Technology Associates 
(www.technologyassociates.net). "If 
someone turns on the event logging for 
the antispam program in order to diag- 
nose a problem, that should be docu- 
mented. That way, when performance 
takes a hit later on and you're trying to 
figure out why, you can look at what's 
been changed and see that that event 
logging just needs to be turned off again." 

Two metrics that give a good indication of 
how your server is handling its load are 
the average disk queue length and the 
paging statistics. "Those are the two 
biggest things that cause performance 
issues on the network," Hobbs says. 



IT Hiring Sliows Signs 
Of Improvement 

After what was a rough year for IT, employ- 
ment is showing some signs of improve- 
ment. "There are some very encouraging 
signs in terms of IT hiring," says Mark 
Roberts, CEO of TechServe Alliance, which 
tracks IT hiring based on analysis of U.S. 
employment data. According to TechServe's 
January numbers, IT employment was up 
12,900 jobs, or 0.3%, to 3.823 million posi- 
tions. Employment in 
the IT field peaked in 
November 2008 at 
about 4 million jobs 
and headed downward 
through mid-2009, with 
a noticeable drop in 
August. 




"We saw contraction, contraction, contrac- 
tion" for the first half of 2009, Roberts says. 
Although he's reluctant to label what is hap- 
pening a trend, it's "an encouraging sign," 
he says. 

"It's always a bit like reading tea leaves, 
and you're always wondering if a monthly 
uptick is a sign of a trend. But, on balance, 
what we've seen is stabilization for about 
the last six months. Only time will tell, but 
we're pretty optimistic about the future," 
Roberts says. 

Real Positives 

Overall, Roberts says, he sees some 
real positive signs and is optimistic about 
growth. "We think there's a fair amount of 
pent-up demand in terms of projects. I think 
you can only go so long before you address 
some of these things that have bottom- 
line implications." 

With more funding becoming available, 
Roberts sees a brighter future for the indus- 
try. "We are optimistic over certainly the next 
12 months that the trend line will be up," he 
says, pointing out that there's a definite tie 
between IT and the overall economy. If com- 
panies that are heavily dependent on IT are 
experiencing hard times and earnings are 
down, Roberts says, they will pull back on IT 
spending, and that will impact IT and IT ser- 
vices. Demand for IT services is a reflection 
of companies being more competitive, which, 
he says, suggests "a more positive outlook 
by companies and their willingness to spend 
and invest in the future, including in areas 
such as IT." 

The U.S. Bureau of Labor Statistics, echo- 
ing TechServe, sees the period of 2008 to 
2018 as one of above-average growth for IT 
hiring overall. The bureau's predictions see 
software engineers adding 300,000 jobs 
during that time; systems analysts growing 
20%; and database administrators, sys- 
tems, and computer networking fields grow- 
ing 30%. 

by Patrick Kean 
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Top Mistakes To Avoid 

Data center projects always come with 
the possibility for mistakes that can mean 
the difference between success and fail- 
ure. We identify a few of the most com- 
mon mistakes — and how to avoid them — 
with several key projects. 
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Data Center Design Snags 

Top Mistakes To Avoid When Building New Or Adding On To Your Data Center 



by Elizabeth Millard 

Every project has its potential issues 
and missteps, but when it comes to data 
center design, even minor mistakes can 
have a major impact. Make sure to avoid 
snafus from the beginning by planning 
properly and knowing what to avoid. Here 
is a look at some of the top problems you 
might encounter and how to prevent them. 

Not Employing A Design Consultant 

Hiring a consultant familiar with data 
center design issues can be crucial to your 
design because these experts have worked 
on numerous centers in the past and have a 
trained eye for what's succeeded or failed in 
the past. In addition, they keep up with 
changing design strategies and technologies. 

"While it's possible to acquire sufficient 
knowledge, why take the chance?" says 
Peter Sacco, president of PTS Data Center 
Solutions (www.ptsdcs.com). "Also, not 
all data center facility design consultants 
are the same. Construction contractors or 
[strategy] consultants often don't have the 
data center-specific knowledge required 
for a successful project given the pace of 
demand IT systems have put on facilities." 

Depending on skilled experts means that 
an IT staff won't have to go through the 
endeavor alone, adds Sajeel Qureshi, vice 



president of operations at Computan 
(www.computan.com). "Techies are great 
at managing existing processes, managing 
existing server farms, etc., but not good at 
physical groundwork and facility build 
up," he says. Very few people are experts 
in those areas, he adds, and the skill is a 
premium that's worth the price. Qureshi 
has heard numerous horror stories of firms 
that approached their data centers as just 
another utility to handle business, only to 
find that they didn't properly forecast the 
costs of vital items such as generators. 

Also, by employing outside help, the 
building will be up to code at both the 
municipal and industry levels, he adds: 
"Another problem when relying exclu- 
sively on your own staff is that they set 
up the environment with a few loopholes 
that only they know and may not be 
industry standards." 

Skimping On The Planning Time 

Just as a good carpenter measures twice 
and cuts once, a data center manager needs 
to plan extensively before any implementa- 
tion — think of it as measuring 20 times and 
cutting once. 

Sacco believes that project planning 
means determining needs, surveying exist- 
ing conditions, assessing recommendations 
for improvement, developing program 



Key Points 



• Hiring a design consultant can prevent 
problems, thanks to consultants' 
expertise in data center issues and 
understanding of common mistakes. 

• Take the time to plan extensively before 
construction starts. 

• Spend time thinking of smaller details, 
such as entrances, doors, sensors, and 
even whiteboards. 




Overlooking The Details 

Most likely, much planning time will be 
spent on planning a data center's layout, 
hot and cold aisles, cabling, power input, 
and venting. But there are numerous other, 
smaller details that also have to go into the 
mix, notes Michael Sigoumey, senior prod- 
uct specialist at AVTECH (www.avtech 
.com). "We run into people who never plan 
for sensor locations and where they'll be 
mounting them," he says. "But you have 
to plan for sensors the same way you do 
for network connections." 

Another consideration is entrances and 
exits, especially the type of doors that will 
be used. For example, many data centers 
benefit from having a set of double doors 
that are near a loading dock because 
equipment can then be brought in on pal- 
lets and placed directly in the data center. 
Sigourney has seen some companies that 
get deliveries and then have to wait days 
before implementing the equipment 
because it takes time to bring each piece 
into the center. "Some managers even 
have to remove doors from their hinges to 
get equipment in, and that just wastes 
time," he says. 

Other design elements to consider are 
storage closets — including one that's espe- 
cially secure for more expensive equip- 
ment — and a crisis room. "When there's a 
huge issue, you don't want to be waiting 
for access to a meeting room on the other 
side of the building," Sigoumey says. "IT 
needs a place to plan and write on white- 
boards that aren't public to the rest of 
the company." 

Companies should plan other "small" 
items such as placing a layout on the wall 
to guide IT employees to equipment 
quickly and implementing cable manage- 
ment labels and software. 

Designing a new or expanded data cen- 
ter may seem like a huge project — and it 
is, many times — but by concentrating on 
each big and small detail and building in 
more planning time, mistakes can definite- 
ly be avoided, tm 



Top Problem: 

Not Seeing All The Design Components 

There's a great deal that goes into a data center, but some managers only think in terms of 
physical space when considering design strategies. "We're often asked to fix a facility that's 
running out of space, power, and cooling, only to find that they are also operating with low 
processing utilization, low storage utilization, and little virtualization, leading to excessive 
energy use," says Peter Sacco, president of PTS Data Center Solutions (www.ptsdcs.com). 
Creating an understanding of how a center is currently running can be very useful when 
designing a new one or expanding an existing facility. 



requirements for implementing them, and 
developing conceptual designs from which 
costs and schedule reports can be created. 
All this planning is aimed toward narrow- 
ing the scope, schedule, and budget, which 
all need to be in place before design and 
construction can begin. 

Failing To Consider 
Environmental Impacts 

With all the attention paid to green 
building strategies and energy efficiency, 
it's easy to fold environmental awareness 
into any data center design planning. 

According to Steve Suesens, category 
manager for Staples Technology Solutions 
(www.staplestechnologysolutions.com), 
there are a number of 
questions that managers 
should ask: 

• Should I consider or 
forecast my data center 
carbon emissions? 

• How will I reduce my 
carbon emissions to 
avoid financial penalties 
or emission credits? 

• What tools are available 
to monitor, manage, and 
report my company's 
carbon emissions? 

• What existing technolo- 
gy should be refreshed 
with more energy-effi- 
cient equipment? 
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Equipment On The Move 



Planning & Communication Are Key To Avoiding Mishaps 
When IVIoving Data Center Equipment 



by Carmi Levy 

It's often said that the only constant in 
business is change, and this rings especially 
true in the data center. Evolving business 
needs increasingly challenge data center 
managers to have the right balance of hard- 
ware and network infrastructure on hand. 
As those needs change, moving the equip- 
ment around becomes more common. 

The complexity and interdependence of 
today's data centers necessitate a methodi- 
cal approach to the process. Moving a 
server — even if only a few feet — is a far 
more involved process than moving living 
room furniture. Whether the hardware is 
being relocated across the aisle or across 
town, the basic needs are similar: Mini- 
mize business disruption and assess the 
risks associated with the move before the 



service levels match those experienced 
before the move. 

Do-lt-Yourself Errors 

As many homeowners have discov- 
ered, it's easy to get in over your head 
when scoping a home repair project. The 
complexity of most modern data centers 
can similarly overwhelm cost-conscious 
IT managers. 

"There are so many things that go into 
a proper data center migration and these 
need to be captured in a detailed project 
plan," says Kevin Bloom, Bick Group's 
vice president of IT infrastructure ser- 
vices (www.bickgroup.com). "First-time 
data center movers will invariably forget 
or underestimate one or more critical 
activities or completely leave risk analy- 
sis unaddressed." 




first plug is pulled. Consider the following 
pitfalls and related solutions before the 
first device is moved. 

Insufficient Focus On The Data 

In virtually all respects, the hardware is 
immaterial; rather, the data is paramount. 

"While IT professionals give long 
thought to the infrastructure involved in a 
data center relocation, moving the data 
itself can be just as difficult and sometimes 
even more so," says John Luludis, president 
of Superior Technology (www. superior 
technology.com). "It is easy for IT profes- 
sionals to lose sight of the data, as many 
firms have increasingly adopted the model 
that the business group leadership owns 
their own data." 

The impact, says Luludis, could be dev- 
astating. "Data quality may suffer when it 
is quickly moved to the new data center as 
an afterthought," he says. "At best, critical 
data may be temporarily unavailable. At 
worst, records could be lost permanently. 
For companies that are increasingly reliant 
on data, the ramifications range from 
immediate lost sales and abandoned shop- 
ping carts to long-term damage to company 
reputations and customer relationships." 

With that in mind, admins should 
approach key business areas to understand 
and document data ownership early in the 
data center move planning process. 
Establish benchmarks such as database 
response times and end-user application 
performance to ensure post-relocation 



Bloom advises IT shops to build detailed 
project plans, even for the smallest moves. 
They should involve key systems and busi- 
ness experts and external resources if these 
skills aren't available on staff. Planning 
should also follow classic project manage- 
ment methodologies, including scope defi- 
nition, activity prioritization and tracking, 
sequencing, duration and effort estimates, 
and risk analysis. 

Ignoring The Risks 

Of IVIoving Older Equipment 

Whenever equipment is moved either 
internally or externally, it's exposed to a 
certain degree of additional risk. If a serv- 
er, for example, fails as a direct result of 
relocation, business continuity could be 
impacted. In the case of older hardware 



Key Points 



Data center nnoves innpact data as well as 
hardware, so ensure that your relocation 
plans focus strongly on data integrity dur- 
ing and following any nnove. 

Resist the urge to save money. Don't 
lump a relocation into another project, 
and don't take on a complex move with- 
out proper help. Even small moves can 
become overwhelmingly complex. 

Proactively communicate with the widest 
possible audience to minimize the poten- 
tial for confusion and loss of productivity. 



that may no longer be available, the risk is 
even greater. 

To protect yourself from the risks of 
moving legacy hardware, reach out to ven- 
dors and have contingency plans in place 
for all hardware that is directly and indi- 
rectly affected. 

"The data center equipment move plan 
should include activities that identify solu- 
tions to replace all components/equipment 
within a definitive amount of time," says 
Superior Technology's Luludis. "For exam- 
ple, if you are moving components or equip- 
ment that is not widely available in the 
marketplace, then potential replacements, 
with a predicted delivery timeframe, need to 
be identified prior to executing the move." 

Misguided Project Combinations 

To save money, time, or related re- 
sources, some organizations attempt to con- 
solidate relocation projects with other IT or 
business technology initiatives. The results 
could be disastrous due to rampant com- 
plexity and blown timelines. Irwin Teodoro, 
the director of engineering and systems inte- 
gration at Laurus Technologies (www 
.laurustech.com), says that in one case, a 
client's attempt to combine projects resulted 
in significant financial penalties because the 
company failed to vacate the old facility 
on time. 

"Moving a data center is a major project 
in and of itself," says Teodoro. "It is not the 
time to virtualize the computing environ- 
ment, incorporate a new tiered storage phi- 
losophy, or move to virtualized desktops." 

He advises IT to move the data center 
first and then consider moving forward 
with other projects. "If your operations or 
finance team insists on trying to combine 
projects, work with your vendor or reseller 
on a quote for sequential projects," he says. 
"The costs should not be significantly 
more expensive." d 



Top Problem: Insufficient Communication 

Many organizations fail to advise employees and other stakeholders potentially affected by the 
move. Even non-technical workers often need to know whaf s going on because if things don't go 
according to plan, productivity could take a significant hit. 

"Neglecting to tell non-technical people about a major change in the data can result in a lot of 
unneeded phone calls, emails, and complaints," says Douglas Hanna, customer service manag- 
er at HostGator.com. 

"If a major change is about to take place, it's a good idea to get into the habit of letting everyone 
know what's happening and what the implications will be," says Hanna. 

To minimize data and business productivity risk, companies should integrate comprehensive 
communication steps into relocation project planning. Strategically, they should err on the side 
of communicating to the broadest possible audience. 



I IP Task Force Formed 

The U.S. Justice Department has created 
an intellectual property task force in an effort 
to decrease the number of domestic and 
international IP crimes. The unit is designed 
to help prosecutors utilize federal, state, and 
international law enforcement agencies and 
is expected to increase the Justice Depart- 
ment's focus on the international side of IP 
law enforcement. The IP task force will 
work with the office of the Intellectual Prop- 
erty Enforcement Coordinator, which is set 
up to draft an administration-wide plan for 
IP enforcement. 

I DRAM Market Set To Grow 

The DRAM industry is seeing signs of life 
after three years of declining revenues. 
According to research firm iSuppli, DRAM 
revenue in the fourth quarter of last year 
more than doubled from the same period in 
2008, and analysts believe the trend will con- 
tinue this year. Increased shipments and 
higher average selling prices are driving the 
growth. iSuppli predicts that DRAM revenue 
will be $31 .9 billion this year, a 40% growth 
compared to 2009. iSuppli expects the trend 
will continue through 201 1 . Overall growth in 
the DRAM market reflects the increase in PC 
shipments last year. 

I Brocade Reports 

Substantial Increase In Revenues 

The first quarter of Brocade's fiscal year 
brought good news for the company. Its rev- 
enues of $539.5 million represent a substan- 
tial year-over-year increase of 25%. Earnings 
per diluted share rose 57% from the previous 
quarter to 1 1 cents on a GAAP basis and 
27% to 1 9 cents on a non-GAAP basis. The 
improvements to Brocade's financial picture 
are mainly attributed to the performance of its 
storage networking business, the company 
says. "Q1 highlights the work 
ahead in building our 
Ethernet business to the 
levels we expect," says 
CEO Michael 
Klayko. 




I IT Budgets Reserved For Upgrades 

A recent study from Forrester Research con- 
cluded that many companies plan to use their 
IT budgets to upgrade existing applications 
rather than employ new software. The survey 
was conducted among 2,200 IT executives at 
large corporations and small to midsized 
enterprises. The results of the study found 
that 41 % of large corporations and 21 % of 
SMEs plan to improve the finance and ac- 
counting software they already have, while 
48% of large corporations and 1 9% of SMEs 
plan to upgrade customer relationship man- 
agement software. The study also found that 
more than 20% of SMEs plan to launch CRM 
or information and knowledge management 
software starting in 2010 or later. 

I Intel Leads Group 

To Invest In American Technology 

The Invest In America Alliance, a group com- 
posed of 24 venture capital firms and led by 
Intel, has committed to investing $3.5 billion 
in new technology in the United States over 
the next two years. Intel's capital arm will 
contribute $200 million. Areas of focus 
include clean technology, IT, and bio technol- 
ogy. Intel President and CEO Paul Otellini 
says the investments will "help drive job 
growth in the U.S. now and in the future." 
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Sidestep Project Management 
Landmines 



Poor Communication, Lack Of Leadership 
& Other Problems Can Hamper A Project's Success 



by Sixto Ortiz Jr. 

IT PROJECT MANAGEMENT can be precari- 
ous: Depending on which source is consult- 
ed, the failure rate for IT projects ranges 
anywhere from 30 to 60%. So, the odds are 
good that an IT project will fail to achieve 
its business case. 

But, here's a silver lining: There's plenty 
of history documenting IT project mistakes. 
Administrators looking to steer a project to 
success should study the mistakes others 
have made in the past, especially within their 
own organizations. After all, those who 
don't learn from history are doomed to 
repeat it. 



Key Points 



Technical know-how, business acunnen, 
and people nnanagennent skills are all 
ingredients of successful IT project 
nnanagement. 

Capturing top nnanagement support greatly 
increases the odds for success. 

Risks cannot be eliminated, but they can 
be managed as long as they are identified 
in plenty of time. 



Poor Definition 

Of Project Requirements 

It would seem logical that an 
expensive IT project would have 
clearly defined objectives and a 
clear idea of the resources and 
outlays needed to get to the end 
zone. However, many organiza- 
tions have suffered through poor- 
ly planned projects that ended up 
in the corporate scrap heap. 

Unless everyone agrees on 
what is getting built, what the 
parameters are, and the rules for 
how things can change, the 
eventual outcome will be an 
unhappy ending, says Tony 
Navarrete, lead technical mar- 
keting in the IT Business Man- 
agement unit of BMC Software 
(www.bmc.com). 

"Early in the project defini- 
tion stages, you need everyone 
to agree on the scope, high- 
level project budget, and key 
requirements," says Navarrete. 
And, he adds, all of the stake- 
holders in the project must 
agree on these points so the 
project can move forward. 




Harry Schultz, senior vice 
president of product develop- 
ment and solutions at Digital 
Reasoning Systems (www.digi 
talreasoning.com), says the true 
hallmark of a successful project 
is a customer that enthusiastically 
embraces the deployed system 
because it successfully addresses 
the specific needs that initiated 
the project in the first place. 

But, says Schultz, the require- 
ments-gathering process usually 
requires a significant commit- 
ment of time with the end cus- 
tomer to really understand their 
business and how the proposed 
system will be used. To accom- 
plish this, Schultz recommends 
that a standing group of key 
customers (both technical end 
users and major decision mak- 
ers) and key project members 
be formed to participate in the 
requirements definition process 
at the project outset. 

Insufficient Communications 

A complex IT project in- 
volves a substantial number of 
people working together toward 



Hiring Hindrances 

What To Avoid When You're Looking To Increase Your Staff 



by Holly Dolezalek 
• • • 

With all the technological complexity 
of running networks, Web sites, and applica- 
tion databases, the mundane matters of 
staffing a data center or IT department can 
fall off the radar. But even in a tight job mar- 
ket, every IT manager has to hire someone 
now and again. Here are some mistakes to 
avoid if you can when you fill a new or exist- 
ing position. 

Don't Rush It 

Do you have the budget to hire someone 
new? Do you have a job description for the 
position, and is it up-to-date? Who else is 
involved in the decision, and have they had 
input? Are your questions ready? Has the ini- 
tial pool of candidates been screened to elim- 
inate applicants with the wrong skills? 
"Rushing the hire without qualifying the can- 
didates and [giving] poor job descriptions are 
common mistakes that hiring managers 
make," says Allen Vailliencourt, a technolo- 
gy consultant for FGP, a business services 
firm (www.fgp.com). "These mistakes often 
result in a pool of candidates that aren't right 
for the job." 



Key Points 



The best way to avoid a hiring mistake is to 
take your time with the job description, inter- 
view questions, and search criteria. 

Promote the position internally so that you 
have the opportunity to promote from within 
and retain your best employees. 

Because of the recession, top-tier candi- 
dates may not always be out and looking for 
a new job. Avoid delays if you can, because 
top candidates will go elsewhere if they don't 
hear from you. 



They may also cause a candidate that is 
qualified to be eliminated, because rushing 
the search can often result in a too narrowly 
focused search. "For example, there are 
amazing IT candidates out there, but they 
may not have the exact skill set you are 
seeking," says Brent Frank, director of 
national sales for ConsultNet, a technology 
and engineering staffing company (www 
.consult-net.com). "Using the wrong criteria 
can lead to a great candidate being ruled out 
too quickly." 



Disorganized searches also often result in 
delays at the end of the process, where 
they're more destructive. Starting and stop- 
ping to rescreen candidates or look for new 
ones because the first group doesn't match 
up or to refine the job description means 
delays for the applicants you interviewed. 

"Not being completely prepared exposes 
you to the risk of losing top candidates," 
Frank says. "The market will continue to 
become more competitive as it improves, so 
get your ducks in a row and your processes 
in place before you start a candidate search." 



Take your time, start with the basics, and 
get everything ready before the ad is placed, 
Frank continues. "People often underestimate 
the time and expense of procuring top IT tal- 
ent," he says. "Remember that finding the 
best person for the position, with the right 
skills, experience, and potential, takes time. 
Setting up a clear process can greatly accel- 
erate the hiring process and help reduce your 
risk in hiring a new person." 

Ask The Right Questions 

Answers to generic questions such as 
"Why do you want to work here?" and 
"What's your biggest weakness?" won't tell 
you what you need to know about whether a 
candidate is right for the position you're fill- 
ing. Make sure that you (or the hiring manag- 
er, if you aren't doing the initial interviews) 
ask questions that apply to the position. What 
skills are you looking for? What qualities do 
your other employees have that you'd like 



Top Problem: Don't Ignore Internal Talent 

You may think that your only option is to go outside of the organization because you know the inter- 
nal talent pool and it doesn't have what you need. Or does it? "Hiring managers have a tendency to 
overlook existing talent that is right under their noses," says Brent Frank, director of national sales 
for ConsultNet (www.consultnet.com). "This is especially true with IT professionals, as many quietly 
take on new projects to continually polish existing skills and gain new ones, often without upper 
managemenf s knowledge." 

Frank explains that if s best to start with internal talent whether you think it's there or not. Thaf s par- 
ticularly true now, when some employees may just be sticking around because there's nowhere else 
to go. "Companies that continue to overlook the merits of their own talented people will lose those 
people as the economy and job market continues to improve," he says. 
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one goal. A lack of clear communications 
can cause personnel to lose direction, 
focus, and ultimately the desire to see the 
project through. 

One of the reasons projects often fail to 
align well with the desired value is because 
of inconsistent or inadequate interaction 
with the various sponsors and stakeholders, 
says Eric Willeke, lead architect for EMC 
Consulting (www.emc.com). To avoid this 
landmine, he adds, project leaders should 
focus a majority of their energy outside the 
project to ensure a clear understanding 
exists between the project team and the 
stakeholders. These communication chan- 
nels, he says, allow potential impediments 
to be resolved promptly. 

William Stuckert, vice president and gen- 
eral manager for Advanced Technology 
Services (www.advancedtech.com), says 
lack of communication about the business 
value of a project can have a negative impact 
on the people working on a project. Man- 
agers should clearly communicate the rea- 
sons a project is important to the business, 
Stuckert says, adding that this shows person- 
nel the overall impact of their contributions. 

Lack Of Leadership 

Every undertaking must have direction 
from a leading individual. Without a strong 
hand to provide direction and leadership, a 
project may run aground very quickly, much 
like a ship steered by multiple captains who 
each wish to go in different directions. 

Digital Reasoning Systems' Schultz says 
successful projects require a project leader, 
not a project manager. An IT project should 
not be run as a democracy but rather as a 
benevolent dictatorship, he adds, because the 
project team requires clear direction and 
quick conflict resolution. 

"A project awash in indecision is ripe for 
failure," Schultz says. Strong leaders must 
convey a very concise message about project 
goals and how those goals are to be met. 



Another dimension of leadership is 
ensuring that the person leading the pro- 
ject has the expertise needed to do so. But, 
says Jack Bergstrand, CEO of Brand 
Velocity (www.brandvelocity.com), the 
program director for a company is usually 
a respected business or technology execu- 
tive who has never run a large IT project 
before. When that happens, this individual 
depends too much on the consulting sys- 
tems integrator from the start, thus creat- 
ing the expectation that the integrator will 
manage the project in a turnkey fashion. 

Poor Risk IVIanagement 

Projects are filled with unknowns at the 
outset, so determining what the potential 
obstacles are and the risks they pose to the 
effort is absolutely essential. 

According to Alexander Magno, senior 
director of ADM North American Deliv- 
ery at Keane (www.keane.com), a com- 
mon mistake made by project managers 
is taking a "sit back and wait" approach 
to risk and attempting to solve problems 
once they occur. Magno says project man- 
agers should avoid falling into this pas- 
sive approach. 

The first step to avoiding this mistake, 
says Magno, is for team leaders to create a 
collaborative team atmosphere where 
openness helps identify and manage risks 



before they become issues. Second, he 
says, project leads should enable and 
coach teams so they consider the down- 
stream impacts of delays, for example. 
Finally, mitigation strategies should be 
identified so the project team can work 
around risks and keep moving forward. 

Lack Of Alignment With The Business 

A project that lacks management sup- 
port has a good chance to fail. After all, 
uncommitted top management is more 
likely to pull the plug on a project the first 
I time things go awry. 

For starters, lack of alignment with 
business objectives can cause project man- 
agers to "put blinders on" and neglect to 
account for market changes that cause a 
project's business objectives to become 
invalidated, says Magno, who adds that it 
is important to keep business objectives 
for an IT project in mind throughout the 
process to avoid making this mistake. An 
executive steering committee should 
actively participate and review stated pro- 
ject objectives and business impacts 
throughout the course of the project, 
Magno says. 

"Getting into the habit of recalibrating 
the project's return on investment will help 
a manager remain ready and equipped to 
identify when to cut the cord," he says. 



Top Problem: Poor People Skills 

People are the driving forces behind projects, so it stands to reason that project managers should be 
as good at managing people as they are at managing project logistics. Unfortunately, thaf s usually 
not the case; Harry Schultz, senior vice president of product development and solutions at Digital 
Reasoning Systems (www.digitalreasoning.com), says many project managers have no trouble 
keeping up with technology but still don't understand what motivates— and demotivates— people. 

The solution? Management must treat people like human beings instead of resources and must 
value and respect their contributions. Also, he adds, respecting project members' personal time, 
avoiding publicly berating personnel who make a mistake, and always showing appreciation will 
ensure people stay focused and contribute their best efforts. 



new hires to have, as well? Ask whether the 
candidate has those skills and how they've 
used them in past jobs. Describe the job and 
ask what other skills they have that would 
help them succeed. Ask how they've failed 
in similar situations and what they learned 
from it. "Questions that don't align with the 
required skills don't allow the hiring manag- 
er to obtain the right feedback from the can- 
didate," Frank says. 

"Ask them questions that are 'success- 
based,'" says Jeff Grace, president of 
NetEffect, a provider of computer and IT 
support and consulting (www.neteffect- 
it.com). "If they can list examples of situa- 
tions where they've achieved results similar 
to what you're looking for, they're a good 
potential fit. If they hem and haw when you 
ask them to provide examples of what they 
know and what they can do, then they proba- 
bly don't have the skill or ability you're 
looking for." 

Ensure Top-Notch Recruiting 

The current recession has a lot of people 
out of work, and at least in certain areas, that 
includes IT workers. However, in some 
areas, there aren't as many unemployed peo- 
ple just waiting for you to post a job. If 
you're getting ready to hire, it might be a 
good idea to find some unemployment statis- 
tics for your state — the Bureau of Labor 
Statistics is a good place to start, and many 
states and counties have good data from gov- 
ernment workforce agencies. Knowing the 
size of the labor pool helps you to estimate 
how many candidates to expect. 



"For the most part, the best employ- 
ees — the ones that you want to hire — are 
already working," says Vailliencourt. 
"You have to make sure your recruiting 
program is top-notch in order to attract 
those great employees." 

Watch Out For Excitement Junkies 

It may sound counterintuitive, but Jamal 
Mazhar, founder and CEO of cloud comput- 
ing company Kaavo (www.kaavo.com). 



warns against hiring employees who like the 
thrill of fixing production problems and 
downed systems. According to Mazhar, 
avoiding potential employees who like fire 
fighting makes for a quieter, more well-run 
IT organization. "People who are good at 
fighting fires are seldom good at preventing 
them," Mazhar says. "Also, there is no 
adrenaline rush in preventing fires, so this 
sort of employee often has little motivation 
to work on prevention." mm 




I EU To Investigate Google 
On Antitrust Concerns 

The European Commission announced 
its plans to investigate search giant Google 
for anticompetitive practices following 
recent complaints from three European 
rivals in the search market. Among those 
raising concerns are Ciao!, a Microsoft- 
owned shopping portal based in Germany; 
ejustice.fr, a French legal services search 
engine; and Foundem, a UK-based price 
comparison site. The accusers maintain that 
Google's dominance in the online ad space 
allows it to promote its own online services 
and drives up the cost of advertising, mak- 
ing it difficult for smaller companies to com- 
pete effectively. 




I E-waste Recovery Market 
Set For Growth 

E-waste can pose a "massive threat to the 
world's ecosystem and can result in contami- 
nation to the soil, air, and water while also 
exposing workers, nearby residents, and 
wildlife to a multitude of health hazards," 
according to ABI Research. But, the company 
says, "if treated properly, much e-waste may 
be reclaimed or recycled for future use and 
converted into a significant new revenue 
stream." ABI Research made the comments 
in a report where it estimates the global e- 
waste recovery market will increase from 
$5.7 billion in 2009 to about $14.7 billion by 
the end of 2014— a 20.8% CAGR. There 
should be plenty of e-waste to work with, 
according to a recent United Nations En- 
vironment Programme report that stated 
that, by 2020, e-waste from computers will 
increase 400% from 2007 levels in China and 
500% in India. The United States currently 
leads the world in e-waste, creating about 
3 million metric tons of e-waste annually. 
Overall, global e-waste is rising 40% annual- 
ly, the report states. 

I For Reliability, Apple Gets The Nod 

If customer service and product reliability are 
defining factors in your company's hardware 
purchases, turn your attention to Apple. The 
company ranked first in Rescuecom's Annual 
2010 Computer Reliability Report. "Asus was 
definitely the manufacturer to watch in 2009," 
Rescuecom's report says, because of its 
"skyrocketing market shipment percentage 
and a lopsidedly low number of computer 
support calls." Still, Apple ranked ahead of 
Asus, Lenovo, Toshiba, and HP overall 
based on Rescuecom weighing its 8% share 
of the U.S. computer market against the 
2.2% of computer support calls Rescuecom 
received related to Apple systems. In a 
Bt/s/nessl/l/ee/c Customer Service Champs 
survey, Apple earned A+ scores in quality of 
staff and efficiency of service. Additionally, 
66% of 1 ,000 people that Bus/ness l/l/ee/c sur- 
veyed report they'd definitely recommend 
Apple products and 58% say they'll purchase 
from Apple again. 
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Reliable 
Recovery 

Despite The Recession, StorageCraft Continues To Thrive 
In The Disaster Recovery IVIarket 



by Sue Hildreth 
• • • 

When budgets are tight, many IT pur- 
chases have to be postponed or downsized; 
however, not all IT products suffer alike 
from budget cuts. Brandon Nordquist, vice 
president of product management at 
StorageCraft, a maker of disaster recovery 
software, reports that backup and recovery 
products are far less likely to get the ax 
than other IT expenditures. 



systems that can be more easily rolled 
back to an earlier state. 

In 2005, StorageCraft began introducing a 
line of disaster recovery products for busi- 
ness PCs and servers that are in constant use 
and can't be easily rolled back without los- 
ing critical data. The ShadowProtect family 
began with the IT Edition, which provides 
hardware-independent restore capabilities 
for physical-to-physical system recovery, 
according to StorageCraft. It provides IT 




STORAGECRAFT 



TM 




"In a recession, with all of the doom- 
and-gloom news, people seem more aware 
that disasters can happen and are more on 
their toes in terms of backing up the cor- 
porate data," says Nordquist. 

Occupying such a recession-proof niche 
has been one of the factors behind the 
steady growth of StorageCraft Technology, 
which was formed in 2003 with the merger 
of ShadowStor and StorageCraft, which 
initially sold just development tools. The 
company has grown from a small maker of 
SDKs to a company that can boast millions 
of installations of its disaster recovery 
technology, with offices or representatives 
in Australia, Switzerland, the UK, Russia, 
and Japan, in addition to its headquarters in 
Draper, Utah. 

StorageCraft has continued to sell and 
expand its line of backup and recovery 
products even during the most recent 
recession. At a time when overall IT 
employment has declined and companies 
are implementing hiring freezes or plan- 
ning staff cuts, StorageCraft continues to 
hire, says Nordquist, noting that it has 
never had a layoff. 

Comprehensive Solutions 

The company's first product, released in 
2004, was the ShadowMode line of utili- 
ties — ShadowServer, ShadowSurfer Pro, 
and ShadowUser — which are designed 
to protect a computer from unwanted 
changes to the system by keeping the 
active session in a virtual computer or 
sandbox until the changes are committed 
to the hard drive by the administrator. If a 
user installs a rogue program or accidently 
downloads a virus, the buffer can be 
dumped and the system rebooted back to 
its initial state. The ShadowMode products 
are aimed at systems that tend to be fairly 
static, such as kiosks or public PCs, and 



administrators with a bootable Windows 
environment in which to create or restore 
backed-up images of the system, thus 
requiring no additional software installation 
in the event of a disaster. 

The line now includes the Server Edition 
for Windows Servers, Small Business 



Edition for Windows Small Business 
Servers, Desktop Edition, and, as of Jan- 
uary, the ShadowProtect Granular Recovery 
for Exchange edition. All editions are for a 
Windows environment, although Nordquist 
says the company continues to look at the 
Linux and Unix platforms as potential mar- 
kets down the road. 

According to Nordquist, sales of those 
products as well as the ShadowMode utili- 
ties have continued to grow; from 2008 to 
2009, sales of all products increased by 33%. 

Expansion Through OEIVI 
& Reseller Channels 

The core technology in the company's 
ShadowProtect products is its Snapshot 
Volume Manager, or SVM. The SVM 
tracks sector-level changes from one 
scheduled backup to the next, according to 
the company. The SVM allows an admin- 
istrator to take snapshots every 15 minutes, 
which are used to create daily, weekly, and 
monthly backup images. 

In the first few years of the company's 
development, it formed OEM relationships 
with several large vendors to license its 
Snapshot technology. Those OEM relation- 
ships helped to ensure that the Snapshot 
technology was not only ubiquitous but also 
more stable and well-tested than it might 



StorageCraft's ShadowProtect Offerings 



Product 


Price 


Description 


ShadowProtect Desktop 
Edition 


$79.95 


A disaster recovery, data protection, and sys- 
tem migration application for Windows desk- 
tops and laptops. 


ShadowProtect Small 
Business Server Edition 


$495 


Like the Server Edition, provides disaster 
recovery, system migration, and data pro- 
tection, but specifically for Windows Small 
Business Servers. 


ShadowProtect Granular 
Recovery for Exchange 


From $800 for 
50 mailboxes to 
$2,500 for 500 
mailboxes 


An add-on to the ShadowProtect Server or 
Small Business Server Editions, Shadow- 
Protect GRE is software that recovers Micro- 
soft Exchange Server data, including individual 
mailboxes, folders, messages, attachments, 
and calendar items directly to your production 
Exchange Server or any PST file. 


ShadowProtect Server 
Edition 


$899 


Provides disaster recovery, system migration, 
and data protection for Windows servers; per- 
forms bare-metal recovery of Windows, applica- 
tions such as Exchange and SQL, and data; and 
works with VMware and Microsoft Virtual Server. 


ShadowProtect IT 
Edition 


$3,520 per 
one-year 
subscription, 
with unlimited 
licensing on 
servers and 
desktops 


Provides IT professionals with a bootable 
Windows environment to create and restore 
compressed and encrypted backup images- 
no software installation required— and includes 
an easy-to-use interface for network configura- 
tion and a simple view to restore individual files 
and folders or update backup images. 



otherwise have been. Although StorageCraft 
is now focused mainly on marketing prod- 
I ucts under its own name, Nordquist says 
that OEM development had a very benefi- 
cial effect on the company's technology. 
I "It's a competitive advantage that [our 
Snapshot technology has] been out there 
on so many machines and in many types 
of environments. The technology is very 
stable," says Nordquist. 

Today, StorageCraft relies on its re- 
sellers — IT consulting firms, managed 
service providers, and value-added re- 
sellers — to sell its products and provide ser- 
vices to its customers. Its core market is 
small and midsized enterprises, and resellers 
are a better method for targeting that market 
than direct sales would be, Nordquist says. 

"We started out as a smaller company 
that was going [through] a lot of larger 
companies, which had a lot more reach 
with their sales. So this was a good way to 
get our product out there. Many of our 



StorageCraft 



(801)545-4700 
www.storagecraft.com 

• StorageCraft specializes in disaster recov- 
ery products designed to help SMEs with 
Windows-based environments return to 
productivity quickly following an outage. 

• The company's future plans include 
improving its offerings' time to recovery 
and moving into the virtualization space. 

• "In a recession, with all of the doom-and- 
gloom news, people seem more aware 
that disasters can happen and are more 
on their toes in terms of backing up the 
corporate data," says Brandon Nordquist, 
vice president of product management 

at StorageCraft. 



resellers are large and can get [our prod- 
uct] out there [to customers]," he explains. 

Another distribution program, which 
StorageCraft launched two years ago, pro- 
vides a leased version of the software for 
managed service providers that want to 
offer it as a subscription service to cus- 
tomers. That program, which now has 250 
MSPs enrolled, is helping StorageCraft to 
broaden its distribution, especially with 
smaller firms. 

"The MSP program has grown really well 
for us," says Nordquist. "Lots of SMEs who 
can't take on a big upfront expense can do a 
monthly subscription." 

Steps For Future Growth 

I StorageCraft intends to continue its pro- 
gram of product expansion in the year 
ahead. One area that Nordquist has identi- 
fied as having growth potential is virtual- 
ization, a key area for many software 
developers. Another major effort will be to 
increase the speed of recovery in all of its 
ShadowProtect applications. 

I "When you're really in a crunch — when 
servers are down or the CEO's laptop is 
not working — that's when you need to do 
a very fast restore," he says, noting that 
the key difficulty IT administrators have is 
keeping up with the daily accumulation of 
work data that then has to be restored in 
the event of a failure. 

"There is so much data — emails and 

I attachments and pictures and videos — that 
need to be backed up and be recovered in 
a time that keeps the company in busi- 
ness," he says. "In versions coming out in 
the near future, we will work on the recov- 
ery times and on getting people back up 
and running very quickly." 
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when you can get all the information you need 
in just a few minutes by reading 
Processor! Processor's 
content is comprehensive, 
but it's presented in a quick, 
easy-to-read format, so 
you can keep up with the 
constant flood of new data 
center products and 
technologies. 




FEATURED PRODUCT 



Instant Server Recovery 

CMS Products BounceBack Server 
Keeps You Up & Running 



by Kris Glaser Brambila 
• • • 

Server downtime can be a serious issue 
if you don't have the right tools to help 
you get back on your feet. BounceBack 
Server from CMS Products can save your 
organization precious time by backing up 
your entire Windows server on an external 
eSATA or USB drive. 

"Given that almost everything in a 
small business is handled through its 
computer system, [including] inventory 
records, point-of-sale transactions, 
accounting data, customer data, etc., hav- 
ing that system unavailable for use can 
have a very damaging effect on a business 
in terms of lost revenue and negative 
impact on their customers," says Gary 
Streuter, vice president of marketing at 
CMS Products. 

CMS Products 
BounceBack Server 




(800) 327-5773 
www.cmsproducts.com 

Instant, one-button recovery to an external eSATA 
or USB drive to help avoid lengthy downtimes. 
$285 (download); $295 (CD/box); ABS-Server 
backup systems start at $399 




PRODUCTS 



The BounceBack Server software, 
which you can purchase individually or 
installed on an ABS-Server drive with 
capacities ranging from 1TB to 4TB, 
offers a range of backup and restore 
options to fit the needs of any organiza- 
tion. For starters, the Instant Server 
Recovery option immediately restarts 
your server from your external backup 
drive. Instant Server Recovery "provides 
small-business users with the opportuni- 
ty to keep their Windows Server business 
system up and running in the event of a 
hard drive failure," Streuter says. 

With BounceBack Server, you can 
recover your entire server to its last 
backed up state with One Button Recov- 
ery or use the QuickRestore tool to rein- 
state individual files and folders. You can 
customize which data you want to back 
up, choose multiple backup destinations, 
encrypt with 256-bit AES encryption, or 
store your server information on a local 
or mapped network drive. BounceBack 
Server also lets you schedule a date and 
time to perform an automatic, unattend- 
ed backup. 



Instantly Search 
Terabytes of Text 




Instantly Seai^ 
Terabytes of Text 




includes 

64-bit 



♦ Built-in file parsers and 
converters highlight hits 
in popular file types 

♦ 25+ full-text and fielded 
data search options 

♦ Spider supports static and 
dynamic web data; 
highlights hits with links , 
formatting and images[ 
intact 

♦ API supports -NET, C++, SQL, 
Java, etc. .NET Spider API 

Content extraction only 
licenses also available 



'Bottom line: dtSearch manages a terabyte of text in a single 
index and returns results in less than a second" — InfoWorld 

dtSearch "covers all data sources ... powerful Web-based 
engines" — eUl/fE/C 

'Lightning fast ... performance was unmatched by any other 
product" — Redmond Magazine 

For hundreds more reviews, and hundreds of developer 
case studies, see www.dtSearch.com 



'Fully-Functional Evaluation: 
1-800-IT-FINDS • www.dtSearch.com 

The Smart Choice for Text Retrieval® since 1991 
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Solid-State Drives 
In The Enterprise 

How To Best Harness The Power Of SSDs 



by Bruce Gain 
• • • 

The solid-state drive market is hot, and 
for good reason. Although drive media has 
largely languished as a commodity market 
for years, SSDs have shown they can live 
up to their vendors' hype by offering 100 
times better read speeds and 10 times bet- 
ter write speeds compared to traditional 
mechanical drives. They are also seen as 
more reliable and consume less power 
than traditional drives. 

Still, despite their potential, SSDs are by 
no means geared for all enterprise applica- 
tions, and they also command a price pre- 
mium compared to traditional drives. Here 
are some tips to guide you through the 
decision-making process when deciding if 
SSDs make sense for your enterprise and 
how to get the most value out of the 
devices when incorporating them into your 
IT infrastructure. 

Use SSDs When Performance Counts 

Now that SSDs have amply demon- 
strated far superior performance com- 
pared to traditional drives, it thus follows 
that SSDs merit your attention when it 
comes to boosting application-processing 
speeds. Indeed, SSDs should be selected 
when performance counts the most. 
"SSDs fit best in applications that are 
looking for an increased performance 
[based on] higher throughput and lower 
latencies, power savings, and a more pre- 
dictable life cycle," says Kyle Fukuda, 



product line manager for enterprise SSDs 
for the Intel NAND Solutions Group. 

Boosting performance can be as easy 
as swapping out mechanical hard drives 
in place of SSDs in many cases. "SSDs 
are a drop-in replacement for [traditional] 
hard disk drives with a SATA connector. 
[They] typically fit well in sockets where 
15,000rpm hard disk drives are used today 
for optimized performance, especially if 
the admin is short- stroking the hard drive 
to maximize performance," Fukuda says. 

Specifically, SSDs can boost perfor- 
mance by avoiding the "seek" penalty or 
reducing latency, says Levi B. Norman III, 
director of marketing and OEM at Texas 
Memory Systems (www.texmemsys.com). 
"Hard drives suffer from jumping from one 
location on the platter to another and [also 
undergo] rotational latency where the head 
mechanism must wait for the right location 
to come around again on the platter," 
Norman says. 

Still, SSDs' performance benefits come 
at a price premium. For example, when 
read and write performance does not 
count as much, mechanical drives can still 
serve their purpose for a significantly 
lower price/performance ratio. Traditional 
drives can offer a good fit for long-term 
storage backups where large capacities 
are required to archive large quantities of 
data and when write speeds are not 
as important. 

"Applications that perform primarily 
sequential access, such as site-to-site 



BONUS TIPS 



■ Replace RAM with SSDs. 

With all of the excitement about 
SSDs' capabilities as hard 
drives, the benefits that they 
can serve as RAM replace- 
ments can be overlooked. It is 
thus important to know that 
admins can use solid-state 
media in place of high-capacity 
RAM cache and high-capacity 
RAM as virtual memory, says 



Levi B. Norman III, director of 
marketing and OEM at Texas 
Memory Systems (www.tex 
memsys.com). 

■ Keep logs separate from 

data. Volumes are usually cre- 
ated around the idea that logs 
should be separate from data, 
which does not have to be 
the case with SSDs, Norman 



says. "This is because [tradi- 
tional] disks suffer from jump- 
ing around between logs and 
data. If you can isolate the 
two, then performance is bet- 
ter," Norman says. "With 
SSDs, there is no issue with 
jumping around so logs and 
data are able to coexist on the 
same volume without interfer- 
ing with performance." 



backups or something similar . . . will see 
little benefit with an SSD," Norman says. 

Beware Of Bottlenecks 

In some cases, SSDs' read and write 
speeds might be too fast if other compo- 
nents cannot keep up with their speeds. 
When investing in SSDs for applications 
for which performance counts, it is neces- 
sary to first make sure that other compo- 
nents, especially devices that are older, 
will be able to handle the extra speeds. 
Servers, for example, might not even be 
able to generate the I/O traffic to make use 
of the SSDs, says Gene Ruth, a senior 
storage analyst for the Burton Group 
(www.burtongroup.com). 

"In a server virtualization environment 
with many virtual machines on a physical 
machine, you can have a bottleneck with the 
storage connection on the physical machine, 
which is going to have probably an Ethernet 
or Fibre Channel connection," Ruth says. 
"If the Ethernet connection or Fibre 
Channel connections [can't match the SSD 
speeds], then you are probably not going to 
get what you need [for data transfer rates]." 

Get The Right Form Factor 

When buying a new complete SSD stor- 
age system (as opposed to just swapping 
out mechanical hard drives for SSDs), there 
should be fewer cables, disk enclosures, 
and other components inside the box, Ruth 
says. OEMs should be taking advantage of 
the smaller form factors that SSDs offer 
and the associated power and physical 
space savings by using fewer components. 

It is a good idea to avoid products for 
which OEMs just add SSDs to mother- 
boards while wasting power and space by 
keeping extra components and using the 
same form factor that traditional hard 
drives use. "Otherwise, they are just slap- 
ping SSDs on motherboards and putting a 
mark on their marketing materials and 
saying 'hey, we have SSDs,' which is not 
very interesting," Ruth says. 

Get The RAID Right 

Whether it is for extra performance or 
data protection with the redundancy that 
disk arrays can offer, SSDs can pro- 
vide a good fit for RAID configura- 
tions. However, RAID should ideally be 
merged with the flash controllers while 
protection across flash controllers is 
implemented at the application layer, 
Norman says. "The closer the RAID func- 
tion is to the raw media, the higher the 
performance achieved from the media 
[will be]," Norman says. "As this ideal 
state is not always available, the RAID 



Best Tip: 

Make Sure The 
Applications Fit (For Now) 

Even after deciding that you want to take 
advantage of the read and write speed and 
other benefits that SSDs offer, it is important 
to make sure that the data center's applica- 
tions stand to benefit. "Understand the tech- 
nology, so that when you buy it, you know 
what you're purchasing," says Gene Ruth, a 
senior storage analyst for the Burton Group 
(www.burtongroup.com). "You need to get 
the right features and compare the vendor's 
product based on how deeply integrated the 
SSDs are in their system. You want to under- 
stand what your application requires to take 
best advantage of the SSD." 

However, eventually, SSDs will become more 
transparent and will be part of systems that 
"blend" SSDs with traditional mechanical 
drives. Although this is presently not the case, 
most, if not all, applications will take advan- 
tage of SSDs, so matching them to the needs 
of specific applications will no longer be im- 
portant, Ruth says. "It will become expected 
that there will be SSDs in storage arrays," 
Ruth says. "They will be blended in so tightly 
that you won't need to understand whether 
you want to use them because they are going 
to just be there as part of the system." 

IMost Practical Tip: 



Enable Command 
Queuing 

Once an SSD system is set up, it is impor- 
tant to make sure that command queuing is 
functioning to get the most performance ben- 
efit, says Kyle Fukuda, product line manager 
for enterprise SSDs for the Intel NAND 
Solutions Group. "With [command queuing], 
instead of sending just one command at a 
time to drives that says 'read this, wait for a 
response, and read the next thing, then wait 
for a response,' it can queue up a bunch of 
commands, and the SSD can start process- 
ing the next command before it finishes the 
first," Fukuda says. "That really improves the 
performance. Typically, it is al-ready enabled 
with traditional hard drives, but it is especial- 
ly important with SSDs to get the most bene- 
fit out of them." 

function should be done at the application 
layer or external controller level to pro- 
vide a hybrid (SSDs-plus-disks) approach 
to redundancy." 
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News 



HOW TO 



Activate Your DR Plan 



When The Worst Happens, What Next? 



by Brian Hodge 

Disasters come in many forms, from 
natural (earthquakes and floods) to man- 
made (viruses and sabotage) to just plain 
rotten luck (equipment breakdown). But 
they all have one thing in common: the 
potential to bring a business to its knees. 
The penalties for an inadequate response 
can be severe. 

"Figures show that the longer your sys- 
tems are down, the more likely you're 
putting your business in jeopardy of com- 
pletely failing," says Marc Mombourquette, 
product marketing manager for Acronis 
(www.acronis.com). 

Here are several strategies and tactics 
for running an effective disaster recovery. 

Remember The Key Objective 

A disaster scenario may involve many 
unique details, but the top priority of any 
DR plan should always be the same: 
Return the enterprise to a state in which it 
can resume its core business, and access 
its essential data, as soon as possible. 

Keep that uppermost in mind and, as you 
address the crisis, you'll be better able to 
separate mission-critical tasks from sec- 
ondary objectives. The company's survival 
may depend on your ability to prioritize. 

"If it's a critical infrastructure piece, 
like if [you're] an ecommerce provider 



amount of time the enterprise can go with- 
out having access to its data. Thus, as soon 
as the company has a declared emergency, 
the clock is ticking, with a target time you 
need to come in under. 

This is a high-pressure situation, and 
when the pressure is on, you're more likely 
to remain on track by sticking to prede- 
fined goals that remain the same, no mat- 
ter what. Beyond a few basic variables of 
forewarning and employee safety, the 
specifics of a disaster shouldn't factor into 
the core recovery process. 

David Wilson, director of IT services 
for Vector CSP (www.vectorcsp.com), 
stresses the need for simplicity all around: 
"Having a huge plan with a lot of delega- 
tion and planned roles will bog down what 
needs to be a smoothly oiled machine. 
Keep the crucial items clear and separate 
from secondary concerns and enact safe- 
guards to prevent the necessity of split- 
second reaction later." 

Utilize Your Backup 

The most vital resource you'll have at 
your disposal is, of course, your most cur- 
rent data backup. It will be invaluable to 
business continuity if getting operational 
again doesn't have to rely on, and wait for, 
ferreting out a problem and fixing it. 

"Our data and servers are redundant. If 
one source fails, I can bring another online 



The most vital resource you'll have 
at your disposal is, of course, your 
most current data backup. It will be 
invaluable to business continuity if 
getting operational again doesn't have 
to rely on, and wait for, ferreting out a 
problem and fixing it. 



and your credit card processing database is 
down, then the entire business comes to a 
stop," Mombourquette says. "So getting 
that up and running again would be 
viewed as critical." 

Once key functionality is restored, then 
you can address the things that can wait 
until later, such as rebuilding mailboxes. 

When Possible, Get Ahead 
Of The Situation 

Some disasters you can anticipate — a 
coming storm, for example — with time to 
prepare for the worst. In a case like this, 
preemptive action can mitigate a disaster's 
impact, saving work and downtime later on. 

This may require relocating as much 
system hardware as possible to move to a 
safe location or switching data operations 
over to run out of a secondary location. 

"In an event like [Hurricane] Katrina, if 
you had a backup, you could' ve moved it 
over to another server in the middle of the 
country," says Mombourquette. 

A key factor when formulating any dis- 
aster plan is to determine the maximum 



Key Points 



• Job No. 1 in disaster recovery is restoring 
whatever is needed to minimize interrup- 
tion of the enterprise's core business. 

• A clear time target and a simple, unwaver- 
ing plan are the best guides for getting the 
job done. 

• Relying on system redundancy can 
reduce downtime to a matter of minutes. 



within minutes," Wilson says. "I run the 
company using a form of directory repli- 
cation and comparison for backup. I have 
identical copies of crucial data on servers 
in two states and on several external hard 
drive sources. I can remove operations 
from one or the other of the two states and 
be fully up and running in the other." 

Making a secondary system primary 
will also provide breathing room to 
repair or replace affected hardware com- 
ponents or track down and isolate the 
cause of a problem. 

Acronis' Mombourquette is an advocate 
of disc image-based backup, not only for 
the consolidation it offers but also be- 
cause of its flexibility for system recov- 
ery, and mounting the image to run as a 
virtual machine, if necessary. 

"You're able to recover an entire sys- 
tem, or pieces of it, or data pieces of it, or 
even recover to different hardware," he 
says. "I can have a disk image up and run- 
ning in minutes, rather than hours or days. 
If you have to rebuild [the server] by hand, 
think about all the patches you have to do, I 



all the policies you have to rebuild, not to 
mention all the data that you may or may 
not have backed up." 

Limit Contact To Key People 

As soon as it appears that you are past 
the worst of the crisis, you'll have to 
obtain feedback from the employees who 
rely on the data you're restoring, to make 
sure they in fact do have what they need. 
However, consulting too broadly can 
muddy the waters again just as they're 
starting to clear. 

"Once data sharing and communica- 
tions were restored, I'd contact the vari- 
ous department heads to have them 
inventory and assess the files from back- 
up or the external source to insure com- 
pleteness," Wilson says. "The persons 
most likely to know the structure of a fix 
would be our directors and project leads, 
so that is who I'd communicate through. 
If I allow the entire company in un- 
buffered, I'll be ineffectual in assessing 
and repairing damage." 

Mombourquette proposes having a 
three-point checklist to go through after 
running a DR plan before you can 
announce that you've reached the all- 
clear point: Is the system operating again 
and all your data back up? Have you 
determined the root cause of the prob- 
lem? Have you fixed it and undertaken 
preventive measures to keep it from hap- 
pening in the future? 

When disaster strikes, you may have no 
control over the events themselves, but you 
do have control of how you respond to 
them. A swift, clear-headed implementation 
of your DR plan can mean the difference 
between an outage that puts the business' s 
very survival in peril, and an event whose 
repercussions are negligible. 



TOP TIPS 



Vector CSP's David Wilson (www.vector 
csp.com) offers these tips for staying on top 
of whatever crisis situation comes your way. 

• Address system needs in order of these 
priorities: data integrity, communications, 
and then hardware inventory and recovery. 

• Leave the repaired or restored system 
better than it was by using the occasion 
to address upgrades and improvements 
during the recovery process, hopefully 
turning the negative of downtime into at 
least a minor positive. 

• Restore system redundancy as soon as 
possible. "Once you've recovered using 
your initial plan, you can be vulnerable in 
the short term to a secondary disaster 
you never planned for," he says. 



I Dell Q4 Profits Decrease, 
Revenue Grows 

Dell's fiscal 2010 fourth-quarter profits de- 
creased 5% from the same time last year to 
$334 million. However, the computer compa- 
ny's revenue increased 11% year over year 
to $14.9 billion in the fourth quarter, which 
ended Jan. 29. The increase in revenue is 
partly attributed to consumer and enterprise 
demand for laptops and servers, as Dell's 
large enterprise revenue saw an 8% year- 
over-year increase to $4.2 billion; SME rev- 
enue rose to $3.3 billion, a 10% increase; 
and its consumer revenue increased 11% 
from last year. Dell's acquisition of Perot 
Systems in September also contributed to its 
Q4 revenue increase. 

I Group Aims 

For Better Semiconductors 

To help improve the reliability and efficiency 
of semiconductor chips, IBM will team up with 
companies and universities in the European 
Union to create the Diamond Consortium. 
The group hopes to create a new type of 
technology that will better test the chips for 
flaws and cut the time and cost required to 
develop each chip. The end goal is to devel- 
op a system that will pinpoint and fix errors at 
all stages of production, from design to the 
final silicon layout. IBM says that debugging 
accounts for about 70% of the time spent 
designing a chip. 

I White House 

Proposes Health IT Task Force 

in a memo from the Office of Management 
and Budget, the White House has proposed 
creating an HIT (Health Information Technol- 
ogy) Task Force designed to coordinate the 
execution of President Barack Obama's 
health information technology plans. 
According to the memo, the task force will 
assist with communication and coordination 
between the agencies involved. The national 
coordinator for HIT will chair the task force, 
which will be made up of a variety of senior 
policy officials from several government 
agencies. One of the task force's purposes 
will be to work toward achieving goals out- 
lined in the HITECH (Health Information 
Technology for Economic and Clinical Health) 
Act, which is meant to streamline and 
improve the health information industry. 




I Iron Mountain 
Acquires Mimosa Systems 

Mimosa Systems will be acquired by Iron 
Mountain in a transaction valued at $1 12 
million. Mimosa focuses on content archiv- 
ing systems, while Iron Mountain specializes 
in information management, e-discovery, 
and data archiving. Iron Mountain intends to 
use Mimosa's software to come up with a 
new package of information management 
services. It will be building an onsite, cloud- 
based portfolio to manage information. 
Ramana Venkata, president of Iron Moun- 
tain Digital, says Mimosa shares Iron 
Mountain's philosophy to "help customers 
reduce the cost and risk of storing and man- 
aging information." 
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Product 



Description 



Axway MailGate 



IB 



1 



Not just a spam filter or a mail transfer 
agent, MailGate is also a bulwark against 
zero-hour threats, "zombie" systems on 
the network, and malware. A Kaspersky 
or McAfee antivirus engine stands guard 
with built-in enterprise-level notifications, 
policy controls, and central reporting 
capabilities. MailGate supports clustering 
and can change Office email attach- 
ments into password-protected, secure 
PDF files. 

• Administrator and end-user quarantine 
support 

• Heuristics- and reputation-based spam 
filtering 

• Includes protection against backscatter 

• Real-time outbreak detection 

Best For: Enterprises of all sizes. 
Price: Starts at $8,000 



Barracuda Spam 
& Virus Firewall 



The versatile, do-it-all Spam & Virus 
Firewall appliance from Barracuda 
Networks uses a multilayer approach to 
content filtering, with three layers dedi- 
cated to virus blocking alone. The Spam 
& Virus Firewall alleviates strain on the 
network and mail servers by winnowing 
out unwanted content ahead of time. 

• Supports up to 100,000 users with 
per-user customer filtering policies 

• Available in eight models 

• Speeds up recipient verification in 
Exchange and Domino environments 

• Protects against phishing and DoS 
attacks 

Best For: Enterprises, midmarket orga- 
nizations, and service providers. 

Price: Starts at $699 with no per-user or 
other licensing fees 



Barracuda Web 
Application Firewall 




The Barracuda Web Application Firewall 
brings comprehensive security functions 
into a single enclosure. It's capable of 
stopping hack attempts, outgoing data 
theft, digital vandalism, DoS attacks, and 
more. Barracuda claims that its Web 
Application Firewall not only safeguards 
Web applications and services but can 
also stabilize them and improve their 
performance. 

• Supports SSL acceleration and 
offloading plus secure HTTP 

• Intuitive interface 

• Supports granular policymaking 

• Load balancing 

Best For: Enterprises, midmarket orga- 
nizations, and service providers. 

Price: Starts at $4,999 with no per-user 
or other licensing fees 



Barracuda Web Filter 



Taking a "preventative, reactive, and 
proactive" tack against malware, the 
Barracuda Web Filter appliance targets 
productivity-draining network abuse, 
including bandwidth-intensive streaming 
apps and access to inappropriate con- 
tent. It supports sophisticated policies at 
the subnet, group, and individual user 
levels, too. 

• Six models to fit every need 

• Hourly updates against emerging 
threats 

• Supplies content, site, and Web- 
cognizant app filtering 

• Integrates with image filters already 
in use by major search engines 

Best For: Enterprises, midmarket orga- 
nizations, and service providers. 

Price: Starts at $1 ,499 with no per-user 
or other licensing fees 



Contact 



(877) 564-7700 
www.axway.com 



(888) 268-4772 
www.barracudanetworks.com 



(888) 268-4772 
www.barracudanetworks.com 



(888) 268-4772 
www.barracudanetworks.com 



Product 



Description 



Contact 



Sophos Email 
Appliance 




Like its namesake antivirus software, the 
Sophos Email Appliance hardware solu- 
tion provides modern antimalware with a 
bit of muscle. The appliance includes 
Sophos' Behavioral Genotype malware 
engine to protect the mail gateway 
against even zero-day threats. 

• Innovative spam and phishing 
protection 

• Data loss protection and sensitive 
outbound data encryption 

• 24/7 phone tech support 

Best For: Midmarket organizations, 
large enterprises, and small businesses. 

Price: Starts at $3,165 



(866) 866-2802 
www.sophos.com 



Sophos Web Security 
& Control 




This Sophos entrant is an antispyware 
and antivirus gatekeeper as well as a 
network policy enforcer and intelligent 
data loss prevention tool. Like the com- 
pany's Email Appliance, this hardware 
solution brings Sophos' Behavioral 
Genotype engine to bear on malware of 
all kinds. 

• Can filter encrypted HTTPS traffic 

• Blocks the use of anonymizing proxy 
servers to bypass security 

• Flexible deployment options such as 
explicit proxy, WCCP, and transparent 
mode 

Best For: Large enterprises, smaller 
organizations, and branch offices. 

Price: Starts at $4,231 



(866) 866-2802 
www.sophos.com 



Vircom modusGate 
m100 




This inbound and outbound email scan- 
ner can detect zero-day threats thanks to 
its Sequential Content Analyzer feature 
and continual antivirus/antispam up- 
dates. It can scale to the needs of 
up to 1 ,000 users and any number 
of domains. 

• Capacity of up to 4 million daily 
messages 

• Dual Gigabit Ethernet connectivity 

• Windows 2003 Server and SQL 
Server 2005 Express 

• Compact 1 U Mini form factor 

Best For: Most small and some medium- 
sized enterprises. 



(888) 484-7266 
www.vircom.com 



Vircom modusGate 
m150 



^ VIRCOM 

w email security matters 



The Vircom modusGate ml 50 antivirus 
and antispam device can extend its cov- 
erage to up to 2,500 users and unlimited 
domains. It's capable of working with net- 
work loads of up to 5 million messages 
on a given day. 

• Intel Core 2 Duo 4300 power 

• RAID 1 storage drive mirroring 

Best For: Midsized enterprises and 
schools, small to medium-sized ISPs, 
hosting and mail service providers. 



(888) 484-7266 
www.vircom.com 
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Fortinet 
FortiGate-80C 



Even small enterprises need top pro- 
tection from malware, not to mention 
regulatory malfeasance. With the 
turnkey FortiGate-80C— an afford- 
able device — small offices benefit 
from both. Custom processors scan 
content for malware via signature 
detection and heuristics to uncover 
known and unknown dangers. 

• Proprietary content processors 
accelerate performance 

• Unlimited user licensing and 
rapid deployment reduce cost 
of ownership 

• Scalable and multilayered 
protection 

Best For: Branch offices and 
SOHO users. 

Price: Starts at $895 with no per- 
user fees 



Fortinet 

FortiGate-110C 




The FortiGate-110C ASIC-acceler- 
ated gateway strips malware and 
spam from network traffic while pro- 
viding IPS, VPN, firewall, and Web 
filtering capabilities. With all of 
these powerful security functions in 
one unit, deployment can be rapid 
and reporting simple. 

• Security-hardened hardware with 
content accelerators 

• Antivirus engine with 65Mbps 
throughput 

• Two copper Gigabit Ethernet 
ports and eight 100Mbps internal 
switch ports 

Best For: Remote/branch offices 
and SMBs. 

Price: Starts at $1 ,995 with no 
per-user fees 



Fortinet 

FortiGate-200B 



(866) 648-4638 
www.fortinet.com 



(866) 648-4638 
www.fortinet.com 



The FortiGate-200B is a fast appli- 
ance that gives SMEs enterprise- 
class, comprehensive security that 
is easy to configure. It allows ad- 
mins to segment the network into 
zones with specific security settings 
for maximum flexibility. With eight 
Gigabit ports (four of which are 
hardware-accelerated) and eight 
100Mbps ports, the FortiGate-200B 
has tremendous density for its class. 

• Security zones by devices, 
access methods, users, and 
entire departments 

• Effortless policy enforcement 

• Modular interfaces 

• Antivirus throughput of up to 
95Mbps 

Best For: Small and midsized 
enterprises. 

Price: $2,995 with no per-user fees 



Panda GateDefender Panda GateDefender 



Integra 




(866) 648-4638 
www.fortinet.com 



The GateDefender Integra from 
Panda Security supplies unified 
security functions for the myriad net- 
work threats today's companies 
face. Designed to be installed where 
the company network accesses the 
Web, the Integra receives continual 
signature updates as new malware 
is discovered. 

• Three SKUs support up to 250 
users 

• Lets IT admins take a hands-off, 
"install-and-protect" approach to 
front-line security 

• Minimal impact on network 
throughput 

Best For: Small and midsized 
enterprises. 

Price: Starts at $1 ,340 



(818) 543-6901 
www.pandasecurity.com 



Performa 




The Panda GateDefender Performa 
perimeter security appliance family 
is intended to cover the needs of 
any company. Four models span a 
throughput performance range of 
80 to 550 SMTP messages per sec- 
ond. The Performa scrutinizes all 
protocols in both inbound and out- 
bound network traffic for malware, 
prohibited content, and more. 

• Can act as a spam, content. 
Web-enabled app, and site filter 

• Provides firewall, IPS, and VPN 
functionality 

• Restricts unauthorized communi- 
cation channels and P2P 

Best For: Enterprises of all sizes. 

Price: Starts at $1 ,340 



(818) 543-6901 

www. pandasecu rity.com 



Vircom modusGate 
mBlade 



1 



WatchGuard Firebox 
X750e UTM Bundle 



WatchGuard XCS 770 
With 1-year Enterprise 
Email Security Bundle 



WatchGuard XTM1050 
Security Bundle 
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Big organizations have big needs when it 
comes to antimalware protection. The Vircom 
modusGate mBlade provides both speed and 
capacity in this role, along with spam filtering 
and power redundancy. 

• Throughput of up to 17 million messages 
per day 

• Two Intel Xeon 5130 dual-core processors 

• RAID 5 data protection with 15,000rpm 
hard drive performance 

Best For: Corporations, large enterprises, 
ISPs, hosting and mail service providers, and 
large universities. 



SMEs have a robust, multifunction security 
option with this 1 U appliance from Watch- 
Guard. The energy-saving Firebox X750e is 
easy to upgrade via software, making scala- 
bility quick and easy. Among its security fea- 
tures are management provisions for VoIP 
and Skype. 

• Handles up to 75,000 concurrent sessions 

• WAN and VPN failover protection 

• Front display 

• Web-accessible reporting 

Best For: Small and midsized enterprises. 
Price: $3,999 



Blended threats and other malware are 
stopped at the perimeter by this antivirus, 
antispam, and compliance watchdog from 
WatchGuard. The company says that 98% 
of malicious traffic doesn't make it past the 
front line because of its ReputationAuthority 
feature. Subsequent contextual analysis 
and deep content inspection reveal zero- 
day threats. 

• Data loss prevention 

• Quad-core Intel Xeon power 

• Supports up to 4,000 users 

Best For: Midmarket organizations and 
enterprise customers. 

Price: $18,000 



High-speed, high-availability protection 
doesn't always have to mean a high cost, 
WatchGuard says. Its case in point is this 
complete XTM 1050 package for 24/7 and 
extensible security on the networks of large 
organizations. 

• 12 Gigabit Ethernet ports (four with fiber 
option) 

• Signature-based Gateway Antivirus 

• Virus outbreak detection via spamBlocker 

• 1 0Gbps firewall/2Gbps VPN throughput 

Best For: Enterprise customers. 
Price: $29,995 



(888) 484-7266 
www.vircom.com 



(800) 734-9905 
www.watchguard.com 



(800) 734-9905 
www.watchguard.com 



(800) 734-9905 
www.watchguard.com 
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Report Shows 
Spam Volume 
On The Rise 

A recent report from Web and email content 
security provider I\/I86 Security has discov- 
ered that the volume of spam in 2009 has 
increased to an estimated 200 billion mes- 
sages per day, a significant rise over previ- 
ous years. Additionally, M86 says that a mere 
five botnets are responsible for 78% of spam 
that is sent. 

According to the report, malicious spam be- 
came more prevalent in the second half of 
2009, with nearly 3 billion messages sent 
each day. That's compared to only 600 mil- 
lion in the first half of 2009. Malicious spam is 
most often an email with an infected attach- 
ment or a URL that leads to a malicious site, 
called a blended threat. 

"Most interesting was the volume of blended 
threat campaigns we observed from the 
Pushdo botnet, and the well-thought-out 
types of campaigns being used to distribute 
the Zeus malware, such as a Facebook and 
MySpace update tool and a fraud alert on the 
user's Visa card," says Satnam Narang, a 
security engineer at M86. 

Attackers Go Beyond Spam 

in addition to spam, the past six months saw 
a rise in zero-day vulnerabilities, which are 
unknown threats that exploit familiar soft- 
ware. The most common targets for zero-day 
vulnerabilities were Adobe and Microsoft 
products, such as Microsoft Office and Adobe 
Reader. According to the report, zero-day 
vulnerabilities leave users at risk from the 
time the vulnerability is detected until the time 
a patch is released from a vendor. "The most 
important finding was that end users were 
subjected to a window of vulnerability that left 
them without adequate protection from zero- 
day vulnerabilities close to 40% of the time," 
says Narang. 

According to Narang, the most surprising 
result of the report was how common Black 
Hat SEO (Search Engine Optimization) 
attacks are becoming. Black Hat SEO 
attacks consist of creating false Web sites 
that appear in search results but lead to 
malicious sites. "What surprised us most 
was when we performed a search for one 
of our own products, MailMarshal, we dis- 
covered SEO poisoning with a bogus re- 
sult for the product, which led to malware," 
says Narang. 

With the number of cyberattacks grow- 
ing each day, Narang says that educating 
users is the most important defense. "We 
strongly urge managers to review their 
security products. ... We encourage man- 
agers to re-evaluate how they conduct 
their online banking," says Narang. "It's 
another step that can be taken to protect 
their companies." 

by Kris Glaser Brambila 



SECURITY 




Threats Hidden 
Behind The Scenes 

Clickjacking: Bait & Switch Hits The Browser 



by William Van Winkle 

There's a serious threat called click- 
jacking waiting to convert your daily 
secure Web browsing into a malware 
nightmare. 

Imagine two Web pages: one benign 
and one malicious. The benign page might 
be from an ecommerce site or a govern- 
ment forms archive or any other page 
often accessed in everyday activity. The 
malicious site could be nothing more than 
links and buttons on an otherwise blank 
page that serve to launch malware exe- 
cutables. Most enterprise users are smart 
enough to avoid clicking suspicious links 
and executable buttons. But what if that 



Key Points 



Clickjacking uses common, benign Web 
techniques to lay an invisible malign 
page over the top of a trusted yet 
hijacked page. 

Because there is technically nothing 
wrong with a clickjacked page, 
conventional anti-malware tools are 
unlikely to offer any protection against 
clickjacking exploits. 

Some browser-based protection against 
clickjacking is starting to arrive, but 
solutions tend to block legitimate traffic 
and are rarely implemented. So far, a 
SaaS-based traffic filtering program seems 
the best protection against this threat. 



malicious page were rendered invisible, 
like a clear pane of glass, and laid on top 
of the benign page? A user would think 
that he or she was simply clicking to order 
an item, pull up a form, or even just click 
a Next button, but if the malicious page 
has been formatted to place its links in the 
same spot as the links on the benign page, 
then the user will be executing the mali- 
cious links and never realize it. 

Prevent The Unpunishable 

Clickjacking relies on two legitimate 
formatting properties: the z-index and 
opacity. Although many people think of 
Web pages as being two-dimensional, 
today's Web coding provides for a third 
dimension along the z-axis that allows 
content to be layered on top of other con- 
tent. Opacity simply allows objects in a 
page to be transparent. 

"It's hard to describe clickjacking as a 
vulnerability because nothing is truly bro- 
ken," says Michael Sutton, vice presi- 
dent of security research at SaaS security 
provider Zscaler (www.zscaler.com). 
"People have taken what is otherwise 
legitimate functionality and found a way 
to make it malicious. So who fixes it? 
There's no quick and easy answer. Fortu- 
nately, we're seeing the browser vendors 
step up and try to make some changes, but 
it's gonna be a while before they actually 
take hold." 

According to Sutton, vulnerabilities 
typically follow about an 18-month cycle. 



starting with their introduction as an aca- 
demic concept, moving through experi- 
mentation in the coding community, and 
then finally reaching maturity in the 
hands of malicious hackers who unleash 
public exploits. 

Clickjacking adhered to this pattern, 
going public with the "bikini worm" that 
hit Facebook last November. Viewers 
were shown what looked to be an ad of a 
bikini-clad woman encouraging them to 
click a button. Clicking the button lever- 
aged the fact that the user had already 
established full site credentials by log- 
ging in, so there was nothing to stop the 
worm from executing various actions, 
including propagating by posting to the 
user's own wall. Users thought they were 
clicking an image link but instead were 
clicking an executable. The propagation 
effect was fairly benign, but the bikini 
worm remains real-world proof that 
clickjacking works and could have done a 
lot worse to its victims. 

"Clickjacking could install resident mal- 
ware that forms the basis of an expanding 
infection," says Gartner Research Director 
Peter Firstbrook. "They'll install a dropper 
and then phone home to say, 'OK, I'm 
here. What do you want me to do now?' 
The attacker could be an associate trying 
to sell adware, get banking credentials, 
trying to spam — lots of things." 

An Ounce Of Prevention 

Thus far, there are few ways to thwart 
clickjacking. One way to actively prevent 
someone from hijacking a page for use in 
an attack is a method called frame busting. 
This utilizes a small JavaScript routine to 
prevent code from being shown on another 
page. However, if a user has JavaScript 
disabled, frame busting doesn't work. 
New features called X-Frame-Options in 
Internet Explorer 8 and Firefox allow site 
owners to disallow frames, but this can 
block a tremendous amount of content, 
most of which will likely be benign. 
Besides that, very few site designers are 
embedding the supporting code into their 
pages. Gartner's Firstbrook and many oth- 
ers recommend using the NoScript plug-in 
(noscript.net) for Firefox. 

The real danger with clickjacking for 
enterprises stems from user rights. Once a 
user accepts an application, that applica- 
tion assumes the user's permissions. Given 



that many systems are configured to give 
users administrator privileges, applications 
can update themselves and expand with no 
further user interaction. Only removing 
administrator rights can guard against this. 

"Don't let people install software," cau- 
tions Gartner's Firstbrook. "That's politi- 
cally challenging because a lot of people 
complain when you do that. There must be 
at least a portion of your population that 
doesn't have the political clout to say they 
absolutely need to download whatever 
they want to from the Internet. Even if you 
get 50% of your users onto a more stable 
platform, that's better than nothing." 

Traditionally, proxy gateways have 
helped enterprises filter traffic before it 
reaches the Internet, thus thwarting any 
malware that might be reporting back to 
its remote owner. But proxy gateways 
don't help laptops once they leave the 
LAN. They could become infected at any 
home or hotspot and bring that malicious 
code back to the office. However, forcing 
all corporate systems and their browsers to 
pass traffic through a remote filter service 
resolves most of this concern. 

"Desktop antivirus won't work on click- 
jacking because nothing is technically 
wrong," says Zscaler' s Sutton. "You can 
buy a traditional appliance that sits at the 
Internet gateway and sniffs traffic. Or you 
can do something next-generation and use 
a SaaS-based approach." Using this 
approach, Sutton says you're just pushing 
your traffic through the cloud. The advan- 
tage is that you're protected no matter 
where you are. 

The only potential downside to SaaS- 
based traffic filtering, notes Gartner's 
Firstbrook, is that the extra route hop may 
introduce some data latency. The effect 
would likely be negligible for average Web 
traffic, but it could impact streaming media. 

Firstbrook points out that a decade ago, 
the virus threat to enterprises was via 
email, so the business world filtered mes- 
saging at the gateway. 

"Now, attackers have moved on," he 
says. "They've all shifted to the Web, but 
only about 20% of companies effectively 
filter Web traffic, so desktops are getting 
overwhelmed with this stuff. The antivirus 
software vendors can't keep up with a 
blacklist. We need another layer until the 
desktop gets better, and Web gateway ser- 
vices form this better layer." tm 



Anti-Clickjacking Top Tips 



Standardize the organization's Internet applications, especially the browser and its plug-ins, 
which should include the latest anti-clickjacking support. By letting users choose whichever 
browser they prefer, this increases the company's risk footprint. 

Keep browsers current. If this isn't automatically managed, make sure policies are in place to 
enforce updating through IT as soon as updates become available. 

Remove administrator rights from all user accounts that don't truly need those rights. 

According to Gartner, many enterprises are already paying $10 to $15 per seat for URL filter- 
ing via a Web gateway appliance. Upgrading to a SaaS-based program able to offer more 
protection to a wider system base can deliver better results for similar pricing. 
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THREE QUESTIONS 



Safe Productivity Through 
Strong Identification 

Entrust Secures Digital Identities For Global Organizations 



by Daniel P. Dern 
• • • 

In 1994, Entrust (www.entrust.com) 
created and began selling the first com- 
mercially available public-key infrastruc- 
ture, or PKI, which is needed to manage 
the keys and certificates required for 
encryption and for digital signatures. 
Today, Entrust provides security solutions 
for strong authentication, email security, 
data protection, Internet security (SSL cer- 
tificates, encryption, digital signatures). 



identity management, and PKI, in addition 
to developer APIs and standards. 

Entrust products are used to secure 
email, files, VPNs, wireless LANs, 



e-forms, and more, and its customers 
include more than 2,000 banks, telcos, and 
other enterprises and government organi- 
zations in 60 countries. Steve Neville 
serves as Entrust' s director of identity 
products and solutions. 

■ What are the biggest IT-related issues 
facing today's small to midsized 
enterprise? 

"Especially given today's economic 
times, CIOs are looking for tools to cut 



costs — especially ones that improve effi- 
ciency," says Neville. 

One of the most critical types of tools, 
and one that seems to have funding 



because of its overall importance, accord- 
ing to Neville, is "identity security for 
internal and external constituents." Drivers 
for this, he adds, include protecting intel- 
lectual property and sensitive information 
and complying with such regulations as 
PCI DSS (Payment Card Industry Data 
Security Standard). 

One critical part of this security is 
"strong authentication" — being able to 
confirm that the user is who he claims to 
be before allowing him to access, add, or 
change data. "Even HIPAA requires 
strong authentication," says Neville. 

"Identity comes into play in three differ- 
ent places," says Neville. "One [is] peo- 
ple — e.g., remote mobile users — wanting 
to access enterprise resources, like email, 
via the Internet. Two [is] applications talk- 
ing to each other — for example, a group of 
hotels with a supply chain. And three [is] 
devices on your network, like servers or 
VPN devices — you need to make sure your 
devices are authenticating before they do 
things. Securing digital identities and 
information lets organizations save time, 
cut costs, increase productivity, protect 



their business and their brand, and improve 
compliance with legislative requirements." 

■ What should Processor readers know 
about your company's products? 

"We provide tools to issue, manage, and 
authenticate digital identities, with differ- 
ent levels of security strength," says 
Neville. This includes multif actor authen- 
tication, digital certificate solutions, and 
fraud detection. "And we provide a 
methodology for protecting identities via a 
fraud detection capability that can detect 
attacks, including 'man in the browser,' a 
kind of malware attack that most authenti- 
cation techniques aren't effective against." 

■ What makes your company unique? 

"We are solely focused on security," 
says Neville. "And we provide a wide 
range of authentication capabilities in a 
single platform. Our authentication plat- 
form lets you use any of what's available, 
for one low price — we include 1 1 types of 
authentication, several of which are fairly 
innovative and unique." 

For example. Entrust' s grid-based 
authentication offers a means of mutual 
authentication, using a grid, serial num- 
bers, and coordinates to determine the 
authenticity of both the user and the site. 
"This is the equivalent of a one-time pass- 
word hardware token, [and] it' s an innova- 
tive, low-tech way to add security," says 
Neville. "We also offer sending tokens 
'out-of-band,' e.g. to cell phones or via 
SMS. Entrust' s fraud detection solution is 
also unique, in that it can catch threats 
without organizations having to change 
their back-end applications." 
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Cost Of A Data Breach 
Rose Slightly In 2009 

The price companies had to pay for a data 
breach rose slightly in 2009, according to the 
annual "U.S. Cost of a Data Breach" study. 
The study, which is jointly released by PGP 
and the Ponemon Institute, shows the cost 
rose from $202 per compromised customer 
record in 2008 to $204 in 2009. However, 
there was a decrease in companies that 
reported security breaches. According to the 
Identity Theft Resource Center, 498 compa- 
nies reported a security breach in 2009, com- 
pared to 657 in 2008. 

The Ponemon study found that the overall 
average cost of a data breach in 2009 was 
$6.75 million, a slight increase from $6.65 mil- 
lion reported in 2008. The most expensive 
data breach examined in the study cost the 
company $31 million, while the least expen- 
sive was $750,000. 

Michael Spinney, senior privacy analyst at the 
Ponemon Institute, says cybercriminals are 
always looking to access sensitive personal 
information to perpetrate fraud or identity theft. 
So when a company detects a security breach, 
it takes a broad response effort by the compa- 
ny to manage the problem. 

"When you start adding things like credit 
monitoring [and] identity theft insurance to 
the additional legal considerations and the 
like— components of what we call ex-post 
response— you can see how the costs can 
quickly escalate," Spinney says. "For less 
ominous breaches, there is economy of scale 
[with] fixed costs that don't increase simply 
because the breach was larger. But credit 
monitoring is a cost that does increase pro- 
portionately with the size of the breach." 

Costs Consistently Rising 

The cost of a data breach has risen each of 
the five years this study has been conducted. 
According to the Ponemon Institute, costs in 
this study include detection, escalation, notifica- 
tion, and response, as well as legal and inves- 
tigative and administrative expenses. Customer 
defections, opportunity loss, reputation man- 
agement, and the costs incurred to implement 
customer support are also factored in. 

Spinney says a data breach is bound to even- 
tually happen to all organizations, so preven- 
tion and risk mitigation are important for busi- 
nesses of all sizes and across all industries. 

He also has some advice for organizations: 
"We cannot overstate the importance of a 
strategic approach that integrates state-of-the- 
art technology, comprehensive processes, and 
policies with constant enforcement and training 
and awareness to promote vigilance up and 
down the chain, from the CEO to the summer 
intern. Anything less is inadequate. Without this 
kind of approach, tailored to the specific needs 
of an organization, the likelihood of a breach 
will be sooner rather than later, and the impact 
of that breach is going to be that much greater," 
Spinney says. 



by Tessa Warner Breneman 
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Conducting Online 
Banking Transactions 



Take Action To Secure Your Business 



by Bill Hayes 

In December 2009, the ABA (American 
Bankers Association) issued a warning to 
small and midsized companies concerning 
Trojan horse attacks targeting online bank- 
ing. Sadly, the ABA's recommendations 
got mangled in the telling. 

According to Doug Johnson, vice presi- 
dent and senior advisor for risk manage- 
ment at the ABA, earlier news reports that 
the ABA recommended a dedicated PC for 
online banking greatly oversimplified joint 
recommendations of experts from bank- 
ing, government, and the FBL 



Key Points 



Online banking Trojan horses are a very 
real threat that has hurt SMEs. It is not 
hype. The crinninals behind these attacks 
are in it for the nnoney and are not nnerely 
geeks gone bad. 

Your bank has access to the Annerican 
Banker's Association's reconnnnendations 
on how to protect your connpany fronn 
Trojan horse attacks. These reconnnnen- 
dations are for your education. 

Enforcing good security and connpany 
policies and using the right technology, 
such as Web filtering that is properly mon- 
itored, are good ways to fight attacks tar- 
geting your banking credentials. 



Not Just Hype 

The ABA's warning is well-founded, 
even though statistics about successful 
Trojan horse attacks against online bank- 
ing are scarce. 

"Particularly in the case of small to 
medium-sized companies, they usually 
don't have shareholders to answer to, so 
they keep the information private, which is 
within their prerogative to do," says Marc 
Fossi, manager of research and develop- 
ment for Symantec Security Response 
(www . Symantec . com) . 

Bob Hansmann, senior manager of prod- 
uct marketing for Blue Coat Systems (www 
.bluecoat.com), agrees. "Trying to quantify 
[the] cost of such attacks is always difficult 
since banking customers — unlike banks — 
are not required to report such incidents," 
Hansmann notes. 

"We have seen an increase in the suc- 
cessful breaches of bank accounts of 
small to medium enterprises through 
the use of malware, most notably due to 
the Clampi Trojan as well as the Zeus 
(Zbot) Trojan," says Bradley Anstis, vice 
president of technical strategy for M86 
Security (www.m86security.com), a glob- 
al provider of Web and messaging securi- 
ty products. 

Means & Motives 

Although the identities of the criminals 
behind the attacks are not public knowl- 
edge, their methods are known. 

"The Zeus Trojan is the primary tool that 
organized criminals have been using to 



steal banking information from countless ' 
small businesses," asserts Paul Ferguson, 
threat researcher for Trend Micro's Core 
Tech Engineering (us.trendmicro.com). 
Thieves then use the stolen credentials 
to drain the company's bank accounts, 
he says. 

Anstis says M86 Security often sees 
Trojan horse command and control servers 
based in Eastern Europe, mainly Russia and 
Ukraine, and also in China. These servers, 
which watch over compromised machines, 
are detected less often in Western Europe 
and the United States, which may be related 
to the computer crime laws of particular 
countries, Anstis notes. Surprisingly, in 
most cases, the attackers are not profession- 
al hackers but are criminals who purchased 
'equipment' such as Trojan horses and 
attack toolkits, Anstis says. 

Ferguson says people who are allowed 
to engage in risky Internet behavior on 
company PCs are inviting trouble for 
their organizations. 

"End users will use company computers 
to perform tasks other than the work they 
are assigned," Anstis says. "Whether it's 
to check personal email accounts, play 
games, or browse through various social 
networks, these types of activities have 
their own inherent risks associated with 
them, and cybercriminals are aware of 
this," Anstis notes. 

According to Paul Wood, MessageLabs 
Intelligence senior analyst for Symantec 
Hosted Services, the danger comes from 
uncontrolled end-user access to Web sites 
and email content. He advises SMEs, 
"Having the right level of protection in 
place will help to mitigate against this, but 
it must be balanced with the appropriate 
acceptable usage policies as well as the 
monitoring of their use." 



Secure Your Business 

These experts agree that antivirus and 
antispyware software should remain a part 
of your malware defenses, but more solu- 
tions should be considered. Hansmann 
recommends starting with Web filtering. 

"This once-optional technology, origi- 
nally introduced to deal with liability, 
productivity, and other concerns, is one 
of the best 'front line' defenses against 
today's rapidly evolving malware," Hans- 
mann says. He says even if a user has 
been tricked into clicking a malware 
link, a Web filtering solution will likely 
know if the site is bogus and can block 
the connection before the user can be- 
come infected. 

Wood recommends talking to your bank 
about two-factor authentication. Conven- 
tional passwords offer a single factor of 
authentication, based on something you 
know. Two-factor authentication raises the 
ante for the bad guys by requiring another 
level of authentication based on something 
you have, such as a key fob that periodi- 
cally generates a unique number. 

"This is something a lot more business 
users are demanding of their banks, and 
consider changing to another bank if your 
bank does not offer it," Wood says. In 
addition. Wood says your organization can 
be safer online by having the right ap- 
proach to computer security. 

"Security isn't just a technology prob- 
lem, though; it also covers how we behave, 
and if we can minimize the risks by think- 
ing about them and reducing them, then we 
can be safer," Wood says. 

Wood also suggests first limiting the 
number of users who can access the 
online banking facility and then auditing 
the access regularly. 



Tips For Safeguarding Online Banl(ing 

Paul Wood, MessageLabs Intelligence senior analyst for Symantec Hosted Services (www 
.symantec.com), recommends simple tips to help keep the dedicated online banking PC safe. 



Secure your network. Use a router outside your network with a built-in firewall that is 
configured and managed by your ISP. 

Use security software. Antivirus software will scan your computer for anything bad that 
has arrived on your computer, especially emails and programs that you may have down- 
loaded from Web sites. Consider using a special email address for the business banking 
accounts that is not used anywhere else, and ensure you have monitoring software in 
place and configured to audit the access of your computers. 

Be wary of what you see. Never click hyperlinks in emails or instant messages that you 
haven't subscribed to or aren't expecting because they may be phishing attacks. 

Stay up-to-date. Make sure your computer is updated with the latest patches for your 
operating system and also for the applications that you use, including your Web browser 
and browser plug-ins. Staying up-to-date also means keeping track of the news and 
blogs from your antivirus provider and other technology news sites to keep abreast of 
the latest threats. 

Perform regular backups. Use a DVD burner, an external hard drive, or cloud-based 
storage to archive important documents. 

Avoid ID theft and fraud. Keep your personal information just that — personal. Never 
divulge anything such as PINs or passwords online. Don't use the same passwords and 
be sure to change them regularly. 
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FEATURED COMPANY 



AU-In-One Email 
Functionality 

Sendmail Uses Its Roots In Email Delivery 

To Provide Comprehensive Messaging Appliances 



by Robyn Weisman 

In 1982, when Sendmail founder and chief 
scientist Eric Allman was getting his 
Masters of Science degree in Computer 
Science at UC Berkeley, he was a systems 
administrator for several networks. And 
although email existed at that point, 
Allman couldn't just send an email 
between one computer system and anoth- 
er. The technology didn't exist. "He had to 



has evolved from being a commercial soft- 
ware company to being primarily an appli- 
ance company. "It's no longer relevant 
whether [our customers] use the open- 
source program or not. We now provide 
email plumbing for any size business," 
says Vondrick. 

Sendmail' s customer list suggests as 
much: Its 4,500 customers include Har- 
vard University, Charles Schwab, Rite 
Aid, the United Nations, the Executive 




log into a variety of different computer 
systems and send the same message multi- 
ple times because there was no way to 
send an email one time to multiple 
addresses," explains Sendmail COO Glen 
Vondrick. 

To fix this problem, Allman wrote an 
open-source program called Sendmail 
MTA (Mail Transfer Agent), which 
Vondrick says was adopted worldwide. 
"At one time, if you sent email, you 
always sent it through a Sendmail server 
with the Sendmail program. It caused an 
email revolution," Vondrick says. 

In 1998, Allman and some colleagues 
decided to make a business out of offering 
a commercial version of Sendmail and 
providing service and support on 
Sendmail-related products and services. 
But since its original inception, the 
Sendmail company (www.sendmail.com) 



Sendmail Sentrion 



Office of the President, the U.S. Air Force, 
Verizon, Genentech, AT&T, EMC, and 
Oracle, to name a few. 

A Central Part Of Email Infrastructure 

Sendmail' s primary solution for email 
infrastructure management is its Sentrion 
appliance, which comes in several flavors 
for organizations of all sizes. The Sen- 
trion MP 351 is a lU appliance for 
SMEs, while the Sentrion MPV is a virtu- 
al VMware-based version of the appli- 
ance. Regardless of size or form factor, 
all Sentrion appliances provide a compre- 
hensive way to protect your email system 
from external dangers and manage inter- 
nal email policies. 

Although many email servers can per- 
form several functions that the Sentrion 
does, they don't offer as much customiza- 
tion as the Sentrion. Moreover, the 



Sendmail Featured Products 



Product 


Description 1 


Sentrion App Store 


An ITunes-like nnarketplace that provides apps for Sentrion appli- 
ances to add functionalities such as filtering, compliance, and data 
protection. Partner- and community-based apps available, along with 
those developed by Sendmail. 


Sentrion Cloud Services 


SaaS offering that offers increased antispam and antivirus filtering. 
Designed to work with Sentrion appliances. 


Sentrion MP 351 & 352 


Hardware-based appliance that processes and manages incoming 
and outgoing messaging. Comes in 1U and 2U configurations. 


Sentrion MPQ 


Sentrion appliance housed in a Dell blade server. 


Sentrion MPV 


VMware-based virtual version of the Sentrion appliance. 


Sendmail Professional 
Services 


Designs, implements, and supports custom messaging solutions for 
IT infrastructure. 



Sentrion takes a lot of pressure off your 
email server, whether you use Exchange, 
IBM Lotus Notes, or Gmail, Vondrick 
says, adding that the Sentrion comple- 
ments and improves the performance of 
email servers. The Sentrion provides 
antivirus and antispam scanning and direc- 
tory integration for granular organization 
of your email directories. You can set up 
policies to group email addresses based on 
location, job description, and company 
seniority. You can even restrict the size of 
financial spreadsheets, depending on the 
job title of the intended recipient. The 
parameters are almost limitless and work 
for both incoming and outgoing messages. 

"This is important for regulatory com- 
pliance, security reasons, and to ensure 
mail is being delivered to the right depart- 
ment or sales area. Sentrion does this 
behind the scenes to enhance your 
Exchange [or other email] system," says 
Vondrick. "You can do some of these 
things within your Exchange system itself, 
but your system risks becoming bogged 
down and potentially crashing." 

Messaging Infrastructure As A Category 

In all this, Sendmail has one overriding 
goal: to have the world recognize mes- 
saging infrastructure as a category. "The 
world has grown up thinking you have 
your email system and then you have 
your antivirus, antispam, and all these 
other little nits, instead of recognizing the 
whole message processing area as a cate- 
gory in itself," says Vondrick. "You can 



for your TV, PVR, and DVD player," 
Vondrick says. 

Viewing Solutions As Apps 

At the Sentrion App Store, Sentrion 
appliances can be customized with a range 
of apps that handle everything from 
healthcare- specific compliance issues to 
an outbound mail accelerator. 

According to Vondrick, Sendmail' s App 
Store takes cues from Apple's iPhone and 
App Store. "We're like the iPhone is 
today. When you take a Sentrion as your 
messaging infrastructure, just as you 
might choose the iPhone as your personal 
phone, you have the availability and 
options to customize it the way you want 
with the applications you put on it," 
Vondrick says. "You pick the ones that 
work for you, while somebody [else] will 
choose other ones to fit their needs. But 
you don't need the equivalent of a separate 

Sendmail 



(877) 363-6245 
www.sendmail.com 

• Sendmail got its start providing widely 
used email delivery software and even- 
tually expanded into offering all-in-one 
email delivery appliances. 

• The company also features an App 
Store through which its customers 
can add desired functionalities to their 
Sentrion appliances. 

• "If you have a Sentrion appliance, the 
answer to every possible application 
you could use for messaging is available 
on this device," says Glen Vondrick, COO 
of Sendmail. 



phone, MPS player, and PDA to get this 
functionality. It's all on one platform." 

Vondrick says that there is nothing new 
about needing antivirus or antispam pro- 
tection or compliance policies, to cite a 
few examples, but rather than having to 
buy a specific piece of software or a spe- 
cific appliance, you can just add these 
capabilities by adding the appropriate app 



SENDMAIL 



take the telephone system as a metaphor. 
You take for granted that you can dial in 
and out [and] transfer calls, but everyone 
knows you don't do it by just plugging 
the phone into a wall. You need a switch- 
board," he says. 

And the Sentrion works as the messag- 
ing analogue to that telephone switch- 
board. "If you have a Sentrion appliance, 
the answer to every possible application 
you could use for messaging is available 
on this device. You don't have to manage 
multiple devices," says Vondrick. "[For] 
any business [that is] looking to minimize 
their costs, administration demands, and 
overall footprint but still wants to have the 
capabilities, the Sentrion is an attractive 
option to help manage your mail flow." 

In other words, the Sentrion offers a 
compelling alternative to buying point 
solutions from separate vendors that may 
be designed for a specific purpose such as 
spam control or policy applications but 
that don't necessarily integrate with one 
another, let alone with your primary mail 
server. "Not to mix metaphors, but [the 
Sentrion] is like having a universal remote 
rather than having three different controls 



on the Sentrion. "This allows for central- 
ized management and control of email 
because IT has all the tools to set up any 
kind of policy for incoming or outgoing 
email easily and even adjust it on the fly," 
he says. 

Vondrick acknowledges that special 
cases exist where a point solution might be 
necessary. "The applications offered with- 
in our core infrastructure might be 80% of 
a product that is specifically designed for 
[a given task], but at 20% of the price. If 
that 80% meets your requirements, then 
it's a no-brainer for people who want to 
simplify and lower their overall costs," 
Vondrick says. 

Back when Allman was first developing 
the original Sendmail MTA, most organi- 
zations relied on standalone word proces- 
sors. "Everybody wrote letters by hand 
[and] dropped them off at the word-pro- 
cessing pool, and specialists would design 
a nice letter. But when Microsoft Word 
and Word Perfect first came out, they 
proved word processing was an applica- 
tion, not a product. . . . That is what we 
think is happening now in the messaging 
world," Vondrick says. 
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News 




2010 Silicon Valley 
Index Reveals Rocky 
Road Ahead 

According to some pundits, as Silicon Valley 
goes, so goes the future of American IT. 
Lately, however, Silicon Valley has fallen 
on hard times, like much of the rest of the 
country. And, much like other locales tied to 
a specific industry, the area has seen new 
investment slow to a trickle as business 
falls off. 

Every year, community action organization 
Joint Venture: Silicon Valley Network and the 
Silicon Valley Community Foundation take 
stock of the region's current status according 
to a variety of metrics, including population 
demographics, the economy, education, 
health, the culture, housing, land use, the 
environment, and government effectiveness, 
among other things. 

The result is an annual report called the Sil- 
icon Valley Index. It's a gauge of the overall 
health of the area, but taking into considera- 
tion the importance of the Valley to the 
broader IT industry in America, the Index 
also serves as an unofficial referendum on 
the latter. 

The state Of The Valley 

The latest report highlights the fact that 
Silicon Valley lost jobs at nearly double the 
national average during the November 2008 
to November 2009 period, resulting in a 
loss of about 90,000 jobs and bringing 
employment levels down to those seen in 
2005. Additionally, the region's real per 
capita income has been falling at a faster 
rate since 2007. 

Venture capital continues to fall off amid 
uninspiring returns, and investment in re- 
search and higher learning has also de- 
clined; similarly, the number of patents 
issued to Silicon Valley developers declined 
slightly year over year. The Index warns that 
foreign talent will soon slow its ingress as 
emerging economies attract the talent else- 
where. Housing prices and foreclosure activ- 
ity have both dropped, but commercial 
vacancies have risen. 

Joint Venture's President and CEO Russell 
Hancock offered this summation: "We have to 
have our own house in order. Silicon Valley 
needs to be a nurturing hub for innovation." 

He continues, "The problem isn't in Silicon 
Valley. It's somewhere else, but it's hurting 
us: [state capital] Sacramento's inability to 
invest. Sacramento won't fix itself, so we've 
got to get involved. We've got to reform 
Sacramento." 

Finally, Hancock concludes, "We need to 
grow the partnership with the federal govern- 
ment." He notes that innovation funding from 
a previous partnership with Washington was 
what originally started Silicon Valley off as a 
technology incubator. 

by Marty Sems 



MESSAGING & TELEPHONY 



The Business iPhone 



Is Your Enterprise Ready For It? 



by Jean Thilmany 
• • • 

It may not be today. It may not be 
tomorrow. But at some point enterprise 
employees who use mobile devices are 
likely going to want Apple's iPhone. The 
devices have dropped in price and now 
cost about $200 each. 

Shahar Kaminitz, chief executive officer 
at WorkLight (www.worklight.com), which 
provides enterprise widgets for mobile 
devices, explains that many employees are 
using the iPhone as a personal productivity 
tool and seek a similar experience for busi- 
ness purposes. "Providing employees with 
apps that streamline business tasks and 
[that] are integrated into enterprise applica- 
tions delivers improved business processes 
and employee productivity," says Kaminitz. 

Challenges 

Integrating iPhones into enterprise 
applications comes with its own set of 
challenges. Rakesh Goel, vice president 
of software solutions for consulting 
and applications development company 
Infogain, says IT managers will need 
to anticipate and be ready to meet those 
challenges. "Because these devices have 



Consider Your Apps 

In this brave new world of iPhone appli- 
cation development, IT managers will also 
need to ensure application developers 
agree on security specifics, according to 
Phillip Leslie, chief executive officer at 
ProOnGO (www.proongo.com). 

As an application developer, Leslie 
has an up-close look at security issues 
when it comes to integrating the device 
into an enterprise. 

In general, IT managers will need to 
work with iPhone application developers 
to hash out details as to how the iPhone 
will function within the enterprise. Leslie 
says this is because many of the iPhone 
apps are so new and the model of how to 
run iPhones at the enterprise level is still 
evolving. IT managers must also ensure 
application developers are on the same 
page, security wise, before they implement 
those applications. 

"One of the issues could be the method 
in which users are prompted for their cre- 
dentials," Leslie says. "So, for example, 
if you set your phone down and pick it 
back up five minutes later, you must 
enter your enterprise credentials. Not 



Key Points 



Enterprises looking to use iPhones will 
need to work around encryption and 
security issues. 

Mobile devices are not created equal: At 
the enterprise level, the iPhone and the 
BlackBerry are managed and used 
in different ways. 

An employee will likely see the iPhone as 
a consumer and work device, which has 
its pros and cons. 



or pulled from the enterprise platform, 
Leslie says. 

The latter method means all users would 
install an enterprise application on their 
iPhones, perhaps from Apple's App Store, 
he says. This method makes sense at 
enterprises that wish to let iPhone users 
interact with their devices in much the 
same way they do privately. Encouraging 
this consumer and enterprise co-mingled 
type of use will also encourage employees 
to pick up their iPhone throughout the day 
and to make use of it more often for busi- 
ness purposes, Leslie says. 



"If you set your phone down and pick it back up five 
minutes later, you must enter your enterprise credentials. 
Not your simple iPhone PIN but actual enterprise 
credentials, because it has enterprise data on it." 



■ ProOnGO's Phillip Leslie 



happened in such a short period of time 
and they're so popular with consumer 
users, enterprises aren't really ready for 
them," he says. "The software that comes 
with these devices — what Apple provid- 
ed in terms of provisioning and securi- 
ty — will work up to a given extent, but 
they won't solve all the problems enter- 
prises will have." 

Apple does provide documentation on 
how to use its iPhone for enterprise appli- 
cations via the SCEP protocol, says Dan 
Zeck, chief technology officer at Antenna 
S of tware (www . antennasof tware .com) . 

Still, Zeck says enterprises may face 
issues with encryption and security. "The 
particular technology they use is not 
enough," he explains. "Enterprise users 
will want to do the same thing with 
iPhones [that] they did with BlackBerrys, 
but Apple maybe didn't think so much 
about that." 

IT managers will need to ensure encryp- 
tion meets their enterprise's security levels 
and add security measures if necessary. 
This may require contracting out the man- 
agement of the iPhone platform and its 
applications to a third-party vendor with 
experience in that area, Zeck says. 

For instance, John Herrema, chief tech- 
nology officer at Good Technology (www 
.good.com), says IT managers may look to 
implement a mobile management and 
security solution that lets them control and 
enforce their policies. 



your simple iPhone PIN but actual enter- 
prise credentials, because it has enterprise 
data on it." 

Although iPhone software can't be 
set to prompt for enterprise credentials in 
this manner, developers can write iPhone 
apps to do so, Leslie adds. That's why it 
is important to speak to a developer to 
ensure he includes all necessary security 
and other functions. 

Also remember that unlike RIM Black- 
Berrys, where data can only be pushed 
from the enterprise platform — iPhone 
applications and data can be pushed 



Yours Or Mine? 

Aside from security issues, IT man- 
agers will need to consider a number of 
other factors when looking to bring 
iPhones into their enterprises. For 
instance, how many mobile devices will 
they want to support? Goel reminds man- 
agers that many users will be loath to 
give up their BlackBerrys, and some will 
rally for their own favorite phone. He 
advises to be prepared to make a firm rul- 
ing on the type of mobile device your 
enterprise will support or be willing to 
support a number of different ones. 



Considering iPliones For Your Enterprise? 

Whether employees are inquiring about the Apple iPhone or managers are keen on the idea 
of issuing the device company-wide, there are a number of things to keep in mind when con- 
sidering iPhones: 



• Security. How will you apply existing authentication, access control, and audit policies to 
iPhone apps? 

• Development. iPhone application development relies on Apple technologies such as 
Xcode, which are not compatible with other enterprise applications. You'll want to work 
closely with the person developing your iPhone app(s) to ensure the app addresses 
enterprise needs. 

• Integration. Consider how you will integrate iPhone apps with existing software. 

• Management. Determine how you'll manage iPhone configurations and application 
life cycles in a way that is consistent with existing IT procedures. 
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DEC -HP -COMPAQ -SUN -IBM 
CISCO- Brocade -McData 



Register at 

www.decparts.com 

for our monthly 
giveaway of an 
HP MIN1 1101 

*No purchase necessary 



• U.S. military-approved repair depot ^ 

• Mission-critical supplier to NASA 

• VAX End of life fulfillnnent reseller Connpaq Authorized 

• Key reactive response supplier to HP field service 
24/7 worldwide 

• 7000 skus and 2 million parts in inventory 

• Multimillion dollar test lab with printout diagnostics 
for each product supplied 

• Free Repair Evaluation 




Call Toll Free: 888.332.7278 I In MA: 508.866.1171 I Visit us at www. dec parts, com 




This is a small 
snapshot of the 
7,000 SKUs in stock 
LARGEST cable 
inventory worldwide: 

DISK & TAPE 
Part Number ....Price 

RD53-DA $895.00 

RD54-AA $995.00 

RZ29L-AA/VA $175.00 

RZ28-VA $145.00 

RZ1DD-SW/VW $60.00 

RZ28-VA $295.00 

TLZ09-VA $295.00 

TLZ10-VA $385.00 

TZ87/TZ88/TZ89... .Starting at $125 

TSZ08-AA $1,995.00 

All VAX Parts & Spares 70% Off 
Compaq Preferred VAX Reseller 

DNPG Network 

DEZ8R-P $1,290.00 

DEFHM-MM $5,800.00 

DEFEA-FB $1,275.00 

DSGGD-BA $1,500.00 

DZRVW Starting at $500 



All Compaq HP 
Blades 

Start at $595.00 

DS10 $675.00 

DS20 Starting at $1175 

GS80 $2,900.00 

GS160 Starting at $3,900 

GS320 Starting at $5,900 

RL01/RL02 Call 

RA60-P $475.00 New 

RA81 H.D.A $775.00 New 

RA82 H.D.A $775.00 New 

2T-48VDC $3,400.00 New 

VAX Systems & Options— Call 

Alphas Starting At 

ES40 $1,295.00 

ES45 $3,195.00 

ES47 $4,195.00 

PB47 $2,200.00 

PB48 $2,600.00 

Proliant Servers 
/ HP Blades 

AJ 742A $4,175.00 

AJ 753A $5,175.00 

Disks 

AJ 736A $535.00 

AJ 737A $825.00 

AJ 738A $385.00 

AJ 740A $675.00 



Memory 

413015-B21 $1,290.00 

39741 3-B21 $375.00 

HBA Fibre Channel 

AE311A $815.00 

A8003A $765.00 

LPE12000 $840.00 

AM871 $29,900 New 

Printers 

LA600/LN05/LN07/LA400/LN01/02 
/LN40 

Printer Repair 25% Off 



Fw'/ Depot 
Repair Fac///ty 

DEC/Compaq/HP 
a" network products 

20% DISCOUNT 

T/LL dec25TH 



IW-R100 

Cost- Effective 1U Entry-Level 
Server Chassis 

• 26"x19"x1.75"(DxWxH) 

• Support Extended ATX 
(12"x13") 

• External 5.25" X 1 & 
Internal 3.5" X 2 

• Changeable Fans Modules 

• Outstanding Thermal 
Solution 




IW-RA100 

1U Compact Server Chassis 

• 15"x19"x1.75"(DxWxH) 

• Support ATX (12" X 9.6") 

• Slinn ODD & Internal 3.5" x 2 

• Powerful 1 U appliance with 1 5" 
depth for space-sensitive 



IW-R200 

Open-Bay 2U Server 
Chassis 

• 23.5"x19"x3.5"(DxWxH) 

• Support CEB(12"x1 0.5") 

• Slim ODD, Slim FDD, 
External 5.25" x 2, 
Internal 3.5" x 3 

• Utilized 2 x 5.25" bays 
supported storage kit 




IW-R300 

Compact Stylish 3U Server Chassis 

• 19"x19"x5.25"(DxWxH) 

• Support CEB (12" X 10.5") 

• Slim ODD, External 5.25" x 2, 3.5" x 1 , Internal 3.5" x 5 

• Single or Redundant PSU options 



IW-R400 

Economical Industrial 4U Server Chassis 

• 20"x19"x7"(DxWxH) 

• Support CEB (12" X 10.5") 

• External 5.25" x 3, 3.5" x 2 & Internal 3.5" x 3 

• Anti-shock vibration 



servers ^DIRECT MA*I ABS 



ur OiwSlDp PC Ccmpfwenl ■ 



'pTechData 



|tech >Asr 



In Win Development (U.S.A.) Inc. 

188 Brea Canyon Road, 
City of Industry, CA 91789 
Tel: 1-909-348-0588 
URL: www: in-win.conn 



We Buy Used 

Cell Phones 
100 



&pay 
up to 



for each 
phone! 



Some phones have no value. See current purchase price list 
for individual model prices at www.pacebutler.com 



We'll issue yourcheck 
within 4 days! 




www.pacebutler.com 
1-800-248-5360(405)755-3131 



Magnext Ltd 



MAGNEOT 



7099 Huntley Rd, Suite 104 | 
Columbus, OH 43229 DATA BACKUP SOLUTIONS 

New & REFURBISHED TAPE & HARD-DISK BASED BACKUP SOLUTIONS 

Library upgrade packages for higher performance & capacity 
Tape library repair specialists - stock lOOO's of parts 

Purchase a complete library with one tape drive 
Get the second tape drive for $1.00 (same format) 

CHOOSE FROM THE FOLLOWING LIBRARY CHASSIS 

• HP SureStore 2/20, 20-Slot Tape Library — $1,999 

• HP SureStore 4/40, 40-Slot Tape Library — $2,449 

• HP MSL6030, 30-Slot Tape Library $2,799 

• HP MSL6060, 60-Slot Tape Library $4,699 

SELECT TAPE DRIVE FORMAT 

LT03 LVD SCSI — $3,500 | LT04 LVD SCSI — $4,500 

ADD SECOND TAPE DRIVE FOR $1.00 

Condition: Library chassis is refurbished. Tape drives are NEW \ Warranty: 12-months 
Committed to providing high-value, high-quolity, products to the IT marketplace 



Toll-free 888-NOW-TAPE 
www.magnext.com 



614-433-0011 
info(a)magnext.com 
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Information 
Technology 
Trading 



Experience to find you the 
right technology solution. 

AS/400 • RS/6000 • Sun Microsystems 
Storage • Tape Backup 



(877)715-3686 | www.itechtrading.com 




Memory for PCs & Macs 

WE BUY 

lY! 




Immediate Need For 

1, 2, and 4GB modules 
SUN Memory and P4 Processors 
We also buy XEON processors 

CALL TODAY! 



SIMS mEmmmit 

The low price leader for quality memory modules since 1987 

(239) 596-2254 • Fax (239) 596-2256 
jeffsmsmemory@gmail.com • www.smsassembly.com 



Insight Systems Exchange ^ 

CA$H FOR COMPUTERS 

• Desktops • Laptops 

• Servers •LCDs 

• Printers •Storage 
•Network Gear 

We are ready to buy today! 

Contact: 
Joe Prochelo 
Phone: (714) 939-2376 
Em ai I : j p roc hel o@i nsighti nvestments.com 

H Insight 
S^tems Bdnsp^- 



I Green Actions. 
Grean Results. 



www.desktopremoval.com 



Pegasus Buys, Sells and Offers Depot 
Maintenance on Kronos Timeclocks 



Specialize in 420G, 
440B, 460F, 480F, 
551, and 4500's 



_J^K |B i Ethernet Daughter Board, 
I t Modem Option, Remote 

I ll Readers, Bell Relays, Master 

l^^"-^'"! " \ Sync, Battery Backup Kit, Dual 
Reader, /O board. External 
Reader I/O Board 

We can supply any configuration you need. If you 
have clocks installed and need a specific KOS 
version we can help you. Same is true on I/O Boards. 



Pegasus Computer Marketing, Inc. 

(800) 856-2111 I www.pegasuscomputer.net 
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Business-Class Notebooks & Netbooks 



Dell Latitude E6500 




The Latitude E6500 offers durable magnesium-alloy con- 
struction, a 15.4-inch display (up to 1 ,920 x 1 ,200), and the 
ability for one IT tech to remotely manage the system from 
anywhere via such tools as Dell ImageDirect and Client 
Manager. In addition to a precision-tuned keyboard with 
optional backlighting, the E6500 offers up to 1 9 hours of 
battery life through the combination of a 9-cell battery, new 
high-capacity battery slice, and Control Point software. 

• Drive options include 250GB Free Fall Sensor hard 
drive or 128GB SSD 

• 2.53GHz Intel Core 2 Duo P8700 CPU 

• Built-in eSATA port 

• ControlVault secure credential management software, 
multifactor authentication security, and Dell Mobile 
Data Protection Services 

• Optional biometric fingerprint reader 

Best For: SMEs seeking to cut total cost of ownership 
expenses. 

Price: Starts at $779 



Dell Latitude Z 




Billed as the world's thinnest and lightest 16-inch lap- 
top, the Latitude Z comes with wireless docking and 
inductive charging abilities, Dell says. Measuring just 
over a half-inch thick, the notebook features a 16-inch 
WLED display (1 ,600 x 900), backlit keyboard, 2MP Web 
cam, EdgeTouch LCD sensor, and fingerprint reader. 

• Dell FaceAware Lock-Out security 

• Dell Capture technology scans and saves business 
cards to Outlook 

• Latitude ON technology supports quick access to 
email, contacts, calendars, and the Web 

• Up to two 256GB SSDs supported 

• 1 .4GHz Intel Core 2 Duo SU9400 or 1 .6GHz Intel 
Core 2 Duo SU9600 

Best For: SME execs who want power with a design 
that makes an impression. 

Price: Starts at $1 ,799; $2,109 with wireless charging 
stand 



DellVostro V13 




Sporting a full-sized keyboard and 13.3-inch LED- 
backlit display (1 ,366 x 768) enclosed in a smudge-free 
aluminum casing measuring just 0.65-inch thick and 
weighing 3.5 pounds, this ultra-light notebook's base 
configuration includes a built-in 1 .3MP Web cam and 
digital microphone, 500GB SATA drive, media card and 
ExpressCard slots, and low-voltage Intel processors. 

• 6-cell Li-Ion battery 

• One eSATA and two USB ports 

• Optional Dell DataSafe online backup and recovery 
service 

• Optional full-disk encrypted hard drive available 

Best For: SMEs and frequent travelers seeking mobility, 
security, and performance. 

Price: Starts at $449 (with Ubuntu OS) 



(877) 220-3355 
www.dell.com 



(877) 220-3355 
www.dell.com 



(877) 220-3355 
www.dell.com 



Product 



Description 



Contact 




HP ProBook 5310m 




At 0.9-inch thin and 3.79 pounds, HP's ProBook 5310m 
is a full-performance system that features a 13.3-inch 
LED-backlit HD display (1 ,366 x 768) that's surrounded 
by an aluminum enclosure. The notebook also includes a 
magnesium-alloy bottom case and ships with a built-in 
2MP Web cam; 4GB of RAM; and HP's QuickLook 3 and 
QuickWeb technologies, which grant access to email, 
contacts, and the Web within seconds of booting up. 

• Windows 7 or Windows XP Pro OS 

• Up to 320GB storage 

• 0.9x1 2.9 X 8.7 inches (HxWxD) 

• Intel Core Duo SP9300 processor 

Best For: Mobile professionals who value performance 
and affordability in a thin, sophisticated design. 

Price: Starts at $699 



Lenovo ThinkPad Edge Series Lenovo ThinkPad X100e 




Lenovo's new ThinkPad Edge series includes 13-, 14-, 
and 15-inch models. The 13-inch model is the first 
Lenovo notebook to offer AMD dual-core processor tech- 
nology and the first available with AMD's Vision Pro 
technology; the 14- and 15-inch models will ship in the 
second quarter. In addition to a newly designed, spill- 
resistant keyboard and expanded touchpad, the models 
include Active Protection System and Rescue and 
Recovery technologies. 

• Dual-core AMD Turion and Athlon Neo and Intel Core 
2 processors available 

• Windows 7 optimization via Lenovo Enhanced 
Experience program 

• Wi-Fi, Bluetooth, 3G, and WiMAX connectivity 

• 1 3.3-inch LED-backlit widescreen display (1 ,366 x 758) 

Best For: 24/7, high-performance business users. 
Price: 1 3-inch model starts at $579 




Lenovo's new 1 1 .6-inch ThinkPad XlOOe is the compa- 
ny's first ultraportable, professional-grade model to start 
below $500. Featuring support for AMD dual-core Turion 
and Athlon Neo processors and the use of AMD's Vision 
Pro technology, the XlOOe supports Windows 7 Profes- 
sional and comes with various hardware- and software- 
based ThinkVantage technologies to help enterprises 
deploy, manage, and maintain the systems. 

• Dual-monitor support 

• ThinkPlus Priority Support grants 24/7 support to IT 

• 1 ,366 X 768 LED-backlit display 

• Weighs less than 3 pounds 

Best For: Mobile business users with pro-grade require- 
ments. 

Price: Starts at $449 



(800) 888-9909 
www.hp.com 



(866) 968-4465 
www.lenovo.com 



(866) 968-4465 
www.lenovo.com 
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PRODUCT SPOTLIGHT 




Processor's Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Blaine Flamig 



Eurocom D900F Panther 
Mobile Workstation Edition 




The 17.1 -inch D900F Panther is ideal for 
developers, engineers, and other profession- 
als who demand maximum performance, stor- 
age, and video capabilities for software and 
database development; graphic design; 3D 
modeling chores; CAD, CAM, and CAE tasks; 
and mobile server functionality. The system 
supports numerous Windows OSes as well as 
Red Hat and Solaris. Eurocom also sells a 
D900F Panther Mobile Server Edition. 

• Intel Core 17, 17 Extreme, and Xeon 5 
Series CPUs available 

• Up to 2.56TB storage; SLC SSD storage 
available 

• Up to 12GB RAM 

• 1 GB Nvidia GTX 280M graphics (Quadro 
FX3700 graphics soon available) 

Best For: SMEs that need power and mobility 
features in an upgradeable form factor. 



Price: Starts at $2,806 

(877) 387-6266 
www.eurocom.com 



Eurocom L390T UNO 




The L390T UNO can help companies make 
significant IT cost reductions via the system's 
space-saving all-in-one design that allows for 
faster installations, relocations, and opera- 
tions over traditional desktop PCs. The L390T 
also features low energy consumption, a lon- 
ger life span, upgradeability, and the use of 
nontoxic and recyclable materials. 

• 1 9-inch widescreen LCD (1 ,440 x 1 ,050) 
with hard surface or 19-inch widescreen 
five-wire resistive touchscreen display 

• Intel Core 2 Duo, Core 2 Extreme, and 
quad-core processor options 

• Up to 1TB of storage via SATA-300 hard 
drives 

Best For: SMEs in need of low-cost, space- 
saving client systems. 



Price: Starts at $1,227 



HP Mini 5102 




(877) 387-6266 
www.eurocom.com 



The Mini 5102 is HP's first touch-enabled 
netbook model. At 0.91 -inch thin and 
weighing 2.6 pounds, it will easily fit into 
briefcases and bags, while an optional han- 
dle makes transportation even easier. Avail- 
able in red, blue, and black, the Mini 5102 
sports a lightweight, all-metal case and spill- 
resistant QWERTY keyboard that's 95% the 
size of full-sized keyboards. 

• Intel Atom processor 

• Integrated face-recognition technology for 
easy, secure access to Windows and Web 
sites 

• Bundles with Corel Home Office suite 
installed 

• 10.1 -inch LED display 

Best For: Mobile professionals in need of a 
companion PC to perform basic, on-the-go 
tasks. 



Price: Starts at $399 

(800) 888-9909 
www.hp.com 



HPEIiteBook8450w 




With a gunmetal anodized-aluminum finish, 
spill-resistant drains, and full magnesium-alloy 
chassis, the 15-inch EliteBook 8450w is 
durable enough to meet military standards 
(MIL-STD 81 OG included) but possesses the 
mobile workstation prowess to support USB 
3.0 performance, four DIMM slots, and future 
Intel Core and i7 processors. 

• HP SkyRoom HD videoconferencing 
software 

• HP QuickWeb, HP QuickLook 3, and 
Power Assistant software included 

• BFR/PVC-free design underscores HP's 
commitment to the environment 

Best For: Power users, developers, and 
designers. 

Price: Starts at $1 ,449 



(800) 888-9909 
www.hp.com 



SannsungGoNSIO 




Available in orange, midnight blue, mint blue, 
and jet black, the compact (1 .1 x 10.31 x 7.26 
[HxWxD]), lightweight (2.8 pounds) N310 fea- 
tures rounded corners and a pebble-stone key- 
board design that allows for larger-than-average 
key spacing. The 10.1 -inch LED-backlit display 
(1 ,024 X 600) is scratch-resistant and uses 
edge-to-edge glass construction, while the 6- 
cell battery provides nine hours of battery life. 

• 160GB hard drive 

• 3-in-1 memory card reader 

• 1 .3MP integrated Web cam 

• Intel Atom N270 processor 

• Easy Display Manager, Network Manager, 
SpeedUp Manager, and other software 
included 

Best For: SME employees who are constant- 
ly on the go. 

Price: $479.99 



Sannsung N510 




With Nvidia Ion LE graphics onboard, the 
Samsung N510 supports HD-capable applica- 
tions that will execute at 1 times the perfor- 
mance of comparable systems. The 1 1 .6-inch, 
1 6:9 display (1 ,366 x 768) includes an anti- 
glare screen, and the keyboard is 97% the 
size of standard keyboards. Gesture-based 
touchpad navigation, a 6-cell battery offering 
seven hours of life, and a 1 .3MP motion-acti- 
vated Web cam are also included in a com- 
pact, lightweight frame. 

• 160GB storage 

• Intel Atom N280 processor 

• Windows XP Home SP3 

• 802.1 Ib/g/n 

Best For: Employees needing superior 
graphics performance. 

Price: $599.99 



Toshiba Portege M780 




Toshiba's new Portege M780 is a full-perfor- 
mance notebook that can easily convert into a 
tablet so you can more easily take notes or 
review documents. And it's designed with secu- 
rity in mind, incorporating a Trusted Platform 
Module for encryption, a fingerprint reader, and 
CompuTrace to help with recovery in the event 
your notebook is stolen. 

• Intel Core vPro processor 

• Integrated DVD SuperMuIti drive 

• Reinforced hinges and spill-resistant 
keyboard 

• 12.1 -inch LED backlit display 

• EasyGuard technology, including hard drive 
protection and PC Health Monitor 

Best For: Mobile executives and serious 
travelers. 

Price: Starts at $1 ,279 



Toshiba Portege R600 




The Portege R600, Toshiba's "ultimate ultra- 
light" notebook, weighs only 2.4 pounds and 
measures just 0.77-inch thin but still manages 
to integrate an optional 7mm DVD SuperMuIti 
drive into a magnesium-alloy frame. The note- 
book is also the company's greenest model, 
boasting EPEAT Gold status, EnergyStar com- 
pliance, and RoHS compatibility. 

• 512GB SSD storage 

• 3GB RAM 

• Intel Core 2 Duo SU9400 CPU 

• 7.5-hour battery life from 6-cell Li-Ion bat- 
tery pack 

• 12.1 -inch transreflective indoor/outdoor 
widescreen display (1 ,200 x 800) 

• Integrated fingerprint reader 

Best For: SME professionals seeking porta- 
bility and style with dependable performance. 

Price: Starts at $2,099 



(866) 726-4249 
www.samsung.com 



(866) 726-4249 
www.samsung.com 



(800) 597-4512 
laptops.toshiba.com 



(800) 597-4512 
laptops.toshiba.com 
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DATA CENTER MANAGEMENT 



SIX QUICK TIPS 



Outsourcing Data 
Center Functions 

Tips For Shifting Services Away From Home 



by Chris A. MacKinnon ' 

A FEW YEARS AGO, you'd never dream of 
handing over your hardware or software 
needs, let alone your information, to anoth- 
er company. But these days, with the 
cloud's growing affordability and ease of 
use, many data centers are opting to out- 
source their data center functions. Here are 
a few tips to help you move from your local 
data center to the outsourced community. 

Outsource Security & Compliance I 

Allen Allison, vice president of managed 
services at NaviSite (www.navisite.com), 
says, as any risk officer can tell you, you 
have three options when dealing with secu- 
rity and compliance. He says you can accept 
risk, mitigate risk, or you can transfer risk. 

"Leveraging a third party to manage 
your security and compliance can be the 
most inexpensive way to deal with risk 
management," he says. "Many managed 
hosting providers offer complete programs 
to deliver the level of information security 
and compliance that your company needs." 

Whether managing PHI (patient health 
information) or handling credit cards, 
Allison says, by leveraging the policies 
and controls of a reputable managed host- 
ing provider, organizations can outsource 
the logical and physical access controls, 
data handling procedures, remediation 
processes, and ongoing audits and assess- 
ments, enabling their IT staff to focus on 
the corporate IT goals and growth. 

Automate & Outsource Commodities 

According to Jacques Greyling, opera- 
tions director with Rackspace (www.rack 
space.com), employing automation and 
outsourcing helps small to midsized enter- 
prises to focus on more value-added func- 
tions. Greyling says functions within the 
business and data center that used to add 
value will become a commodity over time. 
He says, "As commodities within the busi- 
ness become more and more defined, you 
have to start employing automation or out- 
sourcing, because those commodities I 



might not be core differentiators to the 
business as a whole. This will give you 
additional resources and time to focus on 
more value-added functions that could set 
you apart from the competition." 

Greyling says an example of a commod- 
ity might be building out the infrastructure 
inside a cabinet by clearly defining the 
configuration within it (power, networking, 
cabling, or server-racking). He says most 
of this becomes an expectation over time 
as the industry sets the standard. "Pre- 
viously, this might have been used as a 
value-add or differentiator," he says. 

Use A Hosting Service Provider 
For Disaster Recovery 

In Allison's opinion, disaster recovery 
and business continuity planning remain 
the most difficult justifications to make in 
IT planning. "Everyone knows you need 
it," he says, "but nobody wants to pay for 
it. Medium and large enterprises are look- 
ing for alternatives to the way we do dis- 
aster recovery. Several IT organizations 
are looking to outsource their primary 
computing environments, leveraging the 
skills and facilities of managed hosting 
service providers to deliver the primary 
environment for critical applications and 
services, and using their own data center 
as a backup in the event of a disaster." 

When this happens, Allison says, you can 
then leverage the processes and facilities of 
a world-class data center including SAS 70 
audited processes, ITIL-based management, 
and state-of-the-art access controls, yet 



BONUS TIPS 



■ Simplify your vendor 
selection process. Ensure 
that you have a well thought- 
out, simple vendor evaluation 
process, says Jacques 
Greyling, operations director 
with Rackspace (www.rack 
space.com). Keep it focused 



maintain your personnel and facilities for 
development, quality assurance, and disaster 
recovery — getting the best of both worlds. 

Tim Varma, director of product man- 
agement at PEER 1 Hosting (www.peerl 
.com), says choosing the right provider is 
the first and most important step. He says, 
"Make sure you do your research and ask 
the right questions, like whether or not they 
report on uptime, what the service-level 
agreement is and process if that is not met, 
what the breakdown of individual fees is 
and where your Web site or data is actually 
being hosted, as well as a list of all outages 
in the last two years. The key here is to 
get an explanation of why the outages 
occurred, how they were handled, and how 
long they took to resolve." 

Choosing a flexible hosting provider that 
can scale and change with you is also 
important, according to Varma. "When you 
first sign up, your needs may be simple, but 
you should think about the future as your 
business or requirements grow. Many low- 
cost providers have a limited offering that 
you may quickly scale out of. Choose a ser- 
vice provider that will allow you to scale as 
your business scales. If not, you will be 
stuck in migration nightmares." 

Think Globally 

Allison says it is easy to fall into the rut of 
believing that your application must be near 
your users or your IT support staff. He 
explains, "While admittedly there are limita- 
tions as to where your application logically 
should reside, there are three significant evo- 
lutions that separate delivery of service from 
location. The first evolution is the move 
from the traditional client/server application 
to a Web-based user interface. Second, the 
interconnectivity of the Internet has afforded 
organizations to be anywhere they want to 
be, but be only a few hops from home. And 
third, the ubiquity of user access has enabled 
employees and customers to access their 
applications from work, from home, from a 
coffee shop, or from the freeway." 

Allison says a natural question to ask 
is, "Why then do IT organizations continue 



to think inside the 'my data center in my 
neighborhood' box. Many companies 
have found cost savings in employing 
people in a different country on the other 
side of the globe, leveraging a managed 
services provider to maintain systems in 
a data center in Anywhere, USA, and 
delivering effective, manageable applica- 
tions to customers anywhere in the 
world." 



on your business requirements 
and be careful of scope creep. 
If you feel pressure to sign, 
don't. You always have the 
option to sign later. 

■ Have a clear statement 
of worlds or a service-level 



agreement. This will avoid 
confusion of who needs to 
deliver what piece of an out- 
sourced function, Greyling 
says, and it will allow your 
employees to have a clear 
vision of how they need to 
work with this new partner. 



Best Tip: 

Leverage Cloud 
Computing Services 

Although "cloud computing" means different 
things to different people, most definitions offer 
some value to everyone. According to Allen 
Allison, vice president of managed services at 
NaviSite (www.navisite.com), the cloud can 
refer to a universal storage location with the 
ability to store and retrieve data from anywhere 
to anywhere. To others, Allison says, the cloud 
means the delivery of applications or services 
from a scalable server environment without 
defined walls. To others still, the cloud is an 
infrastructure-as-a-service environment. 

But regardless of what you consider the 
cloud to be, Allison says, it should be a pri- 
mary thought for incorporating an elastic, 
shareable model of the ubiquitous delivery of 
applications and data to enable your busi- 
ness to grow, reduce costs, and avoid large 
capital expenditures. 

Best Return On Investment: 

Understand Your 
Contract & Exit Options 

It is critical to understand the details of your 
contract and what your options are if the 
provider does not deliver on its promise, 
according to Tim Varma, director of product 
management at PEER 1 Hosting (www 
.peer1 .com). Many hosting providers will 
offer a discount on longer-term contracts, 
which may sound like a good deal, but if the 
provider isn't delivering within the service- 
level agreement, you're stuck with poor ser- 
vice or forced to pay a hefty exit fee. Instead, 
Varma says, sign a month-to-month contract. 
"You may pay a little more, but you will have 
the flexibility to leave or alter your hosting 
agreement at any point, which will make life 
easier in the long run. And if you're still not 
happy, moving between hosting providers is 
not difficult, so don't be put off about chang- 
ing and never resign yourself to bad service." 
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Base System for OpenVMS 
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Use IT Effectively 
& Efficiently 

Deliver Business Technology Solutions While Eliminating Waste & Redundancy 



by Kurt Marko 

Having gone through several wrench- 
ing budget cycles, many CIOs could find 
they are ill-prepared to provide the new 
technology services their business units 
are demanding, particularly as the eco- 
nomic climate begins to heat up. With 
outsourcers, managed service providers, 
and the cloud increasingly displacing 
internal operations, IT must become bet- 
ter aligned with strategic business in- 
itiatives to deliver valued services, not 
piecemeal technologies. 

Transitioning to a strategic role requires 
CIOs to "grow up" and provide leadership 
from the top, says Robert Austin, professor 
of Management of Creativity and Inno- 
vation at the Copenhagen Business School 
and co-author of the book, "The Adventures 
of an IT Leader." "They need to transition 
the job from managing down into the IT 
department to managing outward and 
upward into the corporation." 

He sees the task of rejuvenating IT 
encompassing both structural changes in 
organizational governance and informal 
development of management and leader- 
ship skills. One structured approach that 
Forrester Principal Analyst Alexander 
Peters advises CIOs to consider for 
improving IT performance and efficiency 
is an adaptation of so-called Lean Think- 
ing Principles. 

Achieving Business-IT Alignment 

Experts agree that the key to IT success 
is aligning value delivered to business 
requirements; a process inherent in lean 
management, says Peters. Complex, multi- 
faceted business issues require getting a 
variety of management and technical lead- 
ers together when making decisions. "The 
thing that makes IT management hard is 
it's a world where the business and techni- 
cal issues are wound up together," Austin 
says, adding that "the only one who can 
untwine these issues and tease them apart 
is the IT person." 



A common solution is to create a cross- 
functional IT steering committee. Austin 
underscores the importance of getting the 
right people involved in the decision mak- 
ing, but it's no panacea. He says the com- 
mittee must have both ownership of the 
decisions and feel personally invested in 
the outcomes — shared responsibility is 
critical. "You want to avoid situations 
where it's only your neck in the noose," 
Austin says. 

Such executive committees form what 
Peters terms the top-down approach. Yet 
he says these should be supplemented with 
a bottom-up strategy of infiltrating and 
integrating IT business process analysts 
into the various business units. Peters says 
people in these hybrid IT positions must 
understand the language of the business, 
acting as liaisons and IT experts for their 
respective operations. 

IVIanagement Skills 

& Improving The IT Culture 

As it's role in the enterprise changes, so, 
too, does that of senior IT executives. 
"There's still a technical dimension to the 
job," says Austin, "but it's more about 
managing people and relationships." He 
adds that managers accustomed to old 
notions of the CIO position, where IT was 
largely focused on infrastructure opera- 
tions, may underestimate the investment of 
time and effort they must devote to improv- 
ing communication skills. Peters adds that 
IT transformation, particularly when using 
structured methods such as lean manage- 
ment, requires active participation and 
commitment from all levels in the organiza- 
tion, including some re-training. "This is a 
long process," he says 

In addition to honing management's 
interpersonal finesse to improve relations 
with the business, Peters recommends that 
IT should establish formal communication 
processes such as voice-of-the-customer and 
field surveys to gather and measure business 
requirements, expectations, and perceptions 
of IT. 



Thinking Lean 



CIOs need to approach the top-down and bottom-up levels of Lean through a coherent and con- 
sistent strategy for optimal business results. This requires providing training on techniques and 
principles and leadership to implement them and engage everyone at all levels of the organiza- 
tion through a culture of continuous improvement: 

The bottom-up perspective employs customized tools to optimize processes. The core of Lean 
remains the collection of methods for eliminating waste. The top-down perspective links process 
optimizations to overall performance goals. IT executives must define and communicate clear 
business goals for their Lean-style strategies and develop processes, structures, and perfor- 
mance enablers for reaching the goals. 



Strategic: 
Understand 




Lean Thinking principles 




value 


... - J 





Operational 
(toolbox): 

Eliminate waste 



-Quality 
'Responsiveness 
■ Capacity ^ 



-Variability 



Lean 
Production 



-Availability 
■ Production control 



Key Points 



To become a strategic part of the enter- 
prise, IT organizations must reorient 
toward delivering valued business solu- 
tions instead of merely operating technol- 
ogy infrastructure. 

There are many management frameworks 
and principles with proscriptions for this 
transition, but an application of the Lean 
Management philosophy can help. 

IT can strengthen ties to the business by 
assigning process analysts to each busi- 
ness unit, forming a cross-departmental 
IT steering committee, increasing both 
formal and informal communications with 
business managers and end users, and 
tracking key performance indicators di- 
rectly linked to business goals, not infra- 
structure or operational minutia. 



Sources: "What CIOs Should Know About Lean" by Alexander Peters and "Staying Lean: Thriving Not Just Surviving" by Peter Mines, 
Pauline Found, Garry Griffith, and Richard Harrison 



Performance Benchmarks 
& Improving Efficiency 

Monitoring and reinforcing IT's busi- 
ness-oriented performance improvements 
also necessitates changes in the metrics and 
benchmarks it tracks and reports. These 
will vary by industry, but Peters says they 
typically fall into four categories: business 
technology strategy, IT operations, IT gov- 
ernance, and cultural norms. Each maps 
back to the lean philosophy, he notes, with 
the strategic and governance metrics 
focused on identifying and improving IT's 
business value, while operational measures 
reinforce efficiency improvements and 
waste reduction. 

Austin agrees that you can't get away 
without some sort of suite of metrics, but 
he's seen problems with companies select- 
ing dysfunctional metrics that might drive 
the wrong behaviors and thus advises CIOs 
not to get too obsessed with them. Like 
schools teaching to the test, he says man- 
agers too focused on metrics may game the 
system because it's impossible to find a per- 
fect set for any complex issue. He believes 
that measures and benchmarks are better 
used to provoke discussions, not for career- 
threatening performance reviews, incen- 
tives, or bonuses. 

Final Thoughts 

With new business models, such as the 
cloud or SaaS, Austin sees technology as no 
longer the exclusive domain of IT depart- 
ments. Thus, he says CIOs must think 
strategically and refocus from providing a 
suite of "capabilities" to delivering informa- 
tion services that might be amalgamated 
from a variety of sources. 

According to Peters, CIOs can apply lean 
strategies and practices at several levels, 
including the development of business- 
focused technology strategies, the elimina- 
tion of waste and inefficiency in the IT 
department, the organizational structure of 
IT to ensure that both line employees and 
management are aligned with business 
needs and focused on efficiency, the use of 
key performance indicators, and the promo- 
tion of IT cultural change to stress business 
solutions over the technology treadmill. 



IBM-Led Diamond 
Consortium looks 
To Improve Cliip 
Reliability 

IBM, together with other technology producers 
and universities in the European Union, has 
formed the Diamond Consortium, which 
hopes to spend the next three years investi- 
gating ways to improve semiconductor pro- 
duction and boost chip reliability. According to 
Cindy Eisner, senior technical staff member at 
the IBM Research Facility in Haifa, Israel, the 
group is tasked with forming a plan that will 
address bug and error detection during manu- 
facturing, how best to find and correct errors 




that occur in chips at the design level, and 
how to reduce the amount of time it takes to 
design chips. If the Diamond Consortium suc- 
ceeds, then the costs of chip manufacturing 
could fall considerably. 

For researchers and semiconductor manufac- 
turers such as IBM, chip design is an expen- 
sive endeavor limited by the fundamental 
laws of physics. As designs get smaller and 
more complex, manufacturers will need to uti- 
lize new design tools and methods to main- 
tain incremental performance increases from 
one chip generation to the next. Also prob- 
lematic is the fact that errors and bugs, which 
are an inescapable aspect of chip design and 
manufacturing, are getting more prevalent 
and harder to localize. Eisner explains, 
"Diamond is not necessarily about reducing 
the bugs but rather about reducing the time it 
takes to localize and fix them once they are 
detected in the verification process." 
Currently, about 70% of chip design is con- 
sumed with verification and debugging, and 
nearly 47% is spent on fault localization and 
correction. The latter process is where the 
Diamond Consortium hopes to make the 
biggest impact. 

Resolving Errors 

Means Saving Time & Money 

There are two kinds of errors that chip-mak- 
ers have to deal with: soft errors, which are 
impossible to prevent effectively and can be 
caused by factors such as cosmic radiation, 
and bugs, which can be reduced by improved 
testing and verification methods. From the 
end user's point of view, however, there's 
less of a distinction: "Both a bug and a soft 
error can result in a malfunction of practically 
any kind," Eisner says. Often, though, the 
current methods for squashing bugs can 
make the chips more prone to soft errors. 
This is another area where the Diamond 
Consortium's collective brainpower will be 
applied to find the right balance. The organi- 
zation's fault localization and correction focus 
might cut the amount of time it takes to 
design a chip by as much as 23%, which 
translates to up to $17.25 million in savings 
per chip design. Other members of the 
Consortium include Ericsson; TransEDA 
Systems; Testonica Lab; and universities in 
Estonia, Sweden, Germany, and Austria. 

by Andrew Leibman 
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I Windows 7 Gains 
Share Faster Than Vista 

Windows 7 has been available for about five 
months, and in that time it has sold at twice 
the rate of its predecessor, according to 
NetApplications. In the first four months of 




Windows Vista's availability, it represented just 
3.75% of all operating systems in use online, 
but after Windows 7's first four months, the 
new OS has a 7.5% share. NetApplications 
reports that, after five months, Windows 7's 
market share has reached 9%, while Windows 
Vista's share had only reached 4.5% in the 
same time frame. The analysts also note that 
personal usage of the OS is growing faster 
than corporate usage. Overall, Microsoft has a 
commanding lead on other software develop- 
ers; Windows represents about 92% of all 
operating systems used by computers 
online, 66.3% of which were Windows XP 
and 17.4% of which were Vista. 

Apple's Mac OS X had a 
share of just 5.1%. 




I New Study 
Shows H-1B Trends 

The Economic Policy Institute found that H- 
1 Bs accounted for 63% of the permanent res- 
idence applications in 2008. People with L-1 
visas only accounted for 3.6% of permanent 
residence applications. The EPI released the 
findings in a recent briefing paper and indicat- 
ed that there was a pattern of H-1 B and L-1 
visa use, where some use it for purely tempo- 
rary purposes, while others use it as a bridge 
to permanent immigration. For example, 
Infosys Technologies had the most approved 
H-1 Bs for offshore outsourcing firms, but only 
5% of H-1 B users had applied for the U.S. 
Department of Labor's Permanent Labor 
Certification Program, according to the EPI. 
On the flip side. Cognizant Tech solutions 
helped convert 71% of its approved Hl-Bs 
into certified Permanent Labor Certifications. 

I IBIVI Releases New Report 
On Vulnerabilities 

IBM's latest X-Force Trend and Risk Report, 
which is based on an examination of vulnera- 
bility disclosures and Web-based attacks, 
reveals an 1 1 % decline in software vulnerabil- 
ities overall, but a 50% jump in the number of 
errors found in a couple of application types 
last year. The vulnerabilities on the rise tend 
to also affect browsers and operating sys- 
tems. Some of the most common Web-based 
exploits took advantage of Adobe's PDF utili- 
ty, Adobe's Flash, and ActiveX. Internet 
Explorer had half the number of vulnerabilities 
as Mozilla's Firefox browser last year. IBM's 
report also claims that more than half of all 
critical client-side vulnerabilities detected 
came from Microsoft, Adobe, Mozilla, and 
Apple. Of those, most patched 66% of the 
issues, but Apple patched just 38%. The study 
also reports that the No. 1 Web-based vulner- 
ability came from cross-site scripting attacks, 
which can be used to commit identity theft. 



Figuring ROI 

Of Tech Investments 



Calculating Benefits 

Is Harder Than Rnding Costs 



by Bridget Mintz Testa 
• • • 

What is ROI and how can you calculate 
it? How is ROI related to TCO or total 
cost of computing and how can you calcu- 
late that? SMEs struggle with these terms 
and how to calculate the values every time 
they embark on a new IT project, whether 
it' s an enterprise software purchase, acqui- 
sition of a new server fleet, or an entire 
data center build. 

ROI and TCO can be complex topics. 
We gathered some tips and advice for 
how to do it right for enterprise software, 
data centers, overall enterprise IT, and 
micro-businesses. 

Software ROI 

When considering a software purchase, 
the total cost of the solution is more 
closely tied to the customization, accord- 
ing to Susan Penny Brown, principal and 
founder of Interim Technical Manage- 
ment. "It's three to four times the cost of 
the actual software," she says. 

Hardware, employee evaluation time, 
negotiations, purchasing, implementation, 
maintenance, and sunsetting the old solu- 
tion all factor into TCO, too. "TCO is the 
cost side of the ROI calculation," Brown 
says. "It's a great vehicle for communicat- 
ing with decision-makers to show them 
you've thought this project through and for 
getting financial approval up front." 



revenue beyond the next two to three 
months, so the idea that they should project 
revenue in the coming years to measure 
that against the expense of a specific tech- 
nology solution and the long-term gains of 
technology is almost incomprehensible." 

She says, "The focus that we suggest is 
keeping the overhead as low as possible so 
that they can remain in business long 
enough to generate sustainable revenue." 

To help her clients do that. Barber 
focuses on simple, automated software 
solutions that address business problems. 
"We find [clients] are more successful . . . 
when we start out with simpler steps first, 
even though some of the costs may be 
thrown away." 

Effective Capital For Data Centers 

Before thinking about ROI or TCO for 
the data center, you must know how 
effectively you're using current IT invest- 
ments and how much sunk capital is being 
wasted, according to Jonathan Koomey, 
a distinguished fellow of the Uptime In- 
stitute and a project scientist at Lawrence 
Berkeley National Laboratory. For that, 
Koomey says you must obtain perfor- 
mance measurements on your IT and 
infrastructure equipment utilization, count 
the number of comatose servers, and cal- 
culate power usage effectiveness — the 
ratio of IT equipment power consumed to 
total power consumed. 



Key Points 



ROI requires figuring both costs and 
benefits of new technology projects 
or purchases. 

Calculating costs is much easier 
than calculating benefits, which 
requires stakeholder and top-level 
management involvement. 

Even a solid ROI doesn't guarantee 
project success. 



"The traditional definition [of ROI] is the ratio of 
savings to costs for an investment, and it's usually 
expressed over a period of time." 



- Interim Techinical IVIanagement's Susan Penny Brown 



ROI tells you when you'll get your 
money back on the investment, but Brown 
cautions that it is an estimate and is still 
in flux when presented to executives. 
"The traditional definition [of ROI] is 
the ratio of savings to costs for an invest- 
ment, and it's usually expressed over a 
period of time," she says. "You add up all 
expected costs, all the expected savings, 
and how long it will take for the new 
technology to pay for itself based on the 
estimated savings." 

Even then, "A solid ROI still doesn't 
guarantee project success," she says. 
Indeed, discussion of ROI often leads to a 
more complete, detailed definition of pro- 
ject success. "The solution must address a 
fundamental business problem that is 
worth the time, expense, and disruption to 
fix," Brown says. 

Patrice Barber, president of Taylor Made 
Solutions, a strategic consulting firm for 
micro-businesses, explains that some enter- 
prises "often struggle to create a forecast of 



"Often, utilization of servers is about 
50% of their capability," Koomey says. 
"That's not just electricity you're wasting. 
You're also wasting your capital." 

Current costs of operation represent 
just one side of ROI. To find the benefits, 
you must know what those costs mean for 
the enterprise. That requires knowing the 
type, number, cost, and business value of 
all transactions. "You must talk to the 
stakeholders," Koomey says. "IT can tell 
you the costs, but it can't say what trans- 
actions are worth without involving the 
owners of the transactions." 

Determining transaction worth is a 
management challenge. "It's a technical 
issue, but the only way you can fix it is to 
solve this management siloing problem," 
Koomey says. You must find a champion 
who cares about the TCO, the profit of the 
company, and delivering the maximum 
benefit for the cost. This could be the 
CEO, CEO, or CIO. To persuade that 
executive, be prepared to explain costs and 



benefits and why benefits calculations 
require stakeholder participation. 

Once that executive stakeholder team 
is formed, they can evaluate different 
data center equipment vs. the TCO or 
total costs of computing. Then they can 
determine which servers and equipment 
will produce the lowest TCO. "If you're 
not thinking about TCO regarding the 
data center, you'll be wasting millions of 
dollars," Koomey says. 

The Whole Company 

"ROI comes in most clearly when you 
decide to put in an enterprise system: hard- 
ware, software, and changes to business 
processes," says Al Erisman, executive in 
residence in IT at the School of Business 
and Economics at Seattle Pacific Univer- 
sity. "You try to 
estimate costs and 
savings." 

You have to 
look at the solu- 
tion in the context 
of the whole en- 
terprise. So this 
means evaluating 
not just the costs 
of the system, but 
also the company 
management, maintenance, and support it 
will take to keep the enterprise working 
with this solution. "Look at the payoff on 
the other end," Erisman says. "What will 
the business be able to do then that it 
couldn't do before?" 



ROI & TCO Defined 

ROI calculates how long it will take to earn 
back all the costs of an IT solution. To figure 
ROI, first add all of a solution's costs, includ- 
ing hidden pieces such as customization, 
integration, and maintenance. This is your 
TCO— one side of the ROI calculation. The 
other side is the solution's savings, monthly 
or annually. Add those numbers up until they 
balance the cost. That tells you roughly how 
long it will take to balance out the new solu- 
tion. "ROI is always an estimate," says Susan 
Penny Brown, principal and founder of 
Interim Technical Management. 
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OPINIONS 



FROST AND SULLIVAN 



The Emerging & 
Shifting Role Of 
The IT Professional 



Today's IT environment is under- 
going a transformation. With the 
emergence of new technologies and busi- 
ness and operational models, as well as a 
changing economic environment, enter- 
prises are looking to identify how they 
can make their IT organization strategic 
to the business. 

As in the past, new technologies such as 
IP and virtualization force change within 
organizations. As these technologies have 
matured and made their way into the main- 
stream, the evolution of overall IT roles has 
occurred. From both a technological and 
organizational perspective, we have seen 
these changes develop for the past few 
years, albeit in a more tactical approach. 
With the economic crisis we are currently 
undergoing, enterprises are taking the time 
to align their IT organizations more tightly 
with their strategic business initiatives. As 
they look to lean their organizations and 
create more agile, automated, on-demand 
IT environments, the role of an IT profes- 
sional evolves yet again. 

Achieving Nirvana 

With a technology such as virtualization 
and an operational model such as cloud com- 
puting, it makes achieving the nirvana of an 



agile, automated, on- 
demand IT environment 
possible. Virtualization 
has changed what data 
centers look like today. 
The number of physical 
servers has been drasti- 
cally reduced, thanks to 
hypervisors and virtual 
machines. Resources can 
now be literally on- 
demand and spun up as 
needed for any type of 
application, workload, or 
function. If an application 
needs more resources at 
certain peak hours, they 
can be delivered to that 
application and then 
turned off when no longer 
needed. 

The IT environment 
can now be partitioned 
into different sections that ^^^^^^^^^ 
will deliver for different 
requirements, which is what we have begun 
to see within enterprises as they move to use 
both public and private clouds. Both of these 
provide a value for specific functions 
and workloads. A combination of these 
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resources is ideal in order to maximize the 
efficiencies that cloud computing provides. 

In this kind of environment, the role of 
IT professionals strategically changes. As 
enterprises move their IT organization 
away from just managing and maintaining 
a corporate network or data center and look 
to make IT more strategic, it will require 
not only technological 
^^^^^^^^ and operational change, 
but also an organizational 
change. This transforma- 
tion will require organi- 
zations to further align 
the business with IT. It 
means much more open 
communication with line- 
of-business managers, 
accounting, finance, pro- 
curement, and marketing. 
This model drives all 
aspects of a business to 
work closely together to 
enable this type of envi- 
ronment to achieve the 
efficiencies and perfor- 
mance the model is de- 
signed to deliver. 

The emerging role of 
an IT professional is to 
deliver this model to its 
internal business cus- 
tomers in a seamless and 
efficient manner. It will 
^^^^^^^^ require IT workers to fur- 
ther develop existing 
technical skill sets and learn new skills. IT 
professionals will also need to not only 
understand the technical aspects of their 
new IT environment but also understand 
how it impacts the business and the result 



of that impact. As their internal business 
customers look to create more competitive 
advantages, IT will need to understand 
what the business need is and how it can 
be achieved. 

Historically, IT has been known to be 
the roadblock for many initiatives. In 
this new role, IT professionals become 
enablers; that is, they help their enterpris- 
es implement those strategic business ini- 
tiatives that will provide them with a 
competitive advantage. Defining objec- 
tives, setting expectations, and communi- 
cating these to the business will be critical 
for the success of this role. With the busi- 
ness initiative clearly defined, it will then 
be necessary to determine where these 
resources will be obtained in the most 
efficient manner. Overall, IT will need to 
help the business transition the existing 
environment; define the right cloud com- 
puting mix (public and private) for their 
environment; and then determine what 
functions, applications, and workloads 
can be leveraged in different clouds. 

IVIoving Parts Come Together 

This type of change doesn't happen 
overnight. In order for this to be success- 
ful, it will require many moving parts to 
come together and become a more fluid 
organization. CEOs must be able to deliv- 
er the vision to their organizations and 
ensure that the company as a whole is 
onboard. IT's role will be to help create 
that vision and provide a clear road map of 
how that vision will be delivered, from 
both a technological and business perspec- 
tive. This is where the IT role will evolve 
to as it becomes more of a business 
enabler to the organization, 
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by Kurt Marko 

The virtual, online world has gradual- 
ly invaded most aspects of everyday life, 
including shopping, banking, socializing, 
and gaming. So it's no surprise that soci- 
ety's sordid and corrupt elements should 
follow. Although hacking has been around 
since the days of punch cards and main- 
frames, what started as an innocent pursuit 
of programming showmanship has matured 
into a tool of organized crime and even 
state-sponsored cyber terrorism. 

"Inside Cyber Warfare," by intelligence 
expert and security consultant Jeffrey Carr, 
seeks to describe this battleground and the 
myriad public policy issues, intelligence 
concerns, and security risks it presents. 
Carr's goals are ambitious, particularly for 
such a dynamic and evolving subject. 



Debatable Existence 

The book opens by examining the concept 
of cyber warfare. Its very existence is debat- 
able because, as Carr points out, "there is no 
international agreement on what constitutes 
an act of cyber war." But he offers a defini- 
tion: "Cyber Warfare is the art and science 
of fighting without fighting; of defeating an 
opponent without spilling their blood." Of 
course, an interpretation this broad would 
also encompass the Cold War, which was 
'fought' long before the Internet existed. 

Perhaps the seminal moment in cyber 
warfare, and the catalytic incident that 
sparked Carr's interest in the topic, was a 
wave of attacks on critical governmental 
and civilian online infrastructure in Georgia 
that preceded its August 2008 invasion by 
the Russian army. Throughout the book. 



Carr revisits this and similar incidents ema- 
nating from Russia to illustrate the nexus of 
state- sponsored activity and benign toler- 
ance of organized cybercrime or so-called 
hactivism. He points out that "cybercrime 
is the laboratory where the malicious pay- 
loads and exploits used in cyber warfare are 
developed, tested, and refined." 

Using frightening news accounts as a 
backdrop, the book outlines the policy, 
intelligence, and security issues surround- 
ing cyber warfare. Carr explores funda- 
mental problems such as designating 
cyberattacks as acts of war under interna- 
tional law, the legal justification for coun- 
terattacks, presumed cyber aggression, and 
the rationale for preemptive cyber strikes, 
or the so-called active defenses he feels are 
essential to any sort of attack deterrence. 

Forensic Tools & Techniques 

The chapters of most interest to enterprise 
security professionals deal with the forensic 
tools and techniques for investigating cyber- 
attacks and deconstructions of major botnet 
architectures (a favorite tool for distributing 
malware or disrupting networks and online 
services) and malware. In a particularly dis- 
turbing passage, Carr describes a "malware 
for hire" attack that used a Chinese-sourced 
SQL injection hack and botnet. I 

Most of the book outlines the threats and 
issues, but Carr concludes with two proscrip- 
tive chapters, first outlining a cyber early 
warning system (a sort of NORAD for the 
Internet) and wrapping up with a set of con- 
tributed policy recommendations targeted to 
political, military, and law enforcement lead- 
ers. These include such controversial topics 
as the role of lax ISPs in facilitating attacks. I 



For enterprise IT managers and security 
professionals, reading "Inside Cyber 
Warfare" can elicit a frustrating sense of 
helplessness and futility. One feels like the 
small-town doctor facing a smallpox epi- 
demic: You hope the cavalry can ride in 
with vaccine before the disease spreads out 
of control. If nothing else, the book amply 
illustrates the dangers posed by organized 
cyberattacks and makes a powerful case for 
redoubling enterprise security measures, 

Key Concepts 

• The Internet and online world have 
beconne the latest battleground for 
criminals, terrorists, and even armies, 
used for everything from financial fraud 
to espionage and political disruption. 

• Acts of cybercrime and warfare are 
increasingly brazen and sophisticated, 
having risen in scope and damage 
potential to become a serious threat 
to both national security and commer- 
cial enterprise. 

• Given the mutable, ethereal, and furtive 
nature of online attacks, perfect defenses 
are impossible, thus effective countermea- 
sures must ultimately include some form 
of active, preemptive cyber deterrents. 

• Computer security pros must understand 
and use tools available for identifying the 
sources of attack, analyzing their means 
of exploit, and ultimately insulating their 
networks and systems as much as 
possible from rogue threats. 
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Physical Infrastructure 



Mas Sales 8 Rentals. Inc. 

THE PORTABLE COOLiiNG & HEATING SPECIALISTS 



Since 1979, Atlas Sales & Rentals has been selling 
portable air conditioners and spot coolers. The company 
sells and rents MovinCool and other spot coolers, heaters, 
and dehumidifiers nationwide to commercial, industrial, 
and governmental groups. Atlas supports the products it 
sells with 24/7 emergency response service. Additionally, 
Atlas offers custom units, short- and long-term rentals, and 
immediate availability of products. 



Products Sold: 

• Portable air conditioners 

• Heaters 



Spot coolers 
Dehumidifiers 



(800) 972-6600 I www.atlassales.com 



Physical Infrastructure 



BayTech was founded in 1976 and, since the 1990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for a 
better, more resilient connection between the data center 
equipment and the receptacle. BayTech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800)523-2702 I www.baytech.net 



Physical Infrastructure 



MOVINCOOL. 

THE #1 SPOT COOLING SOLUTION 



The MovinCool division of DENSO Sales California has 
pioneered the use of portable air conditioning solutions for 
a variety of North and South American markets since 1982. 
MovinCool works with a national network of distributors and 
suppliers to provide product sales, installation, and rental. 

Products Sold: 

• Office Pro Portable Air Conditioner Series for indoor 
environments such as server and telecom rooms 

• Classic & Classic Plus Portable Air Conditioner Series 
for moisture removal, outdoor and industrial spot-cooling 

• CM Series ceiling-mounted A/C for cooling server 
rooms, telecom closets, or anywhere space is limited 



(800)264-9573 I www.movincool.com 



Physical Infrastructure 




Server Technology 

Solutions for the Data Center Equipment Cabinet 



Server Technology is committed to the PDU market with the 
largest group of engineers dedicated to power distribution 
and other solutions within the equipment cabinet. Advance- 
ments in device power monitoring help data centers monitor 
and improve their efficiency and continuous research and 
development is fueled by companies that look to Server 
Technology for their custom cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet 
Power Sensing (POPS), Rack Mount Fail-Safe Transfer 
Switch, Console Port access with remote power manage- 
ment. Switched, Smart, Metered, Basic, and -48 VDC 



(800)835-1515 I www.servertech.com 



Physical Infrastructure 



AUSTIN 



Founded in 1995, Austin Hughes Electronics is a design and 
manufacturing company offering a broad range of electro- 
mechanical products based on 19-inch rackmount technolo- 
gy. Austin Hughes has ISO 14001 & 9001 -approved design, 
manufacturing, assembly, and test facilities in Hong Kong 
and China. It has sales offices throughout the Asia-Pacific 
region as well as Europe and the United States, supporting 
a worldwide distributor network. 

Products Sold: 

• Rackmount LCD keyboard/KVM drawers 

• Rackmount serial console LCD keyboard drawers 

• LCD screens 



www.austin-hughes.com 



Physical Infrastructure 



CYBER@SWITCHING 



® 



Cyber Switching began pioneering power distribution 
technologies in 1994. Our PDUs are used to power cycle 
and manage power to blade servers, routers, SANs, and 
other data center equipment. Our intelligent PDUs can 
monitor current individually by outlet and also provide virtual 
circuit breaker protection on an individual outlet basis. No 
other PDU on the market offers these unique features. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 
Patch Panels 



(888)311-6277 I www.cyberswitching.com 



Physical Infrastructure 



PDUs 



direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for server and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental moni- 
toring. We pride ourselves in offering industrial-grade qual- 
ity products at the lowest prices, with the fastest shipping 
(most orders shipped within 24 hours) and simplest pur- 
chase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



751-7387 I pdusdirect.coin 



Networking & VPN 



GoToAssist 

EXPRESS 



GoToAssist® Express"^"^ lets you easily view and control 
your customer's computer online, so you quickly resolve 
their technical issues. You'll amaze customers by solving 
problems on the spot while reducing travel time and 
lowering supports costs. GoToAssist Express is brought to 
you by Citrix Online, a fast-growing division of Citrix 
Systems. Every month, more than 15,000 new customers 
start using Citrix Online's services to work from anywhere 
with anyone — using remote-connectivity tools to save time, 
get more done, and connect to others around the world. 

Products Sold: 

GoToMyPC, GoToMeeting, GoToAssist, and GoToWebinar. 



(800) 549-8541 I www.gotoassist.com/processor 



Physical Infrastructure 



avtech 



AVTECH Software, founded in 1988, is focused on making 
the monitoring and management of systems, servers, net- 
works, and data center environments easier. AVTECH pro- 
vides powerful, easy-to-use software and hardware that 
saves organizations time and money while improving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to communicate critical status 
information and can perform automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities 
environment, including temperature, humidity, power, 
flood, room entry, and UPS 



(888)220-6700 I www.AVTECH.com 



Physical Infrastructure 




Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products 
are designed to promote organization in the workspace 
and to increase the productivity of computers, peripherals, 
and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• Motorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 I www.hergo.com 



Physical Infrastructure 



RACKMOUNT 

SOLUTIONS, Ltd 

where customer service matters^ 



Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high-per- 
formance products through continuous product innovation 
and operational excellence. We pride ourselves in provid- 
ing quality customer service, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and server racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



(866)207-6631 I www.rackmountsolutions.net 




PRODUCTS 



Established in 1983, CMS Products is a leading innovator 
in data backup, encryption, and security technology. CMS 
Products has received global recognition for its work in 
developing leading-edge, easy-to-use products that 
revolutionize the notebook and desktop data backup/ 
restore and storage industry. 

Products Sold: 

• Backup and restore disaster recovery software and sys- 
tems, including laptop, desktop, and secure versions 

• Laptop hard drive upgrades 

• Data security products, including encryption software, 
encrypted portable backup, and encrypted flash drives 



(800)327-5773 | www.cmsproducts.com 
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Servers 



IN-WIN Development Inc., an ISO 9001 manufacturer of 
professional computer chassis, power supplies, and digi- 
tal storage devices, is the leading provider of enclosure 
solutions to system integrators worldwide. Founded in 
1986, IN-WIN provides high-quality chassis that conform 
to all safety regulations, as well as unsurpassed cus- 
tomer service. 

Products Sold: 

• Computer cases 

• Server cases 

• Power supplies 

• Storage devices 



(909)348-0588 | www.in-win.us 



dtSearch 

www.dtsearch.com 



Maryland-based dtSearch started research and develop- 
ment in text retrieval in 1988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products, including: 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



(800)483-4637 I www.dtsearch.com 




IGS is an independent manufacturer and source of supply, 
service, and depot repair of obsolete Digital Equipment 
Corp. parts, products, and systems. We maintain an exten- 
sive inventory of DEC parts and equipment; some date from 
the 1960s. We refurbish and service these parts, adding 
current technology when applicable. We provide Advance 
Replacement Service within 24 hours if we have the item in 
stock and, with 75,000 stock items, chances are we will. 

Products Sold: 

Digital Equipment Corp. parts, products, and systems, 
including memory, storage, processors, display and video, 
printers, and cables, for repair, lease, or rental 



332-7278 I www.decparts.com 



Information 
Technology 
Trading 



At Information Technology Trading, our goal is to help you 
acquire the right hardware or software solution. We special- 
ize in purchasing and reselling data-processing equipment 
and have more than 21 years combined experience. We pro- 
vide services and system upgrades, DASD, communication, 
and memory. We're also an outlet for off-lease portfolios. 

Products Sold: 

• AS400, Advanced System/36, R/S6000, ES/9000, and 
PC systems (including lease and rental) 

• CPUs, memory, disks, tapes, displays, and controllers 

• Services, including system design and installation, 
maintenance, and buyback of existing hardware 



Pace 


ButlerS 




oorporatton | 



It 



• PaceButler buys used cell phones. 

• In business since 1987 

• Redeploy your used phones after upgrade 

• Donation option - directly to the non-profit of your choice 

• Dedicated to customer satisfaction 

- A+ Rating with the Better Business Bureau 

- Payment issued in four days 

• Dedicated to employee development 

- Book reading program 

- Health and fitness programs 

Products Sold: 

We buy used cell phones & PDAs, including Apple, LG, 
Blackberry, HTC, Motorola, Nextel, Nokia, PalmOne & 
Samsung. 




In 1987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began as 
a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 10 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing service contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



(877)715-3686 1 www.itechtrading.com 


■ 


(800)248-5360 1 www.pacebutler.com 


■ 


(800)856-2111 1 www.pegasuscomputer.net 





Build Your Brand Awareness! 



PBBCESSOBSHgV!^ 




Color picture 
Web exposure 



• Proven publication 

. Detailed product description 



Your Internet exposure 
is at no added cost! 

TO place your color photograph in the next issue of Processor, 
mail this completed form and your photo 

,3S«pmt,3«5incte,3KK5»incte,o>4x6i«*sinsize) 

VBHb to: Processor, P.O. Box 8551 0, 

Lincoln, NE 68501 

Call Today. (800) 247-4880 




SEE US ON THE INTERNET AT: Processorxom 
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Their computer. 
Your brain. 

GoToAssist® Express'" lets you view and control 
your customer's computer online, so you can use 
your expertise to instantly fix the problem. You'll 
solve technical issues faster while reducing travel 
costs and increasing customer satisfaction. 
Support Smarter™ with GoToAssist Express. 



FREE 30-Day Trial 

gotoassist.com/processor 




GoToAssist* 

by CITRIX 



